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Issue

France Telecom has identified a problem of security for the authentification between the SGSN and GGSN when roaming in R5 specifications (see TS 33.200).

Indeed, internally in one PLMN, the SGSN and GGSN authentified themselves directly and there is no security issue. But, when roaming, the specifications recommend that the authentification is done indirectly through the BG (Border Gateway), i.e.  the SGSN authentifies to BG(1), BG(1) authentifies to BG(2), etc. to BG(n), BG(n) authentifies to GGSN.
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But, in this way, the security is not guaranteed: the BG can be attacked, compromising therefore the authentification.

Proposal

France Telecom proposes that for R5 the authentification between the SGSN and GGSN is done directly when roaming in order to guarantee the security.

It is proposed to send a liaison to S3 to ask them to review their method for authentification in consequence.
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