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4.8
Privacy

Specific local, national, and regional privacy regulations must be complied with, and multiple layers of permissions may be required.

Location information must always be available to the network service provider. 

Means shall be provided for the MS subscriber to control privacy for value added services. 

Unless required by local regulatory requirements, or overridden by the target MS User, the target MS may be positioned only if allowed in the MS subscription profile.  In general, for valued added location services, the target MS being positioned should be afforded the maximum possible privacy, and should not be positioned unless the positioning attempt is explicitly authorized.  In the absence of specific permission to position the target MS, the target MS should not be positioned.  

It may also be possible for a target MS to authorize positioning attempts after the target MS is notified of a positioning request and the target MS grants permission for positioning (see the subsequent "target subscriber notification" section of this document). 

The privacy of an inanimate asset for an embedded target MS may be completely defined by the MS subscriber. 

Additionally, specific privacy exceptions may exist for compliance with mandated location based services (such as for emergency services or lawful intercept) which are required by national or local regulatory requirements. 

For Value Added Services, the following is applicable:

The Target MS Subscriber shall be able to restrict access to the location information (permanently or on a per attempt basis). The LCS Client access shall be restricted unless otherwise stated in the Target MS Subscription Profile.  The home network shall have the capability of defining the default circumstances in which the Target MS’s  location is allowed to be provided - as required by various administrations and/or network requirements. 

It shall be possible for location services to support conditional positioning.  Under these conditions, an application that is granted conditional positioning authorization must notify and obtain positioning authorization from the user of the target MS prior to performing the positioning process.  Thus the user of the target MS shall be able to accept or reject the positioning attempt.

The default treatment, which is applicable in the absence of a response from the Target MS, shall be specified in the Target MS Subscription Profile.  Thus for some location services the default treatment may be to accept the positioning request, whereas for other location services the default treatment may be to reject the positioning attempt.  

However, considering that in general, users shall be afforded the maximum possible privacy, and shall not be positioned unless the target subscriber authorizes the requesting location application to perform positioning, the default condition shall normally be to deny the positioning attempt.

For PLMN operator services, the target MS subscriber may be able to restrict access to location information used to enhance or support particular types of service. The LCS client access shall be restricted unless stated otherwise in the Target MS subscription profile. The target MS user shall not be notified of any authorized location attempt.

For Emergency Services (where required by local regulatory requirements) Target MSs making an emergency call may be positioned regardless of the privacy attribute value of the subscriber associated with the Target MS (or ME) making the call.

For Lawful Interception Services (where required by local regulatory requirements), target MSs may be positioned under all circumstances required by local regulatory requirements. The target MS user shall not be notified of any location attempt.

5.3.2.2
Location Service Response

The Location Service Response provides the result of a Location Service Request from the LCS Server to the LCS Client. 

A LCS response is either ‘immediate’ or ‘deferred’. The LCS Request indicates the type of response the LCS Client wishes to receive. The two types of location response are described in table 2.

Table 2: Types of LCS Response

Response
Description

Immediate
A Location Response is referred to as ‘immediate ’, when a response to a request for location information is answered immediately (within a set time). The response shall be single and not dependent to any event.

Deferred
A Location Response is referred to as ‘deferred’, when a response to a request for location information is returned after the occurrence of an event specified by the LCS client. The response can be single or periodic.
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