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4.2.2.2.2
General Registration
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Figure 4.2.2.2.2-1: Registration procedure

1.
UE to (R)AN: AN message (AN parameters, Registration Request (Registration type, SUCI or 5G-GUTI or PEI, last visited TAI (if available), Security parameters, Requested NSSAI, [Mapping Of Requested NSSAI], UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters, UE support of Request Type flag "handover" during the attach procedure) and the list of PSIs).


In the case of NG-RAN, the AN parameters include e.g. SUCI or the 5G-GUTI, the Selected PLMN ID and Requested NSSAI, the AN parameters also include Establishment cause. The Establishment cause provides the reason for requesting the establishment of an RRC connection.


The Registration type indicates if the UE wants to perform an Initial Registration (i.e. the UE is in RM-DEREGISTERED state), a Mobility Registration Update (i.e. the UE is in RM-REGISTERED state and initiates a Registration procedure due to mobility or due to the UE needs to update its capabilities or protocol parameters), a Periodic Registration Update (i.e. the UE is in RM-REGISTERED state and initiates a Registration procedure due to the Periodic Registration Update timer expiry, see clause 4.2.2.2.1) or an Emergency Registration (i.e. the UE is in limited service state).

When the UE is  performing an Initial Registration (i.e., the UE is in RM-DEREGISTERED state) to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include its SUCI in the Registration Request as defined in TS 33.501 [15]. If the UE previously received a UE Configuration Update Command indicating that the UE needs to re-register and that it shall not provide the 5G-GUTI in access stratum signalling when performing the Registration procedure, the UE performs a Mobility Registration and shall not include the 5G-GUTI in the AN parameters. For an Emergency Registration, the SUCI shall be included if the UE does not have a valid 5G-GUTI available; the PEI shall be included when the UE has no SUPI and no valid 5G-GUTI. In other cases, the 5G-GUTI is included and it indicates the last serving AMF. If the UE is already registered via a non-3GPP access in a PLMN different from the new PLMN (i.e. not the registered PLMN or an equivalent PLMN of the registered PLMN) of the 3GPP access, the UE shall not provide over the 3GPP access the 5G-GUTI allocated by the AMF during the Registration procedure over the non-3GPP access. Also, if the UE is already registered via a 3GPP access in a PLMN (i.e. the registered PLMN), different from the new PLMN (i.e. not the registered PLMN or an equivalent PLMN of the registered PLMN) of the non-3GPP access, the UE shall not provide over the non-3GPP access the 5G-GUTI allocated by the AMF during the Registration procedure over the 3GPP access.

The UE may provide the UE's usage setting based on its configuration as defined in TS 23.501 [2] clause 5.16.3.7. In case of Initial Registration or Mobility Registration Update, the UE includes the Mapping Of Requested NSSAI (if available), which is the mapping of each S-NSSAI of the Requested NSSAI to the S-NSSAIs of the Configured NSSAI for the HPLMN, to ensure that the network is able to verify whether the S-NSSAI(s) in the Requested NSSAI are permitted based on the Subscribed S-NSSAIs.


The UE includes an indication if it supports Request Type flag "handover" for PDN connectivity request during the attach procedure as defined in clause 5.17.2.3.1 of TS 23.501 [2].


If available, the last visited TAI shall be included in order to help the AMF produce Registration Area for the UE.


The Security parameters are used for Authentication and integrity protection, see TS 33.501 [15]. Requested NSSAI indicates the Network Slice Selection Assistance Information (as defined in clause 5.15 of TS 23.501 [2]). The PDU Session status indicates the previously established PDU Sessions in the UE. When the UE is connected to the two AMFs belonging to different PLMN via 3GPP access and non-3GPP access then the PDU Session status indicates the established PDU Session of the current PLMN in the UE. The PDU Session(s) to be re-activated is included to indicate the PDU Session(s) for which the UE intends to activate UP connections. A PDU Session corresponding to a LADN shall not be included in the PDU Session(s) to be re-activated when the UE is outside the area of availability of the LADN. The Follow on request is included when the UE has pending uplink signalling and the UE doesn't include PDU Session(s) to be re-activated, or the Registration type indicates the UE wants to perform an Emergency Registration. In Initial Registration and Mobility Registration Update, UE provides the UE Requested DRX parameters, as defined in clause 5.4.5 of TS 23.501 [2].

The UE MM Core Network Capability is provided and handled by AMF as defined in TS 23.501 [2] clause 5.3.4a.


The UE access selection and PDU session selection identifies the list of UE access selection and PDU session selection policy information stored in the UE, defined in clause 6.6 of TS 23.503 [20]. They are used by the PCF to determine if the UE has to be updated with new PSIs or if some of the stored ones are no longer applicable and have to be removed.
Editor's note:
It is FFS how UE Radio capabilities are provided.

2.
If a 5G-GUTI is not included or the 5G-GUTI does not indicate a valid AMF the (R)AN, based on (R)AT and Requested NSSAI, if available, selects an AMF


The (R)AN selects an AMF as described in TS 23.501 [2], clause 6.3.5. If UE is in CM-CONNECTED state, the (R)AN can forward the Registration Request message to the AMF based on the N2 connection of the UE.

If the (R)AN cannot select an appropriate AMF, it forwards the Registration Request to an AMF which has been configured, in (R)AN, to perform AMF selection.
3.
(R)AN to new AMF: N2 message (N2 parameters, Registration Request (as described in step 1) and UE access selection and PDU session selection information).


When NG-RAN is used, the N2 parameters include the Selected PLMN ID, Location Information, Cell Identity and the RAT type related to the cell in which the UE is camping.


When NG-RAN is used, the N2 parameters also include the Establishment cause.


Mapping Of Requested NSSAI is provided only if available.


If the Registration type indicated by the UE is Periodic Registration Update, then steps 4 to 20 may be omitted.
4.
[Conditional] new AMF to old AMF: Namf_Communication_UEContextTransfer (complete Registration Request).


If the UE's 5G-GUTI was included in the Registration Request and the serving AMF has changed since last Registration procedure, the new AMF may invoke the Namf_Communication_UEContextTransfer service operation on the old AMF including the complete Registration Request NAS message, which may be integrity protected, to request the UE's SUPI and MM Context. See clause 5.2.2.2.2 for details of this service operation. The old AMF uses the integrity protected complete Registration request NAS message to verify if the context transfer service operation invocation corresponds to the UE requested.


The old AMF also transfers the event subscriptions information by each NF consumer, for the UE, to the new AMF.

NOTE 2:
The NF consumers does not need to subscribe for the events once again with the new AMF after the UE is successfully registered with the new AMF.


If the new AMF has already received UE contexts from the old AMF during handover procedure, then step 4,5 and 10 shall be skipped.


For an Emergency Registration, if the UE identifies itself with a 5G-GUTI that is not known to the AMF, steps 4 and 5 are skipped and the AMF immediately requests the SUPI from the UE. If the UE identifies itself with PEI, the SUPI request shall be skipped. Allowing Emergency Registration without a user identity is dependent on local regulations.

5.
[Conditional] old AMF to new AMF: Response to Namf_Communication_UEContextTransfer (SUPI, UE Context in AMF (as per Table 5.2.2.2.2-1)).


Old AMF responds to the new AMF for the Namf_Communication_UEContextTransfer invocation by including the UE's SUPI and MM Context.


If old AMF holds information about established PDU Sessions, the old AMF includes SMF information DNN, S-NSSAI(s) and PDU Session ID.


If old AMF holds information about active NGAP UE-TNLA bindings to N3IWF, the old AMF includes information about the NGAP UE-TNLA bindings.

6.
[Conditional] new AMF to UE: Identity Request ().


If the SUPI is not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE requesting the SUCI.

7.
[Conditional] UE to new AMF: Identity Response ().


The UE responds with an Identity Response message including the SUCI. The UE derives the SUCI by using the provisioned public key of the HPLMN, as specified in TS 33.501 [15].
8.
The AMF may decide to initiate UE authentication by invoking an AUSF. In that case, the AMF selects an AUSF based on SUPI or SUCI, as described in TS 23.501 [2], clause 6.3.4.


If the AMF is configured to support Emergency Registration for unauthenticated SUPIs and the UE indicated Registration type Emergency Registration, the AMF skips the authentication or the AMF accepts that the authentication may fail and continues the Registration procedure.
9a.
Upon request from the AMF, the AUSF shall execute authentication of the UE. The authentication is performed as described in TS 33.501 [15]. The AUSF selects a UDM as described in TS 23.501 [2], clause 6.3.8 and gets the authentication data from UDM.

Once the UE has been authenticated the AUSF provides relevant security related information to the AMF. In case the AMF provided a SUCI to AUSF, the AUSF shall return the SUPI to AMF only after the authentication is successful.


If network slicing is used, the AMF decides if the Registration Request needs to be rerouted as described in clause 4.2.2.2.3, where the initial AMF refers to the AMF.
9b
The NAS security initiation is performed as described in TS 33.501 [15].

9c.
Upon completion of NAS security function setup, the AMF initiates NGAP procedure to provide the 5G-AN with security context as specified in TS 38.413 [10].

9d.
The 5G-AN stores the security context and acknowledges to the AMF. The 5G-AN uses the security context to protect the messages exchanged with the UE as described in TS 33.501 [15].

10.
[Conditional] new AMF to old AMF: Namf_Communication_RegistrationCompleteNotify ().


If the AMF has changed the new AMF notifies the old AMF that the registration of the UE in the new AMF is completed by invoking the Namf_Communication_RegistrationCompleteNotify service operation.


If the authentication/security procedure fails, then the Registration shall be rejected, and the new AMF invokes the Namf_Communication_RegistrationCompleteNotify service operation with a reject indication reason code towards the old AMF. The old AMF continues as if the UE context transfer service operation was never received.


If one or more of the S-NSSAIs used in the old Registration Area cannot be served in the target Registration Area, the new AMF determines which PDU Session cannot be supported in the new Registration Area. The new AMF invokes the Namf_Communication_RegistrationCompleteNotify service operation including the rejected PDU Session ID and a reject cause (e.g. the S-NSSAI becomes no longer available) towards the old AMF. Then the new AMF modifies the PDU Session Status correspondingly. The old AMF informs the corresponding SMF(s) to locally release the UE's SM context by invoking the Nsmf_PDUSession_ReleaseSMContext service operation.


See clause 5.2.2.2.3 for details of Namf_Communication_RegistrationCompleteNotify service operation.

11.
[Conditional] new AMF to UE: Identity Request/Response (PEI).


If the PEI was not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE to retrieve the PEI. The PEI shall be transferred encrypted unless the UE performs Emergency Registration and cannot be authenticated.


For an Emergency Registration, the UE may have included the PEI in the Registration Request. If so, the PEI retrieval is skipped.
12.
Optionally the new AMF initiates ME identity check by invoking the N5g-eir_EquipmentIdentityCheck_Get service operation (see clause 5.2.4.2.2).


The PEI check is performed as described in clause 4.7.


For an Emergency Registration, if the PEI is blocked, operator policies determine whether the Emergency Registration procedure continues or is stopped.

13.
If step 14 is to be performed, the new AMF, based on the SUPI, selects a UDM, then UDM may select a UDR instance. See TS 23.501 [2], clause 6.3.9.

The AMF selects a UDM as described in TS 23.501 [2], clause 6.3.8.

14a-b. If the AMF has changed since the last Registration procedure, or if the UE provides a SUPI which doesn't refer to a valid context in the AMF, or if the UE registers to the same AMF it has already registered to a non-3GPP access (i.e. the UE is registered over a non-3GPP access and initiates this Registration procedure to add a 3GPP access), the new AMF registers with the UDM using Nudm_UECM_Registration and subscribes to be notified when the UDM deregisters this AMF. The UDM stores the AMF identity associated to the Access Type and does not remove the AMF identity associated to the other Access Type. The UDM may store information provided at registration in UDR, by Nudr_UDM_Update.

The AMF retrieves the Access and Mobility Subscription data, SMF Selection Subscription data and UE context in SMF data using Nudm_SDM_Get. This requires that UDM may retrieve this information from UDR by Nudr_UDM_Query. After a successful response is received, the AMF subscribes to be notified using Nudm_SDM_Subscribe when the data requested is modified, UDM may subscribe to UDR by Nudr_UDM_Subscribe. The GPSI is provided to the AMF in the Access and Mobility Subscription data from the UDM if the GPSI is available in the UE subscription data.


The new AMF provides the Access Type it serves for the UE to the UDM and the Access Type is set to "3GPP access". The UDM stores the associated Access Type together with the serving AMF in UDR by Nudr_UDM_Update.

The new AMF creates an MM context for the UE after getting the Access and Mobility Subscription data from the UDM.


For an Emergency Registration in which the UE was not successfully authenticated, the AMF shall not register with the UDM.


For an Emergency Registration, the AMF shall not check for access restrictions, regional restrictions or subscription restrictions. For an Emergency Registration, the AMF shall ignore any unsuccessful registration response from UDM and continue with the Registration procedure.

14c.
When the UDM stores the associated Access Type (e.g. 3GPP) together with the serving AMF as indicated in step 14a, it will cause the UDM to initiate a Nudm_UECM_DeregistrationNotification (see clause 5.2.3.2.2) to the old AMF corresponding to the same (e.g. 3GPP) access, if one exists. The old AMF removes the MM context of the UE. If the serving NF removal reason indicated by the UDM is Initial Registration, then, as described in clause 4.2.2.3.2, the old AMF invokes the Nsmf_PDUSession_ReleaseSMContext (SUPI, PDU Session ID) service operation towards all the associated SMF(s) of the UE to notify that the UE is deregistered from old AMF. The SMF(s) shall release the PDU Session on getting this notification.

14d.
The Old AMF unsubscribes with the UDM for subscription data using Nudm_SDM_unsubscribe.

15.
If the AMF decides to initiate PCF communication, e.g. the AMF has not yet obtained Access and Mobility policy for the UE or if the Access and Mobility policy in the AMF are no longer valid, the AMF selects a PCF.

If the new AMF receives a PCF ID included in UE context from the old AMF in step 5 and successfully contacts the PCF identified by the PCF ID, the AMF may select the (V-)PCF identified by the PCF ID.

If the PCF identified by the PCF ID cannot be used (e.g. no response from the PCF) or there is no PCF ID received from the old AMF in step 5, the AMF selects a (V)-PCF and may select an H-PCF (for roaming scenario) as described in TS 23.501 [2], clause 6.3.7.1 and according to the V-NRF to H-NRF interaction described in clause 4.3.2.2.3.3.

16.
[Optional] new AMF performs a Policy Association Establishment as defined in clause 4.16.1.2. For an Emergency Registration, this step is skipped.

If the new AMF contacts the PCF identified by the (V-)PCF ID received during inter-AMF mobility in step 5, the new AMF shall include the (V-)PCF ID in the Npcf_AMPolicyControl Get operation. This indication is not included by the AMF during initial registration procedure.

If the AMF notifies the Mobility Restrictions (e.g. UE location) to the PCF for adjustment, or if the PCF updates the Mobility Restrictions itself due to some conditions (e.g. application in use, time and date), the PCF shall provide the updated Mobility Restrictions to the AMF.
17.
The PCF may invoke Namf_EventExposure_Subscribe service operation for UE event subscription.
18.
[Conditional] AMF to SMF: Nsmf_PDUSession_UpdateSMContext ().


For an Emergency Registered UE, this step is applied when the Registration Type is Mobility Registration Update.


The AMF invokes the Nsmf_PDUSession_UpdateSMContext (see clause 5.2.8.2.6) in the following scenario(s):

-
If the "List Of PDU Sessions To Be Activated" is included in the Registration Request in step 1, the AMF sends Nsmf_PDUSession_UpdateSMContext Request to SMF(s) associated with the PDU Session(s) in order to activate User Plane connections of these PDU Session(s). Steps from step 5 onwards described in clause 4.2.3.2 are executed to complete the User Plane connection activation without sending MM NAS Service Accept from the AMF to (R)AN described in step 12 of clause 4.2.3.2.


when the serving AMF has changed, the new serving AMF notifies the SMF for each PDU Session that it has taken over the responsibility of the signalling path towards the UE: the new serving AMF invokes the Nsmf_PDUSession_UpdateSMContext service operation using SMF information received from the old AMF at step 5. It also indicates whether the PDU Session is to be re-activated.


Steps from step 5 onwards described in clause 4.2.3.2 are executed. In the case that the intermediate UPF insertion, removal, or change is performed for the PDU Session(s) not included in "PDU Session(s) to be re-activated", the procedure is performed without N11 and N2 interactions to update the N3 user plane between (R)AN and 5GC.


The AMF invokes the Nsmf_PDUSession_ReleaseSMContext service operation towards the SMF in the following scenario:

-
If any PDU Session status indicates that it is released at the UE, the AMF invokes the Nsmf_PDUSession_ReleaseSMContext service operation towards the SMF in order to release any network resources related to the PDU Session.

If the serving AMF is changed, the new AMF shall wait until step 18 is finished with all the SMFs associated with the UE. Otherwise, steps 19 to 22 can continue in parallel to this step.
19. New AMF to N3IWF: N2 AMF Mobility Request ().


If the AMF has changed and the old AMF has indicated an existing NGAP UE association towards a N3IWF, the new AMF creates an NGAP UE association towards the N3IWF to which the UE is connected. This automatically releases the existing NGAP UE association between the old AMF and the N3IWF
20.
N3IWF to new AMF: N2 AMF Mobility Response ().

21.
[Conditional] old AMF to (V-)PCF: AMF-Initiated Policy Association Termination.


If the old AMF previously initiated a Policy Association to the PCF, and the old AMF did not transfer the PCF ID to the new AMF (e.g. new AMF is in different PLMN), the old AMF performs an AMF-initiated Policy Association Termination procedure, as defined in clause 4.16.3.2, to delete the association with the PCF.

22.
New AMF to UE: Registration Accept (5G-GUTI, Registration Area, Mobility restrictions, PDU Session status, Allowed NSSAI, [Mapping Of Allowed NSSAI], [Configured NSSAI for the Serving PLMN], [Mapping Of Configured NSSAI], Periodic Registration Update timer, LADN Information and accepted MICO mode, IMS Voice over PS session supported Indication, Emergency Service Support indicator, Accepted DRX parameters, Network support of Interworking without N26).


The AMF sends a Registration Accept message to the UE indicating that the Registration Request has been accepted. 5G-GUTI is included if the AMF allocates a new 5G-GUTI. If the AMF allocates a new Registration area, it shall send the Registration area to the UE via Registration Accept message. If there is no Registration area included in the Registration Accept message, the UE shall consider the old Registration Area as valid. Mobility Restrictions is included in case mobility restrictions applies for the UE and Registration Type is not Emergency Registration. The AMF indicates the established PDU Sessions to the UE in the PDU Session status. The UE removes locally any internal resources related to PDU Sessions that are not marked as established in the received PDU Session status. If the AMF invokes the Nsmf_PDUSession_UpdateSMContext procedure for UP activation of PDU Session(s) in step 18 and receives rejection from the SMF, then the AMF indicates to the UE the PDU Session ID and the cause why the User Plane resources were not activated. When the UE is connected to the two AMFs belonging to different PLMN via 3GPP access and non-3GPP access then the UE removes locally any internal resources related to the PDU Session of the current PLMN that are not marked as established in received PDU Session status. If the PDU Session status information was in the Registration Request, the AMF shall indicate the PDU Session status to the UE. The Mapping Of Allowed NSSAI is the mapping of each S-NSSAI of the Allowed NSSAI to the S-NSSAIs of the Configured NSSAI for the HPLMN. The Mapping Of Configured NSSAI is the mapping of each S-NSSAI of the Configured NSSAI for the Serving PLMN to the S-NSSAIs of the Configured NSSAI for the HPLMN. The AMF shall include in the Registration Accept message the LADN Information for LADNs, defined in TS 23.501 [2] clause 5.6.5, that are available within the Registration area determined by the AMF for the UE. If the UE included MICO mode in the request, then AMF responds whether MICO mode should be used. The AMF sets the IMS Voice over PS session supported Indication as described in clause 5.16.3.2 of TS 23.501 [2]. In order to set the IMS Voice over PS session supported Indication the AMF may need to perform the UE/RAN Radio information and Compatibility Request procedure in clause 4.2.8 to check the compatibility of the UE and NG-RAN radio capabilities related to IMS Voice over PS. If the AMF hasn't received Voice Support Match Indicator from the NG-RAN on time then, based on implementation, AMF may set IMS Voice over PS session supported Indication and update it at a later stage. The Emergency Service Support indicator informs the UE that emergency services are supported, i.e. the UE is allowed to request PDU Session for emergency services. The Accepted DRX parameters are defined in clause 5.4.5 of TS 23.501 [2]. The AMF sets the Interworking without N26 parameter as described in clause 5.17.2.3.1 of TS 23.501 [2].

The Handover Restriction List and UE-AMBR are provided to NG-RAN by AMF in this step.

23.
[Conditional] UE to new AMF: Registration Complete ().

The UE sends a Registration Complete message to the AMF to acknowledge if a new 5G-GUTI was assigned.


When the "PDU Session(s) to be re-activated" is not included in the Registration Request, the AMF releases the signalling connection with UE, according to clause 4.2.6.

When the Follow on request is included in the Registration Request, the AMF should not release the signalling connection after the completion of the Registration procedure.

If the AMF is aware that some signalling is pending in the AMF or between the UE and the 5GC, the AMF should not release the signalling connection immediately after the completion of the Registration procedure.
The mobility related event notifications towards the NF consumers are triggered at the end of this procedure for cases as described in clause 4.15.4.

**** Next Change ****

4.12.2.1
General

Clause 4.12.2 specifies how a UE can register to 5GC via an untrusted non-3GPP access network. It is based on the Registration procedure specified in clause 4.2.2.2.2 and it uses a vendor-specific EAP method called "EAP-5G". The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry. The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication). If the UE needs to be authenticated, mutual authentication is executed between the UE and AUSF. The details of the  authentication procedure are specified in TS 33.501 [15].
In Registration and subsequent Registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
**** Next Change ****

4.12.2.2
Registration procedure for untrusted non-3GPP access
The signalling flow in Figure 4.12.2.2-1 does not show all the details of a registration procedure via untrusted non-3GPP access. It shows primarily the steps executed between the UE and N3IWF. All the details of a registration procedure, including interactions with PCF, UDM, etc. are specified in clause 4.2.2.2.2.
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Figure 4.12.2.2-1: Registration via untrusted non-3GPP access

1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE selects an N3IWF in a 5G PLMN, as described in TS 23.501 [2] clause 6.3.6.

2.
The UE proceeds with the establishment of an IPsec Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.

3.
The UE shall initiate an IKE_AUTH exchange by sending an IKE_AUTH request message. The AUTH payload is not included in the IKE_AUTH request message, which indicates that the IKE_AUTH exchange shall use EAP signalling (in this case EAP-5G signalling).

4.
The N3IWF responds with an IKE_AUTH response message which includes an EAP-Request/5G-Start packet. The EAP-Request/5G-Start packet informs the UE to initiate an EAP-5G session, i.e. to start sending NAS messages encapsulated within EAP-5G packets.

5.
The UE shall send an IKE_AUTH request which includes an EAP-Response/5G-NAS packet that contains the Access Network parameters (AN parameters) and a Registration Request message. The AN parameters contain information that is used by the N3IWF for selecting an AMF in the 5G core network. This information includes e.g. the SUCI or the 5G-GUTI, the Selected PLMN ID, the Requested NSSAI and the Establishment cause. The Establishment cause provides the reason for requesting a signalling connection with 5GC.
NOTE 1:
The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296, clause 3.16.

6.
The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause 6.5.3. The N3IWF shall then forward the Registration Request received from the UE to the selected AMF within an N2 message. This message contains N2 parameters that include the Selected PLMN ID, the Establishment cause and the RAT type.

7.
The selected AMF may decide to request the UE's permanent identity (SUPI) by sending a NAS Identity Request message to UE. This NAS message and all subsequent NAS messages are sent to UE encapsulated within EAP/5G-NAS packets. The SUPI provided by the UE shall be encrypted as specified in TS 33.501 [15].

8.
The AMF may decide to authenticate the UE by invoking an AUSF. In this case, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 based on SUPI or SUCI. 
The AUSF executes the authentication of the UE as specified in TS 33.501 [15]. The AUSF selects a UDM as described in TS 23.501 [2], clause 6.3.8 and gets the authentication data from UDM. The authentication packets are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP/5G-NAS packets. After the successful authentication:

-
In step 8h, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a security key for N3IWF (N3IWF key). The UE also derives the anchor key (SEAF key) and from that key it derives the NAS security keys and the security key for N3IWF (N3IWF key). The N3IWF key is used by the UE and N3IWF for establishing the IPsec Security Association (in step 11).

-
In step 8h, the AUSF shall also include the SUPI (unencrypted), if in step 8a the AMF provided to AUSF an encrypted SUPI.

NOTE 2:
EAP-AKA' or 5G-AKA are allowed for the authentication of UE via non-3GPP access, as specified in TS 33.501 [15]. Figure 4.12.2.2-1 only shows authentication flow using EAP-AKA’.
9a.
The AMF shall send a NAS Security Mode Command to UE in order to activate NAS security. If an EAP-AKA' authentication was successfully executed in step 8, the AMF shall encapsulate the EAP-Success received from AUSF within the NAS Security Mode Command message.

9b.
The N3IWF shall forward the NAS Security Mode Command message to UE within an EAP/5G-NAS packet.

9c.
The UE completes the EAP-AKA' authentication (if initiated in step 8), creates a NAS security context and an N3IWF key and sends the NAS Security Mode Complete message within an EAP/5G-NAS packet.
9d.
The N3IWF relays the NAS Security Mode Complete message to the AMF.

10a.
Upon receiving NAS Security Mode Complete, the AMF shall send an NGAP Initial Context Setup Request message that includes the N3IWF key.

10b.
This triggers the N3IWF to send an EAP-Success to UE, which completes the EAP-5G session. No further EAP-5G packets are exchanged.

11.
The IPsec SA is established between the UE and N3IWF by using the common N3IWF key that was created in the UE in step 9c and received by the N3IWF in step 10a. This IPsec SA is referred to as the "signalling IPsec SA". After the establishment of the signalling IPsec SA, the N3IWF notifies the AMF that the UE context (including AN security) was created by sending a NGAP Context Setup Complete. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

12.
The AMF sends the NAS Registration Accept message to the N3IWF.

13.
All NAS messages received at or after step 10a are sent via the established signalling IPsec SA. If the NAS Registration Request message is received by the N3IWF before the IPsec SA is established, the N3IWF shall store it and forward it to the UE only after the establishment of the signalling IPsec SA.


The AMF provides the Access Type set to "Non-3GPP access" to the UDM when it registers with the UDM.
**** Next Change ****
5.2.10
AUSF Services
5.2.10.1
General
The following table illustrates the AUSF Services.

Table 5.2.10.1-1: List of AUSF Services

	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEAuthentication
	Authenticate
	Request/Response
	AMF


5.2.10.2
Nausf_UEAuthentication service
5.2.10.2.1
General
Service Description: the AUSF provides UE authentication service to the requester NF. For AKA based authentication, this operation can be also used to recover from synchronization failure situations.
5.2.10.2.2
Nausf_UEAuthentication_Authenticate service operation
See 3GPP TS 33.501 [15]. 
















**** End of Changes ****

_1581450476.vsd

_1582719611.doc










21. AMF-Initiated Policy Association Termination







18. Nsmf_PDUSession_UpdateSMContext /



   Nsmf_PDUSession_ReleaseSMContext







16. Policy Association Establishment during Registration







17. Namf_EventExposure_Subscribe







19. N2 AMF Mobility Request







20. N2 AMF MobilityResponse







N3IWF







22. Registration Accept







23. Registration Complete







12. N5g-eir_EquipmentIdentityCheck_Get















14c. Nudm_UCM_DeregistrationNotify







14d. Nudm_SDM_Unsubscribe







14c. Nudm_SDM_Subscribe







14b. Nudm_SDM_Get







14a. Nudm_UECM_Registration







AUSF







5 Namf_Communication_UEContextTransfer response







13. UDM selection







10. Namf_Communication_



RegistrationCompleteNotify







4 Namf_Communication_UEContextTransfer







3. Registration Request







15. PCF selection







EIR







9. Authentication/Security







8. AUSF selection







7. Identity Response







6. Identity Request







UDM







11. Identity Request/Response







Old AMF







2. AMF selection







PCF







1. Registration Request







UE







(R)AN







SMF







New AMF












_1574602408.doc


4. Nausf_UEAuthentication_Authenticate Response







1. Nausf_UEAuthentication_Authenticate Request







2b. “Nudm_Authentication_Get” Response







2a. “Nudm_Authentication_Get







3. UE authentication







UE







AUSF







Requester







UDM












