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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
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2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 

	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720005
	New Services and Markets Technology Enablers
	Provides service requirements for IoT.

	770038
	Study on Cellular IoT support and evolution for the 5G System 
	Studies support and evolution for IoT from architectural point of view. 

	
	
	


3
Justification

SA2 has started a Rel-16 study ("Study on Cellular IoT support and evolution for the 5G System") on architectural alternatives for supporting WB-EUTRA (eMTC) and/or NB-IoT in 5GS. The study assumes that RAN WGs do not define a new RAT for 5G massive MTC but the existing E-UTRAN radio technologies are also used with 5GS. The Rel-15 5GS already supports certain features that are useful for IoT, e.g. the UE can register to 5GC without PDN connection and use non-IP PDN connection type for data delivery. However, EPC provides also other features that are useful for IoT/MTC., e.g. power saving functions, overload control, high latency communication, monitoring, service capability exposure, etc. The extension of these EPC features to the 5GS system is one part of the SA2 study. Several of these topics have security aspects. Other security related aspect of the SA2 study are system enhancements to address 5G service requirements based on TS 22.261 and TR 38.913.SA3 started to study some 5G IoT security topics already as part of the FS_NSA, however, it was later agreed that all massive IoT related topics should be postponed to phase 2. Many of these key issues refer to service requirements as defined by SA1 in TS 22.261 and needs to be re-evaluated by SA3. Also, RAN has completed their 5G study in TR 38.913 which may have relevant massive MTC requirements for SA3 too. 
Once CIoT devices are deployed in both EPS and 5GS, interworking between the two becomes possible. It is possible that there may be changes to the security of inter-RAT mobility to/from NB-IoT or modifications to interworking security. 
4
Objective

The objectives of this study are as follows:

· Capture massive MTC related 5G requirements from other working groups in 3GPP and further analyse them from security point of view. 

· Study security for supporting EPS CIoT/MTC functionalities in 5GS, e.g. 
· security for infrequent and frequent small data transmission
· security for inter-RAT mobility to/from NB-IoT or modifications in the EPC-5GC interworking security specific to CIoT.
· Study security enhancements based on SA2 Rel-16 architectural study in TR 23.724, e.g.
·  security for transport of user plane over 5G NAS or 
· termination of user plane security in 5GC. 

· Study the security aspects of SA2’s enhancements addressing the 5G service requirements in TS 22.261 and TR 38.913.
Any security implications for the CN or RAN will be coordinated with SA2 and RAN WGs. 

This study is not going to study enhancements to EPC.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX
	Internal TR
	Noamen Ben Henda  
	TSG#81 (Sep. 2018)
	TSG#83 (March. 2019)
	New TR covering Cellular IOT security evolution in the 5GS.


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by Ops.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	


6
Work item Rapporteur(s)

Noamen Ben Henda (noamen.ben.henda@ericsson.com)
7
Work item leadership

SA3
8
Aspects that involve other WGs

Services requirements are defined in TS 22.261, "Service requirements for next generation new services and markets". Architectural aspects are considered by SA2. RAN aspects are considered by RAN WGs. 
9
Supporting Individual Members

	Supporting IM name

	Ericsson

	ZTE Corporation

	China Mobile

	AT&T

	Nokia

	Sony

	Lenovo

	Motorola Mobility

	CATT

	LG Electronics

	Qualcomm Incorporated

	Samsung

	NEC Corporation

	Sprint

	Huawei

	Hisilicon

	China Unicom

	NCSC
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