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2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-
For a specific reference, subsequent revisions do not apply.
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For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.863: "Study on battery efficient security for very low throughput Machine Type Communication (MTC) devices".
[3]
3GPP TS 33.102: "3G security; Security architecture". 
[4]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[5]
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[6]
3GPP TS 55.241: "Specification of the GIA4 integrity algorithm for GPRS; GIA4 specification"

[7]
3GPP TS 55.251: "Specification of the GEA5 encryption and GIA5 integrity algorithms for GPRS; GEA5 and GIA5 algorithm specification"

[8]
3GPP TS 35.201: " Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification".
[9]
3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications"
[10]
3GPP TS 35.221: "Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications".
[11]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[12]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[xx]
3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
***** Next Change *****
4.3.2
BEST Session Initiation and Key Agreement

The UE shall initiate a BEST session using the EMSDP Session Request message following the establishment of the PDN connection  To optimise the message flow for battery constrained devices, the EMSDP Session Response is combined with Session Key Agreement.  

The EMSDP Session Request message shall include the UE Identity, BEST capabilities of the UE, the UE serving network (conditionally, cf. clause 6.2.6.1.5) and details of the enterprise service including the Enterprise server Id (EAS Id) that the BEST service is being used for.

The EMSDP Session Start message shall include the RAND and AUTN needed for a key agreement of the BEST keys, the BEST service parameters and a checksum validating the previous EMSDP Session Request message.

The HSE shall determine the parameters for the BEST service.  The HSE may use the location information provided by the UE to determine whether aspects of the BEST service, such as cyphering, can be used in that location.

As a result of the key agreement exchange the UE and HSE shall derive the UE-to-HSE keys. In case of UE-to-EAS security mode and in case of Key agreement only service, the UE and HSE shall also derive the intermediate key and the EAS PSK.
To optimise the BEST service for battery constrained devices, confirmation of the BEST session start is not required.  The UE sending a UP message to the HSE or EAS is by itself is an implied confirmation.  However, if the BEST service is being used for key agreement only, the HSE shall require the UE to send EMSDP Session Start Confirmation by setting the indicator in the EMSDP Session Start message.  

***** Next Change *****
4.5
BEST Data Service

Once the BEST session is successfully initiated, the UE or the HSE or EAS may send UP data using the negotiated keys.  

If the BEST UP session is set up between the UE and the HSE, then the UP packets are initiated or terminated by the HSE.  In this case, the low power optimized EMSDP protocol, as detailed in clause 6, is used.

If the BEST UP session is setup between the UE and the EAS, then the HSE passes the UP messages to the EAS after checking the message is formatted correctly and that it is a UP message. The key used by the UE and EAS to encrypt and decrypt data messages (when required) is KE2Eenc and to integrity protect the message is KE2Eint. Verification of any Key ID, counter, message integrity and deciphering is the responsibility of the EAS.

If the BEST key agreement service is used to set up a data session between the UE and EAS, the UE and EAS need to use a security protocol with the  EAS PSK other than EMSDP, e.g., IKE/IPsec or (D)TLS for user plane data transmission. In this case, the HSE does not handle the UP.

***** Next Change *****
4.6.1.1
Key setup messaging between HSE and UE

New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS 33.102 [3] and the AKA challenge is transported between the HSE and the UE as part of the BEST service detailed in clause X.3.2. The key hierarchy is shown in clause 4.6.2.2.
The EMDSP protocol has 7 Key IDs for each session ID.  Each Key ID has a separate keyset consisting of an integrity Key (KE2Mint), an encryption key (KE2Menc), optionally an Intermediate Key (KIntermediate) and optionally an EAS PSK (KEAS_PSK). The Key IDs shall be set during the derivations of the keys as specified in clause 5.1.

The Intermediate Key (KIntermediate) is used together with a separate enterprise server identifier (EAS Id) to calculate the EAS PSK (KEAS_PSK).  There can be many KEAS_PSK derived from one KIntermediate.
The EAS PSK (KEAS_PSK) is used together with the Enterprise Key to calculate KE2Eint and KE2Eenc when BEST User plane security services are used in UE-to-EAS mode.

Figure 4.6.1.1-1 shows the generic key agreement process:
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Figure 4.6.1.1-1 Generic BEST key agreement process

The Key agreement steps are:

1.
EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt), location ID). The UE shall send the EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt) to set up a new BEST session. 

2.
Keys required? - the HSE shall check to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:

-
If the HSE has a valid set of keys for the indicated session and the UE ID is valid for that session then the HSE may start the BEST session without re-negotiating the keys (step 8). 

-
If the UE ID is valid for that HSE and the HSE does not have a valid set of keys for the indicated session or the HSE wishes to update the keys, then it shall first renegotiate the keys (steps 2 to 7) and then start the BEST session (step 8).

-
If the UE ID is not valid for that session ID or the UE does not support the level of service required by the HSE or the enterprise information is not valid for the HSE, then the HSE may reject the command.

3. Authentication-Information-Request over S6a interface – The HSE shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

4. Authentication-Information-Answer over S6a interface – The HSS uses the S6a interface to the HSE to return the requested authentication vectors.   

a. Authentication-Information-Request over the S6a interface between HSE and EMKS – Where an EMKS is used, the HSE shall use the S6a interface to the EMKS to request an authentication vector using the UE IMSI.  

b. Authentication-Information-Request over the S6a interface between EMKS and HSE – The EMKS shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  

c. Authentication-Information-Answer over the S6a interface between EMKS and HSE – The HSS shall use the S6a interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  

d. Authentication-Information-Answer over the S6a interface between HSE and EMKS – The EMKS uses the S6a interface to the HSE to return the requested authentication vector.

5. Calculate UE-to-HSE Keys -  See key derivation details in clause 5.

6. The HSE may optionally send  "EAS Session Request" to the EAS– In case BEST UP service is used in UE-to-EAS mode, the HSE shall use the HSE interface to the EAS to inform the EAS of the new UE-to-EAS session request and shall forward the  EAS PSK (KEAS_PSK)  to the EAS.  In case the BEST key agreement service is used, the HSE shall forward to the EAS, the EAS PSK (KEAS_PSK) and the key identifier for the Intermediate Pre Shared Key (KIntermediate).
7. The Enterprise Server sends a "EAS Session Start" to the HSE – The Enterprise Server shall respond by sending the "UE-to-EAS Session Start" message. In case BEST UP service is used, this message may contain an EAS container that includes an identifier for the Enterprise Key.

8. EMSDP Session Start message -  The HSE shall send a EMSDP Session Start (Key Agreement, Session Parameters, Request Validation, HSE ID(opt) , EAS container (opt)).

9. EMSDP Session Start Confirmation - UE optionally, if requested in the Session Start Confirmation, responds with an EMSDP Session Start Confirmation message.

10.  EAS Session Start Confirmation - The HSE may optionally send EAS Session Start Confirmation.
11. Calculate UE Keys – See key derivation details in clause 5.   

12. Calculate UE-to-EAS Keys – In case of the UE-to-EAS BEST UP service, the Enterprise server generates UE-to-EAS keys as per the key derivation details in clause 5.
***** Next Change *****
5
Derivation of BEST Keys

5.1
BEST key derivation

5.1.0
Key derivation function
BEST key derivation shall use the key derivation function (KDF) defined in 3GPP TS 33.220 [xx], with input parameters as defined in clause 5 of the present document.
5.1.1
Derivation of UE-to-HSE keys and Intermediate Key
The HSE and UE shall derive the BEST UE-to-HSE keys and the Intermediate key which are derived from CK and IK. The following input string shall be used when the UE and the HSE derive the BEST UE-to-HSE user plane service keys KE2Menc and/or KE2Mint or the Intermediate BEST key for usage in further key derivations for the UE-to-EAS user plane services or the key agreement services:

-
FC = 0x60,

-
P0 = HSE id if supplied else NULL,

-
L0 = length of HSE id (i.e. 0x00 0x03 if HSE id supplied or 0x00 0x00 if not),

-
P1 = SQN ( AK

-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 

-
P2 = algorithm type distinguisher
-
L2 = length of algorithm type distinguisher (i.e. 0x00 0x01)

Table 5.1.1-1: Algorithm type distinguishers

	Algorithm type distinguisher
	Value

	BEST encryption key (KE2Menc)
	0x01

	BEST integrity Key (KE2Mint)
	0x02

	BEST Intermediate Key (KIntermediate)
	0x03


The input key shall be equal to the concatenation CK || IK of CK and IK.
The Intermediate Key ID shall be set equal to SQN ( AK.

***** Next Change *****
6.2.1
Data Stack

Figures 6.2.1-1, 6.2.1-2 and 6.2.1-3 shows examples with the LTE network of the data stacks for the EMSDP transfers (based on 3GPP TS 23.401 [4]) between the HSE and the UE.
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Figure 6.2.1-1: Non-IP data stack for the EMSDP transfers over UP
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Figure 6.2.1-2: Non-IP data stack for the EMSDP transfers over NAS

If the UE selects the non-IP PDN data type as defined in clause 4.3.17.8 of  3GPP TS 23.401[2], the  PDN GW encapsulates the non-IP EMSDP payload in PtP (IP and UDP as detailed in clause 4.3.17.8.3.3.2 of 3GPP TS 23.401[4]) for the communication with the HSE.  In case of the EMSDP is in IP PDN, the PtP encapsulation is unnecessary, and the UE’s IP packet is directly forwarded to the HSE.  This is shown on Figure 6.2.1-2.  
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Figure 6.2.1-3: IP data stack for the EMSDP transfers

The dashed box indicates that for UE-to-EAS BEST sessions, the HSE may forward the EMSDP user plane unmodified to the EAS. The signalling plane always terminates in the HSE.

Note 1: 
It is up to the operator to decide the protocol between the HSE and the EAS. For example, an operator may agree to use the optional Annex B protocol. In that case, the HSE will have to encapsulate the user data in an agreed message format.
Note 2:
The method by which the UE discovers the IP address of the HSE is an operational matter, out of scope.
***** Next Change *****
6.2.6.1
Overview

The following EMSDP commands are proposed Table 6.2.6.1-1:

Table 6.2.6.1-1: EMSDP commands

	Code (Hex)
	Command

	10
	EMSDP Session Request

	11
	EMSDP Session Start

	12
	EMSDP Session Start Confirmation

	20
	EMSDP Session Terminate Request

	21
	EMSDP Session Terminate Response

	30
	EMSDP Manage Keys Request

	31
	EMSDP Manage Keys Response

	80
	EMSDP Message Reject


In defining the EMSDP commands the following convention is used for categorising parameters:
M
the inclusion of the parameter is mandatory. 

O
the inclusion of the parameter is optional.
C
the inclusion of the parameter is conditional. 

6.2.6.1.1
EMSDP Session Request 

The EMSDP Session Request command shall be used by the UE to trigger a new BEST session from the HSE.  This message shall include an identification of the UE, an indication of its BEST support and the end enterprise service that this data is a part of.

This message may be sent after a PDP context has been setup.

Note: 
the content of this message is used in the following EMSDP start session.

The cmd options for the EMSDP session request command are as follows:

Table 6.2.6.1.1-1: EMSDP session request command options

	Name
	M / C / O

	IMSI TLV
	M

	BEST UE configuration TLV
	M

	Enterprise Setup Information Element TLV
	O

	Serving Network TLV
	C


IMSI TLV: This is a TLV that contains the IMSI as follows:

Table 6.2.6.1.1-2: IMSI TLV

	Name
	Size
	M / C / O
	Value

	IMSI TLV Tag
	1 byte
	M
	01

	Length
	1 byte
	M
	Length of IMSI value (X)

	IMSI value 
	X bytes
	M
	according to TS 24.008 [5].


BEST configuration TLV: This is a TLV that contains the BEST configuration details for the UE as follows:

Table 6.2.6.1.1-3: BEST UE configuration TLV

	Bit 8
	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1

	BEST UE configuration TLV Tag = '02'

	Length of Best protocol ID contents = x bytes

	BEST release supported by the UE
	BEST counter schemes supported by the UE
	Reserved for future use (set to 000)

	BEST protocols supported for control plane messages
	Reserved for future use (set to 000)
	BEST protocols supported for user plane messages
	Reserved for future use (set to 000)

	User data push to UE Supported
	BEST encryption algorithm GEA4 supported
	BEST encryption algorithm GEA5 supported
	BEST encryption algorithm UEA1 supported
	BEST encryption algorithm UEA2 supported
	BEST encryption algorithm EEA0 supported
	BEST encryption algorithm 128-EEA1 supported
	BEST encryption algorithm 128-EEA2 supported

	BEST encryption algorithm 128-EEA3 supported
	BEST integrity algorithm GIA4 supported
	BEST integrity algorithm GIA5 supported
	BEST integrity algorithm UIA1 supported
	BEST integrity algorithm UIA2 supported
	BEST integrity algorithm    128-EIA1 supported
	BEST integrity algorithm    128-EIA2 supported
	BEST integrity algorithm    128-EIA3 supported


Where:

-
BEST release supported by the UE – an indicator the release of the BEST solution that the UE has been designed to.  If no release is indicated this means that the BEST service is not supported.  

-
Value: This shall be a 4 bit field where "0000" = Rel.14 and "0001" to "1111" are RFU,

-
BEST counter schemes supported by the UE – a flag for each supported scheme. At least one scheme must be supported and indicated. 

-
Value: '1' – Optimised EMSDP counter scheme.

-
BEST protocols supported for control plane messages – a flag for each BEST control plane protocol that is supported by the UE. At least one scheme must be supported and indicated.

 -
Value: '1' – EMSDP.

-
BEST protocols supported for user plane messages – a flag for each BEST control plane protocol that is supported by the UE. At least one scheme must be supported and indicated.

 -
Value: '1' – EMSDP.
-
This flag is set to 0 if BEST Key agreement service is used
-
User data push to UE Supported – a flag to indicate whether the UE supports user data pushed to the UE without a request for user data from the UE.

-
Values: 

'1' = User data push to UE supported, 

'0' = User data push to UE not supported.

-
BEST encryption algorithms supported by the UE – a flag for each supported algorithm: GEA4, GEA5, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. EEA0 shall always be supported and means no encryption.

-
Values: 

'1' = Algorithm supported, 

'0' = Algorithm not supported.

-
BEST integrity algorithms supported by the UE – a flag for each supported algorithm: GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3.

-
Values: 

'1' = Algorithm supported, 

'0' = Algorithm not supported.

Enterprise Setup Information Element TLV: This is a TLV element that contains information from the UE that is used by the HSE to setup the HSE to enterprise connection as follows:

Table 6.2.6.1.1-4: Enterprise Setup Information Element TLV

	Name
	Size
	M / C / O
	Value

	Enterprise Setup Information Element TLV Tag
	1 byte
	M
	03

	Length
	1 byte
	M
	Length of Enterprise URL (X+1)

	UE-to-EAS flag
	1 byte
	M
	

	Enterprise Id
	X bytes
	O
	


UE-to-EAS flag: If set to 0 it indicates that the UE requests a UE-to-HSE BEST secure session. If set to 1, it means that the UE requests a UE-to-EAS BEST secure session. This flag is not used if BEST User plane security services are not used.
Enterprise Id: The enterprise Id is used by the HSE to identify the enterprise and the service that the data belongs to.  These services are out of scope of this specification. As an example, a URL may be used to identify the enterprise.
Serving network TLV: This is a TLV that contains information on the serving network.

Table 6.2.6.1.1-5: Serving Network TLV

	Name
	Size
	M / C / O
	Value

	Serving Network Element TLV Tag
	1 byte
	M
	0B

	Length
	1 byte
	M
	Length of MCC/MNC value (3)

	MCC/MNC
	3 bytes
	M
	MCC/MNC as defined in 3GPP TS 24.008 [5]


Response:

If the HSE agrees to setup the session, it shall respond with an EMSDP Session Start command.

If the HSE does not agree to setup a BEST session, it may respond with a EMSDP Message Reject command.  This command may include the reason that the request has been rejected.

6.2.6.1.2
EMSDP Session Start

The EMSDP Session Start command is used by the HSE to setup a new BEST session.  This message shall contain information on the BEST service setup, key agreement details, a hash of the information sent by the UE in the prior EMSDP Session Request command and optionally, the HSE identity.

On receipt of this command the UE shall:

-
Perform a 3G security context authentication with the USIM using the RAND and AUTN combination from the Key Agreement TLV. If the USIM returns IK and CK values, the UE uses these keys and the HSE identity supplied (if the HSE Identity TLV is present) to generate the session keys for the EMSDP messages as detailed in clause 5.  If the USIM determines re-synchronisation is required and returns an AUTS then the UE sends a EMSDP Message  Reject command containing the AUTS to the HSE.

-
Verify that the UE supports the BEST service indicated in the BEST Service configuration TLV.

-
Verify the received message format, the CP COUNTER value and the message MAC value.

-
Verify that the MAC supplied in the MAC TLV matches the MAC that would be produced for the previous EMSDP Session Request message if the BEST configuration in the BEST Service configuration TLV had been applied using the integrity key calculated from the Key agreement TLV.

The EMSDP Session Start command has the following cmd options:

Table 6.2.6.1.2-1: EMSDP Session Start command options

	Name
	M / C / O

	BEST Service configuration TLV
	M

	Key agreement TLV
	M

	EMSDP session request MAC TLV
	C

	HSE Identity TLV
	O

	EAS Container
	O


BEST Service configuration TLV: The BEST Service configuration TLV sets the BEST service parameters to be used in this session as follows:

Table 6.2.6.1.2-2: BEST Service configuration TLV

	8
	7
	6
	5
	4
	3
	2
	1

	BEST HSE configuration TLV Tag = '04'

	Length of Best protocol ID contents = x bytes

	BEST Service Activated
	BEST encryption algorithm GEA4 to be used
	BEST encryption algorithm GEA5 to be used
	BEST encryption algorithm UEA1 to be used
	BEST encryption algorithm UEA2 to be used
	BEST encryption algorithm EEA0 to be used
	BEST encryption algorithm 128-EEA1 to be used
	BEST encryption algorithm 128-EEA2 to be used

	BEST signalling plane protocol identifier

	BEST user plane protocol identifier

	BEST encryption algorithm 128-EEA3 to be used
	BEST integrity algorithm GIA4 to be used
	BEST integrity algorithm GIA5 to be used
	BEST integrity algorithm UIA1 to be used
	BEST integrity algorithm UIA2 to be used
	BEST integrity algorithm    128-EIA1 to be used
	BEST integrity algorithm    128-EIA2 to be used
	BEST integrity algorithm    128-EIA3 to be used

	Reserved for future use (set to 000)
	Local BEST configuration management allowed
	 Reserved for future use (set to 0000)

	New Session Required
	Use EAS UP Keys
	EMSDP MAC length
	Size of EMSDP Data Length


-
BEST Service Activated – a bit flag that when set instructs the UE to use the BEST service and when clear instructs the UE not to use the BEST service,

-
BEST signalling plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 signalling plane EMSDP message. All other values are reserved for future use.

-
BEST user plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 user plane EMSDP message. All other values are reserved for future use.

-
BEST encryption algorithm to be used – 1 octet that is used to define which of the following algorithms to use for encryption: GEA0, GEA4, GEA5, UEA0, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. Only one algorithm from this list shall be indicated.  If the Visited network indicated that BEST encryption is restricted, then the HSE shall indicate EEA0.

-
BEST integrity algorithm to be used – 1 octet that is used to define which one of the following algorithms to use for integrity:GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3). Only one algorithm from this list shall be indicated.
-
Local BEST configuration management allowed – a flag to indicate that the software connected to the UE is allowed to manage the BEST service.
-
New Session Required – 1 bit that indicates if a new session is required.  If this bit is set to 0 then the details agreed for the last session can be used and a new session is not required to be setup.
-
Use EAS UP keys – If set to 0 it indicates that the UE should not derive the UE-to-EAS keys. If set to 1 it means that the UE shall derive UE-to-EAS keys to be used in a UE-to-EAS BEST secure session.
-
EMSDP MAC length – 2 bits that indicates how many octets in the EMSDP data packet the integrity checksum (MAC) will be on, as follows: "00"=4 octets, "01"=8 octets, "10"=12 octets and "11"= 16 octets.  This value shall not be set to a size that is greater than MAC size produced by the chosen algorithm.

-
Size of EMSDP Data Length – 4 bits that indicate how many octets are used for the EMSDP Data Length. "0000" is reserved for future use.

Any remaining bits are reserved for future use and are set to "0..0".

Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [5] as follows:

Table 6.2.6.1.2-3: Key Agreement TLV

	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	05

	Length
	1 byte
	M
	1 or 36

	Additional Information
	1 Byte
	M
	Additional Keys to be generated

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [5]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [5]


If the 'Length of the Key agreement' is set to 1 then this means use current keyset agreed for this KEY ID.  In this case the RAND IE and AUTN IE shall not be present.

The Additional information are as follows:

Table 6.2.6.1.2-4: Additional information

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	Confirm Authentication flag
	RFU
	RFU
	RFU
	RFU
	Key ID


b8: 
Confirm Authentication flag:

1 = Confirmation message required.

0 = Confirmation message not required.

b7 to b4: RFU (set to 0)

b3 to b1: Key ID

Key ID to be used for this keyset.

EMSDP Session Request MAC TLV:  The EMSDP session request MAC TLV shall be present if the previous command was an EMSDP session request message. Its contents are as follows:

Table 6.2.6.1.2-5: EMSDP session request MAC TLV

	Name
	Size
	M / C / O
	Value

	EMSDP session request MAC Tag
	1 byte
	M
	06

	Length
	1 byte
	M
	Length of MAC (X)

	EMSDP session request MAC
	X bytes
	M
	Result of MAC calculation on previous EMSDP session request message using current keys and BEST configuration in this message.


HSE Identity TLV: this contains a 4 octet numeric identifier for the HSE.  This should be unique to the HSE being used within the home network. It is formatted as follows:

Table 6.2.6.1.2-6: HSE Identity TLV

	Name
	Size
	M / C / O
	Value

	HSE Identity Tag
	1 byte
	M
	07

	Length
	1 byte
	M
	Length of HSE Identity (04)

	HSE Identity
	4 bytes
	M
	4 octet numeric identifier for the HSE


The EAS Container TLV: this contains a 4 octet numeric identifier for the Enterprise Key ID.

Table X.2.6.1.2-7: EAS Container TLV

	Name
	Size
	M / C / O
	Value

	EAS Container Tag
	1 byte
	M
	08

	Length
	1 byte
	M
	Length of Enterprise Key ID

	Enterprise Key ID
	4 bytes
	M
	numeric identifier for the Enterprise Key


Response:

If the Confirmation message required flag in the Key agreement TLV is set and the message verifies, then the UE shall send an EMSDP start session confirmation message.

If the Confirmation message required flag in the Key agreement TLV is set and the message verifies, then the UE may send an EMSDP start session confirmation message.

If the message does not verify, then the UE shall respond with a Request Rejected command.  This command may include the reason that the request has been rejected. 

If the USIM returns a AUTS as a result of the authentication, the UE shall respond with a Request Rejected command with the reason "Authentication ReSync required" and including the AUTS.

***** End of Changes *****
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