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6.6.2.2
ERP Implicit Bootstrapping
In the implicit mode, the ERP Keys are derived during the EAP exchange.
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Figure 6.6.2.2-1: Implicit ERP Bootstrapping
1.
The ER Authenticator sends an EAP Request/Identity to the UE. 

2.
The UE sends an EAP Response/Identity message. 

3.
The ER Authenticator sends the message towards the home EAP server. 
If ER server is located in TWAP or 3GPP AAA Proxy:

4.
The ER server receives the message. It shall include, in the request fowarded to the 3GPP AAA server, the domain name and the ERP-RK-Request to retrieve an ERP key specific for that domain as specified in IETF RFC 6942 [47]. 
5.
The complete EAP exchange continues as described in clause 6.2 (from step 6 to step 23a). The HSS indicates to the 3GPP AAA Server if the subscriber is authorized to use ERP.
6.
If the authentication is successfull and the subscriber is authorized to use ERP and the use of ERP in the visited domain is authorized, the 3GPP AAA server sends the ERP keying material as described in IETF RFC 6942 [47] along with the EAP-Success. 

7.
The ER server removes from the message and stores the ERP Keying material and forwards the Diameter message with the MSK and the ERP-Realm to the ER authenticator.
If ER server is located in the 3GPP AAA server, message 4 and 6 do not apply. In this case, ER server and EAP server are internal to the 3GPP AAA server.

5.
The complete EAP exchange continues as described in clause 6.2 (from step 6 to step 23a). The HSS indicates to the 3GPP AAA Server if the subsriber is authorized to use ERP.
7. 
If the authentication is successful and the subscriber is authorized to use ERP, the ER serversends the Diameter message with the MSK and the ERP-Realm to the ER authenticator.
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