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Abstract of document:

TS 33.180 specifies the security architecture, procedures and information flows needed to protect the mission critical service (MCX). It includes the content from TS 33.179 and enhances these features to protect Push-To-Talk (MCPTT), Video (MCVideo) and Data (MCData). Additionally, security mechanisms relating to on-network use, off-network use, and multiple security domains are described. 

This specification complements the Common Functional Architecture defined in TS 23.280, the functional architecture for MCPTT defined in 3GPP TS 23.179, the functional architecture for MCVideo defined in 3GPP TS 23.281 and the functional architecture for MCData defined in 3GPP TS 23.282.
Changes since last presentation to SA:
This is the first presentation. 

Outstanding Issues:
Cross Service:

· Enhanced signalling security is not yet defined.

· Use of multiple security domains is not yet defined. 
· Enhanced authentication of privileged command-and-control signalling within MCX (e.g. ambient listening, remotely initiated call, ambient viewing, file download push requests) is not defined.

eMCPTT:

· Security of some eMCPTT features is not yet defined.
MCData:

· Only key management mechanisms for MCData are defined. Security for MCData signalling is defined, but not yet specified for specific signalling flows. 

· Security for SDS payloads is not defined
· Security for file transfer is not defined.

· Security for SDS off-network is not defined.

MCVideo:
· None
Contentious Issues:

· None.
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