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1
3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	630018
	FS_UC_SPOOF
	Study provides a survey of potential service areas to enhance to support reporting detected spoofed Caller-ID to the user and allow the user to select appropriate call treatment of the spoofed calls.


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	X
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Spoofing or malicious modification of caller information such as Calling Line Identification and Caller Name (Caller ID) has become a significant problem in many countries. Consumer complaints regarding these types of calls range from nuisance calls, violations of various phone solicitation rules (US Federal Trade Commission’s Telemarketing Sales Rules) to use as an enabler for significant fraud, identity theft and malicious social engineering crimes.
There are several SDOs dealing with identifying caller information spoofing including IETF’s Stir, 3GPP’s SA3 and ATIS’s PTSC. However, these groups are focusing on developing standard methods to verify that the caller authorized to use the supplied caller information and that it is authentic. To complete the spoofed call detection service, the called user interaction elements are still to be defined including; reporting a spoofed call to the user and allowing the called user to invoke spoofed call treatments provided by the PLMN.
4
Objective

The objective is to add service requirements and definitions for PLMNs to be able to:
*
Present to the called user the results of any spoofed caller information verification performed by the terminating PLMN as part of the incoming call notification or ringing,

*
Provide PLMN support allowing the called user to invoke call barring or call diversion supplemental services based on the results of any spoofed caller information verification,
5
Service Aspects

Support presenting the results of spoofed caller information verification to the called user.

Support allowing the called user to invoke call barring or call diversion supplemental services based on the results of any spoofed caller information verification.
6
MMI-Aspects

Support presenting the results of spoofed caller information verification to the called user.

Support allowing the called user to invoke call barring or call diversion supplemental services based on the results of any spoofed caller information verification.
7
Charging Aspects

None identified
8
Security Aspects

Support presenting the results of spoofed caller information verification to the called user.
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	X
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	22.228
	0213
	Presentation of the results of spoofed call detection to the terminating user.
	TSG-SA#73
	

	22.173
	0115
	Addition of spoofed callerid as a criteria for call diversion and call blocking features
	TSG-SA#73
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)
Greg Schumacher, Sprint
12
Work item leadership



SA 1
13
Supporting Individual Members
	Supporting IM name

	Sprint

	AT&T

	Qualcomm

	Nokia

	Ericsson

	Verizon

	T-Mobile USA

	LGE

	TeliaSonera


