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****** FIRST CHANGE ******
5.2.1.3
Security of processes

The intercept function shall only be accessible by authorised personnel.

Only authorised personnel can be aware that an intercept function has been activated on a target. No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target. To be effective, interception must take place without the knowledge of any party to the communication. 

Authentication, encryption, log files and other mechanisms may be used to maintain security in the system. 

CSPs shall ensure that its equipment, facilities, or services that provide a subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service and in a manner that protects:

-
the privacy and security of communications (both signalling and content of communication) not authorized to be intercepted; and

-
information regarding the LEA’s interception of communications.

Audit procedures, performed by the CSP, should have access to accurate logs of administration commands and accesses to functions and interception information.  Log files shall only be accessible by authorised personnel.

National regulation may require methods to reduce overloading of the LEMF or LI equipment (e.g. ICEs). 
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