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************ Change 1

Annex A:
Authentication call-flows

A.1
MCPTT service authentication call-flow example-1

As example the call flow for MCPTT service authentication is shown in Figure A.1 (related to Solution#1 clause 7.1). This example illustrates an IMS AKA authentication for MCPTT UE authentication between the MCPTT UE and the IMS CN (over SIP-1 interface) and followed by SIP Digest authentication for MCPTT user authentication between the MCPTT Client application and the MCPTT Server (over MCPTT-1 interface).
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Figure A.1-1: Illustrated flow for MCPTT Service authentication 

Step 1 to 12 illustrates MCPTT UE authentication procedure using IMS AKA. IMS AKA procedure is performed as mentioned in TS 33.203 [9].

Step 14 to 15 is third part registration procedure as specified in TS 23.228 [23], performed between the IMS Core and the MCPTT Server after successful IMS authentication procedure.

Step 16 to 31 illustrates MCPTT user authentication procedure, performed using Non-registration Messages between the UE and the MCPTT Server. SIP digest mechanism as specified in TS 33.203 [9] (clause N.2.1.2) is used and S-CSCF functions specified in TS 33.203 are performed by the MCPTT server. If the authentication is successful, the MCPTT server flags/marks that the MCPTT user ID is authenticated. For further messages after successful authentication, the MCPTT server checks whether the user identity is authenticated or not, before processing the message.



A.2
MCPTT service authentication call-flow example-2

As example the call flow for MCPTT service authentication is shown in Figure A.2 (related to Solution#1 (clause 7.1)). This example illustrates an IMS AKA authentication for MCPTT UE authentication between the MCPTT UE and the IMS CN (over SIP-1 interface) and token based authentication for MCPTT user authentication between the MCPTT Client application and the MCPTT Server (over MCPTT-1 interface).
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Figure A.2-1: Illustrated flow for MCPTT Service authentication 

Step1.
The user powers-on the UE, the UE performs LTE attach (& LTE authentication) and obtains the IP connectivity.
Step2.
The user enables the MCPTT client. The MCPTT client accesses a URI to the Identity Management function to initiate an HTTPS connection to the Identity Management function. The TLS connection provides one-way authentication of the server based on the server certificate. The HTTP-1 interface is used between the MCPTT Client and the Identity Management server. 
Step3.
The MCPTT client begins the user authorization procedure by sending an Authentication Request (IMPU, MCPTT user identity, user credentials) message to the Identity Management function. The IMPU is taken from the ISIM in the UE. The MCPTT user identity may be obtained from the user input or via other methods. The user provides the MCPTT user authentication credentials (e.g. biometrics, password, etc.) for verification with the Identity Management function.

The Identity Management function authenticates user using the MCPTT user identity and MCPTT user authentication credentials. If the authentication is successful, the Identity Management function generates Token based on the IMPU and the MCPTT user identity. The token is encoded with the associated authorization information, including the MCPTT user identity and IMPU assigned to the user and the authorization token scope. 

The Identity Management function responds with an Authentication Response (Token) message.
NOTE: 
In the present 3GPP release the token format and verification procedure is left out of scope.
Step4.
The UE initiates IMS registration procedure and use IMS AKA for signalling plane authentication. IMS AKA run is performed as mentioned in TS 33.203 [9]. In addition, the UE includes the MCPTT user identity and Token for MCPTT user authentication.
Step5.
The S-CSCF acknowledges with an OK message and the message is forwarded to the client.
Step6.
If the IMS AKA is successful, the S-CSCF performs the 3rd party registration with the MCPTT server. The S-CSCF sends a Register (IMPU, MCPTT user identity, Token) message to the server. The server verifies the token. If the token is valid, the MCPTT server trust the MCPTT user identified by the MCPTT user ID is a valid user and checks if the IMPU and MCPTT user identity derived from the token coincide with the IMPU and MCPTT user identity in the Register message from the S-CSCF. If the check is successful, the server stores the relationship between the IMPU and the MCPTT user identity. 

The server acknowledges with an OK message.
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