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************ Start of Changes ************

************ Change 1 ************
1
Scope

The present document contains a study of the security aspects of the Mission-Critical Push-To-Talk (MCPTT) service and its interaction with the network. This includes an analysis of the threats to the service, the security requirements to mitigate those threats and an evaluation of possible technical solutions designed to meet the security requirements of the service. 

The Stage 1 requirements for the service are defined in TS 22.179 [2]. An evaluation of Stage 2 architectural solutions for MCPTT is performed in TR 23.779 [3] and TS 23.179 [10]. This study will include consideration of relevant 3GPP specifications, particularly for ProSe (TS 33.303 [4], TS 23.303 [5]) and GCSE (TS 23.468 [6]).
The focus of the present document is to support public-safety use cases of MCPTT. Commercial scenarios are not specifically considered and some features may not be applicable to them.



************ Change 2 ************

6
Security analysis of MCPTT


6.1
General security requirements

The service requirements for MCPTT can be found in SA1's TS 22.179 [2].



************ Change 3 ************

7
Proposed Solutions


7.1
Solution #1: Signalling protection and authentication procedure for MCPTT services


7.1.1
General

This solution address the Key Issue#3, Key Issue#6, Key Issue#7, Key Issue#8, Key Issue#9 (location information transmission) and Key Issue#10 mentioned in the present document. 

The security mechanisms detailed in the TS 33.203 [9] for the Gm interface is used for MCPTT UE authentication over SIP-1 interface. The MCPTT user authentication is performed over MCPTT-1 interface. 

7.1.2
Signaling protection

The IMS security mechanisms as specified in TS 33.203 [9] for Gm interface are used to provide confidentiality and integrity of signaling between the UE and the P-CSCF. 

For inter-domain interface protection (e.g., ISC interface between the MCPTT server and the SIP core network) the security mechanism as specified in TS 33.210 (NDS/IP) [8] is used.

7.1.3 Authentication Procedure
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Figure 7.1.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].

-
Step A: Based on the configuration provided with the MCPTT client in the UE, the UE may perform token based authentication for MCPTT user Authentication. The UE obtains a token securely from the Identity Management server. Token is used for MCPTT Authentication in step C. This step may be performed after step B.
-
Step B: IMS authentication between the MCPTT UE and the SIP core is performed as specified in 3GPP TS 33.203 [9]. IMS AKA authentication mechanism as specified in TS 33.203[9] is performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 or not. Implementation options and requirements on the ISIM/USIM application to support SIP core access security are specified in TS 33.203[9] (Clause 8). 
-
Step C: Authentication of the MCPTT user over MCPTT-1 interface is performed after IMS authentication. 
If the MCPTT server is administered by the operator, then the Public Safety user Data Function (PS-UDF) or the HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT server is administered by the PS agency, then the PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 

For MCPTT user authentication using the MCPTT-1 interface, any one of the following procedure may be performed.
-
SIP Digest authentication;

-
Token based authentication.


************ End of Changes ************
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