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3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Title * : Work Item on Security Assurance Specification for PGW network product class
Acronym * : SCAS_PGW
Unique identifier *
 
1	3GPP Work Area *
	
	Radio Access

	X
	Core Network

	
	Services



2	Classification of WI and linked work items
2.0	Primary classification *
This work item is a … *
	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	620362
	Study on Security Assurance Methodology for 3GPP Network Elements
	Feasibility study

	620462
	Work Item on Catalogue of General Security Assurance Requirements
	

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	



This work item is … *
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1		Stage 1
	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2		Stage 2  *
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 
Go to §3.
2.3.3		Stage 3 *
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s)
Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 
Go to §3.
2.3.4		Test spec *
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5		Other *
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4		Work task *
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification *
[bookmark: OLE_LINK226][bookmark: OLE_LINK227][bookmark: OLE_LINK41][bookmark: OLE_LINK64][bookmark: OLE_LINK238][bookmark: OLE_LINK239][bookmark: OLE_LINK40][bookmark: OLE_LINK42]At present, the states of Catalogue of General Security Assurance Requirements (TS33.117) and Security Assurance Specification for the MME network product class (TS 33.116) are basically stable. SA3 already had some experiences of security assurance requirements for 3GPP network product elements.  Security assurance specification for other 3GPP network product classes can be started. The next network product class(es) to be considered by SA3 can be the PGW network product classes. The reasons are as below:
[bookmark: OLE_LINK49][bookmark: OLE_LINK48]From network deployment’s view, PGW has the higher security risks than other network elements because it is located on the border of the operator network and it has the interface to connect to external entities (e.g. a server on the Internet). An adversary can use this interface to attack PGW directly or attack other network elements such as MME via compromised PGW. In addition, PGW is connected to the Internet, so all attacks on the Internet could be applied to PGW 
[bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK22][bookmark: OLE_LINK23][bookmark: OLE_LINK24][bookmark: OLE_LINK25]From network functions’ view, is the PGW is different from MME that it has the user plane process, so how to assure the protection of user data complying with operator’s security assurance specification needs to be studied. In addition, as the whole user traffic passes through PGWs, PGW products offer complex functions (both standardised and proprietary) that analyse user traffic, besides the basic PGW function of transport and routing. Examples for such functions are: HTTP proxies, deep packet inspection, 3GPP Traffic Detection Function (TDF). Analysis of complex input from untrusted sources always bears the risk that implementation robustness flaws can lead to compromise of the PGW products. 

4	Objective *
[bookmark: OLE_LINK68]The objective is to develop the Security Assurance Specification(s) (SCAS) for the PGW network product classes. The PGW SCAS shall describe:
[bookmark: OLE_LINK69][bookmark: OLE_LINK70]-	PGW specific adaptations of security functional requirements and related test cases
 -	PGW specific adaptations of hardening requirements and related test cases
[bookmark: OLE_LINK76][bookmark: OLE_LINK77]-	PGW specific adaptations of basic vulnerability testing requirements and related test cases  
The contents and the developments of the SCAS shall base on TS33.117.
5	Service Aspects
N/A
6	MMI-Aspects
N/A
7	Charging Aspects
N/A
8	Security Aspects
This is a security work item.
9	Impacts *
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	



10	Expected Output and Time scale *
	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS 33.zzz
	Security Assurance Specification
 for PGW network product class
	SA3
	
	SA#75(Mar/2017)
	SA#76(Jun/2017)
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	



11		Work item rapporteur(s) *
 Peng Jin, pengjin@chinamobile.com (China Mobile)
12		Work item leadership *
		SA3
13		Supporting Individual Members *
	Supporting IM name

	China Mobile

	Deutsche Telekom

	Huawei

	HiSilicon

	NTT Docomo

	BT

	Nokia

	Ericsson

	TNO

	NEC


[bookmark: _GoBack]
form change history:
v1.13.2: adds tdoc header
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v1.13.0: mods to enforce linkage amongst stages 1, 2, 3
draft mods Scarrone-Meredith 2008-07 ff
v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)
v1.11.0: includes those changes from v1.8.0 agreed at SP-25.
	v1.10.0: full circle
v1.9.0: a clean sheet
v1.8.0: includes comments from SA#24 
v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data
v1.6.0: includes comments made during review period prior to TSGs#24
v1.5.0: includes comments made at TSGs#23 (Phoenix)
v1.4.0: offered to SA#23 for approval
v1.3.0: offered to CN#23, RAN#23 and T#23 for comments
DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list
DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members
DRAFT2 v1.3.0: 2004-01-29: Complete redraft:
v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"
2003-05-28: spelling of “rapporteur” corrected
2002-07-04: "USIM" box changed to "UICC apps"
