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[bookmark: _Toc429469721][bookmark: _Toc429471652]Introduction 
In the last Anaheim meeting, discussions on lawful interception have taken place in SA2 and CT1. As a result of these discussions it seems that functional needs expressed by SA3LI have not been fully taken into account. 
Discussion
Lawful interception functional needs and regulatory context
Lawful Interception (LI) is based on international treaties and national laws. Privacy of communications or internet access has to be protected, except for specific persons (e.g., criminals or terrorists, or suspects of such crimes). Interpretation of what and how can be intercepted differs from country to country according to their laws and regulations, that are often technologically neutral and made according to the local situation related to the level of crime or terrorist acts. 
For security reasons, a LI system should not be under the control of or reliant on a foreign Communication Service Provider (CSP). Such a foreign CSP may be compelled by national authority to prohibit interception in a foreign network in which roaming is taking place or have a potential conflict of interest in terms of target confidentiality. From a legal perspective, it is usually the case that the competent agency in one country is not legally competent in another to require an interception invocation. 
Put more simply, in matters of national security, a nation state cannot trust or rely on another regardless of how friendly they are in other areas. Therefore, any LI approach where the country A, in which the target mobile is located, must solely rely on CSPs or government of country B to assist / enable LI to take place is not going to meet national security requirements. Furthermore, if Country A has a change in the law which results in a different LI requirement, it is not acceptable to wait long periods of time (upwards of 6 months) for roaming agreements to be updated and all UE profiles refreshed before roaming LI can meet those new requirements (legal aspects notwithstanding). 
Majority of countries that do sign the WTO –World Trade Organization- annex related to telecommunication prohibit a foreign CSP to provide services directly without being specifically authorised or registered with local representation. Some countries also have LI regulation on encryption of services that impose delivery of encrypted content with all elements (keys, etc.) that let LEA to decrypt, or “en clair” delivery of the content. LI systems need to be able to comply with such encryption regulation.
Subsequently, any LI solution for roaming usage has to be based on local implementation and/or should avoid control by equipment located in a foreign country that may prohibit LI (either “accidentally or deliberately”). 
For basic security, an LI system should manage the risk of detectability so that a target cannot easily avoid being intercepted. The LI solution should minimize detectability, but meeting the detectability requirement should not deprive the Lawful Enforcement Agency (LEA) / country to have an LI system/solution.
Lawful interception in the ePDG context
In order to meet the previous requirements in the ePDG context, in case of roaming, the PLMNs of the country where the UE is located, shall be able to control choice of the ePDG by the UE. In the context of all previous discussions, it is required that the following are minimum requirements: 
· The capability of a local country to enforce LI on traffic using ePDG shall not be under the control of a foreign CSP (HPLMN). (e.g. solution where the VPLMN sends or broadcasts an indication that ePDG selection shall be performed in the same country is what we need to implement (UE solution accepted unless a better network-based solution is feasible));
· The solution shall be able to cope with temporary situations (such as terrorists acts) i.e. it shall be possible to switch-on or switch-off the mandatory ePDG selection in the country the UE is located in a very short time, by configuration of the VPLMN(s) (The case of HPLMN has an exclusive roaming agreement with VPLMN without any ePDG but another VPLMN has an ePDG, have to be also covered in such situations) ;
· As accessing an EPC via an ePDG is a 3GPP service, the VPLMN or a PLMN in the same country the UE is located, shall be able to control the access to ePDG whether the UE is attached to 3GPP or not (e.g. UE selection past VPLMN information, PLMN broadcast information or GPS information…). Otherwise a UE accessing to WiFi with inhibition of cellular network would escape LI.
· A solution when in the VPLMN the UE is/was attached to via 3GPP access (or, in case of UE not attached to 3GPP, the PLMNs of the country where the UE is located) sends or broadcast an indication that ePDG shall be selected in the same country is what we may need to implement;
For clarity, while a UE based solution, as a complement, is acceptable if a network-based approach is not possible, a network-based approach is always preferred.
Summary and conclusion
LI is a national security issue. Countries cannot rely on other countries to help them fulfil LI requirements. The country in which the UE is physically located must be able to meet national regulation in isolation from any other assistance. Thus, the VPLMN (more generally the PLMNs in the country the UE is located) must be able to control the ePDG selection as described above (see Lawful Interception in the ePDG context). The existing solution does not meet LI requirements. Only when there is no ePDG system in a country that could let VPLMN fulfils its LI regulation, can an HPLMN’s ePDG be used.
As existing standards don’t exactly meet such LI requirements, it is kindly requested that SA mandate SA2 and CT1 to build upon the solution started in the CT CR (CP-150697/CR0426 to TS 24.302) and fulfill the SA3LI requirements in the liaison (as indicated in LS S3i-150344 and in UE based solutions as a complement) change their standards to fulfil SA3LI requirements (as indicated in LS S3i-150344 and in UE based solutions as a complement) so that the VPLMN is able to control the ePDG selection for roaming users along with supporting UE based solutions in order to ensure that VPLMN is able to remain in full control without HPLMN assistance or reliance on roaming agreements.
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