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~ ~ ~ Begin of text proposal ~ ~ ~
X.Y
Security Considerations

X.Y.1 Malicious switching of USIM applications 

The use of a distinct set of security credentials counteracts the possibility that malicious switching of USIM applications would permit unauthorised access to an IOPS network or to a normal PLMN. eNBs operating in IOPS mode and Local EPCs support Network Domain Control Plane protection (clause 11) and backhaul link user plane protection (clause 12) as appropriate.
X.Y.2 Compromise of local HSSs

Credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication. If one of these local HSSs was compromised by an attacker, either in the form that the attacker could obtain the credentials or that the attacker could control the interface to the local HSS, this implies that for all subscribers whose credentials were stored in the compromised local HSS, the USIMs out in the field have to be swapped and the subscriber credentials have to be re-provisioned in all local HSS. 
To mitigate a compromise of one local AuC in an IOPS network in such a way that the USIMs do not need to be swapped and the other local HSS are not affected, each local HSS may be provisioned with a different subscriber key K_n per UE. K_n is derived from the IOPS master subscriber key per UE in the IOPS-dedicated USIM and a unique Local EPC identifier (e.g. TAI, the Tracking Area Identifier as specified in 3GPP TS 23.003). The local HSS does not know any IOPS master subscriber key, it is only provisioned with the pre-calculated K_n for each subscribed IOPS-enabled UE. Thus, in case of a compromise of one local HSS, other local HSSs are not affected (because they have a different set of secrets and it is assumed that an attacker knowing K_n cannot use this information to retrieve the corresponding IOPS master subscriber key). In addition, instead of swapping all USIMs, only the affected local HSS needs to be newly provisioned with keys derived from the IOPS master subscriber keys and a newly provisioned, unique Local EPC identifier.

When the UE attaches to an IOPS network, the UE activates the USIM application dedicated exclusively for IOPS and the UICC derives K_n based on the unique identifier broadcast by the particular local EPC and its IOPS master subscriber key. Local MME can run AKA based on the K_n using the same EPS AKA procedures as described in this specification. Since K_n is derived, the USIM application needs to keep in addition to the master subscriber key only the latest K_n, which then can be replaced by a new K_n when UE attaches to a different local EPC.

NOTE 0: The TAI or any other identifier uniquely identifying the local HSS could be sent from the ME to the UICC to activate the IOPS dedicated USIM application, but this would necessitate a change of the standardised interface. Instead, inside the UICC, there may be a mapping function that can map the USIM application identifier received from the ME at the time of USIM activation to a TAI (or other identifier), i.e. perform the reverse of the mapping operation that was performed in the ME. This mapping could be provisioned into the UICC and the ME. 

NOTE 1: Sequence number handling: One of the tasks of a USIM application is handling sequence numbers for the AKA protocol (cf. TS 33.401, which refers to TS 33.102 for this purpose). Often, an array is used as specified in TS 33.102, Annex C. The USIM dedicated exclusively for IOPS may use the same array for all keys K_n and increase a sequence number as if the authentication challenge came from a single HSS (instead of from several local HSS as in the present use case). This would work because the USIM with the added functions would, in this way, always see sequence numbers in the received authentication challenges that are equal or higher than those in the local HSSs, hence protection against replay of challenges continues to be guaranteed.
NOTE 2: Re-synchronisation: When a UE moves from one local HSS to the next one, it could happen that the second local HSS generates authentication vectors with a sequence number that is too low as seen from the USIM with the added functions. This would then result in a re-synchronisation procedure that would be successful as the AUTS parameter in the re-synchronisation procedure causes the local HSS to update its sequence number and consequently generate an authentication vector that will be accepted by the USIM. This would then result in a successful Attach procedure, albeit at the expense of some added delay. If the delay is a concern and re-synchronisation procedures may be frequent due to frequent movements of UEs between local AuCs then this problem could be almost completely solved by using the IND value of the sequence number to distinguish among local HSSs, i.e. set up the local HSSs such that they use only particular IND values out of the range of possible IND values. 
Ed. Notes: The text may need to be revisited depending on the result of CT6 discussion.
~ ~ ~ End of text proposal ~ ~ ~

