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*** NEXT MODIFICATION ***
[bookmark: _Toc406677790]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:
AN	Access Network
ASN.1	Abstract Syntax Notation, Version 1
ASE	Application Service Element
BER	Basic Encoding Rules
CC	Content of Communication
CSCF	Call Session Control Function
DF	Delivery Function
DSMIP	Dual Stack MIP
EPS	Evolved Packet System
e-PDG	Evolved PDG
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GLIC	GPRS LI Correlation
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
GTP	GPRS Tunnelling Protocol
HA	Home Agent
HI	Handover Interface
HI1	Handover Interface Port 1 (for Administrative Information)
HI2	Handover Interface Port 2 (for Intercept Related Information)
HI3	Handover Interface Port 3 (for Content of Communication)
HLC	High Layer Compatibility
HSS	Home Subscriber Server
IA	Interception Area
IA5	International Alphabet No. 5
IAP	Interception Access Point
IBCF	Interconnecting Border Control Function
ICI	Interception Configuration Information
IE	Information Element
IIF	Internal Interception Function
IM-MGW	IMS Media Gateway
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMS-AGW	IMS Acess Gateway
IMSI	International Mobile Subscriber Identity
INI	Internal network interface
IP	Internet Protocol 
IP-CAN	IP-Connectivity Access Network
IPS	Internet Protocol Stack
IRI	Intercept Related Information
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LIID	Lawful Interception Identifier
LLC	Lower layer compatibility
LSB	Least significant bit
MAP	Mobile Application Part
ME	Mobile Entity
MF	Mediation Function
MGCF	Media Gateway Control Function
MIP	Mobile IP
MME	Mobility Management Entity
MS	Mobile Station
MSB	Most significant bit
MSISDN	Mobile Subscriber ISDN Number
MSN	Multiple Subscriber Number
NEID	Network Element Identifier
NID	Network Identifier
NO	Network Operator
OA&M	Operation, Administration & Maintenance
P‑CSCF	Proxy Call Session Control Function
PDG	Packet Data Gateway
PDN	Packet Data Network
PDN-GW	PDN Gateway
PDP	Packet Data Protocol
PLMN	Public land mobile network
PMIP	Proxy Mobile IP
PSTN	Public Switched Telephone Network
ROSE	Remote Operation Service Element
Rx	Receive direction
S‑CSCF	Serving Call Session Control Function
SGSN	Serving GPRS Support Node
SDP	Session Description  Protocol
SIP	Session Initiation Protocol
SMAF	Service Management Agent Function
SMF	Service Management Function
SMS	Short Message Service
SP	Service Provider
S-GW	Serving Gateway
TAU	Tracking Area Update
TCP	Transmission Control Protocol
TI	Target identity
TLS	Transport Layer Security
TP	Terminal Portability
T-PDU	tunneled PDU
TrGW	Transit Gateway
Tx	Transmit direction
UI	User Interaction
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
UTRAN	Universal Terrestrial Radio Access Network
VPN	Virtual Private Network
WAF	WebRTC Authorisation Function
WebRTC	Web Real Time Communications
WIC	WebRTC IMS Client
WWSF	WebRTC Web Server Function

*** NEXT MODIFICATION ***
7.0	Introduction
Clause 7 deals with IRI reporting in the IMS. IRI reporting in the multi-media domain specified in this clause does not depend on the IP-Connectivity Access Network (IP-CAN), defined in TS 23.228 [40], used to transport the CC. When the IP-CAN is the UMTS PS domain, annexes C and G apply for CC interception at the SGSN/GGSN.  However, such CC interception may intercept more than just the CC associated with an IMS based voice service.  Hence, for separated VoIP CC intercept and reporting, refer to clause 12.
According to TS 33.107 [19], interception shall be supported in the S‑CSCF and optionally in the P‑CSCF where the S-CSCF and the P-CSCF are in the same network. For roaming scenarios where the P-CSCF is in the Visited Network, interception at the P-CSCF is mandatory. The target identities for the intercept of traffic at the CSCFs are only the SIP-URI, TEL‑URI and IMEI (described in 3GPP TS 23.003 [25], obtained from the Instance IDs, described also in TS 23.003 [25] as requested in clause7A.8 of TS 33.107 [19]. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI2.
The enhanced P-CSCF (eP-CSCF) shall adhere to all the LI requirements pertaining to a P-CSCF. Any additional LI requirements pertaining to the support of Web Real Time Communications (WebRTC) Interworking as specified in TS 23.228 [40] that only apply to the eP-CSCF are described distinctly.
In case of target manipulation of IMS supplementary service setting, the interception shall be made by XCAP servers maintaining  XCAP resources related to the supplementary service settings defined in TS 22 173[78] made on the interface Ut as described in TS 24 623 [77]. Any other points related to attempts to access to Target’s XCAP servers or, XCAP change/transaction in services setting related to the target, are for further studies.
Ut based XCAP manipulation messages for the IMS services for the target is reported. Any copy "en clair" of the XCAP exchanges (aggregated or not), between the UE and the AS, will be transmitted to the LEMF in the HI2 interface through the DF 2, that will encapsulate the XCAP Ut transactions in ASN.1. Such XCAP transactions on the Ut interface have to include any exchange of data, which are contained in the XCAP payload (e.g. the get, put, and delete operations on the XCAP resources). 
NOTE: 	Interception of the target’s supplementary service setting management or modifications that are made outside the Ut interface is for further studies.
For clarification, see Figure 7.1. If the P‑CSCF and S‑CSCF are in the same network and LI is provided at both P-CSCF and S-CSCF, the events are sent twice to the LEMF.
[image: ]
Figure 7.1: IRI Interception at a CSCF


*** NEXT MODIFICATION ***

[bookmark: _Toc406678013]12.1.1	Overview
Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the communication information, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below. The eP-CSCF and enhanced IMS-AGW (eIMS-AGW) shall adhere to all the LI requirements pertaining to a P-CSCF and IMS-AGW, respectively. Any additional LI requirements pertaining to the support of WebRTC Interworking as specified in TS 23.228 [40] that only apply to the eP-CSCF or eIMS-AGW are described distinctly.
Based on the WebRTC Interworking as described in [40], an individual Public User Identity is used as the target of interception in a WebRTC interworking system.  Some additional considerations are included below.
1)	When a Public User Identity may be temporarily assigned to a WebRTC IMS Client (WIC) from a pool of Public User Identities, an underlying identity for the WIC used during authentication (called a web identity in TS 24.371 [xx], e.g., NAI) will need to be correlated to the temporary Public User Identity assigned to the WIC.  This is needed to ensure that target identified in the lawful authorization is associated with the Public User Identity assigned to the user.  
2)	When a lawful authorization is targeting an entire pool of Public User Identites, the target should still be each individual Public User Identity associated with the pool of Public User Identities.   
NOTE:  	As U.2.1.4 of TS 23 228 [40] indicates that WebRTC Web Server Function (WWSF) may be located in a third party network and have a business arrangement with the IMS operator, this third party network will have its own LI functions according to national regulation. This point and the definition of a target or parties in the annex B9 is FFS.  Also, some national regulations may prohibit the WWSF or WebRTC Authorisation Function (WAF) from using the option of not authenticating the user, especially as unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

*** END OF MODIFICATIONS ***
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