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3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	X
	Stage 3 (go to 2.3.3)

	X
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

In 2012, SAGE announced its intention to develop a new 3G authentication and key agreement algorithm, as an alternative to MILENAGE.

This new algorithm, named TUAK, can be used by any operator for any USIM or ISIM. 

This provides choice to operators; it also provides resilience against future cryptanalysis of either algorithm. 

ETSI SAGE has completed the algorithm specification document set which includes the algorithm specification itself, the implementers’ test data and the design conformance test data
4
Objective

SA3 Objectives:

This work item aims to deliver the complete specification set for a second example algorithm set for the 3GPP authentication and key generation functions as 3GPP Technical Specifications which consists of three deliverables:

-
Algorithm Specification

-
Implementers’ Test Data

-
Design Conformance Test Data

TUAK offers key sizes compatible with the ones currently specified in the relevant 3GPP specifications. 

In addition TUAK also provides greater flexibility in the choices of the key sizes for the parameters K, RES, CK, , IK, MAC-A and MAC-S which go beyond what the existing 3GPP specifications support and therefore provides the option for 3GPP to support them in the future should it be requested by the market. However, this particular WID limits itself to the sizes of the parameters K, RES, CK, IK, MAC-A and MAC-S, currently allowed in 3GPP specifications so that there is no need to impact the current 3GPP specifications, in particular not the characteristics of the USIM application (3GPP TS 31.102) and the current 3G and 4G security architecture (in particular 3GPP TS 33.102 and 3GPP TS 33.401).
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Service Aspects

6
MMI-Aspects

7
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8
Security Aspects

9
Impacts

	Affects:
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	ME
	AN
	CN
	Others

	Yes
	X
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10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TS 35.231
	3G Security; Specification of the TUAK algorithm set: Algorithm Specification
	SA3
	
	#63
	#63
	

	TS 35.232
	3G Security; Specification of the TUAK algorithm set: Implementers’ Test Data
	SA3
	
	#63
	#63
	

	TS 35.233
	3G Security; Specification of the TUAK algorithm set: Design Conformance Test Data
	SA3
	
	#63
	#63
	

	TR 35.934
	Report on the design and evaluation of the Tuak algorithm set
	SA3
	
	#66
	#66
	

	TR 35.935
	Security assessment of the Tuak algorithm set
	SA3
	
	#66
	#66
	

	TR 35.936
	Performance evaluation of the Tuak algorithm set
	SA3
	
	#66
	#66
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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