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	Reason for change:
	In Annex A.2 ‘Calculation of keys from PTK’ in TS 33.303, there is a note saying that P0 could be turned into an algorithm identifier as in TS 33.401 if more than one key is needed from PTK:

NOTE:
If more than one key is needed from PTK, then parameter P0 could be turned into an algorithm identifier as in TS 33.401[21].

But Annex A.7 in TS 33.401, describes P0 as an algorithm type distinguisher (see extract below copied from TS 33.401).
A.7
Algorithm key derivation functions

When deriving keys for NAS integrity and NAS encryption algorithms from KASME and algorithm types and algorithm IDs, and keys for RRC integrity, UP integrity in the case of relay nodes, and RRC/UP encryption algorithms from KeNB, in the UE, MME and eNB the following parameters shall be used to form the string S.

-
FC = 0x15

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be NAS-enc-alg for NAS encryption algorithms and NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be RRC-enc-alg for RRC encryption algorithms, RRC-int-alg for RRC integrity protection algorithms, UP-enc-alg for UP encryption algorithms and, in the case of relay nodes, UP-int-alg for UP integrity protection algorithms (see table A.7-1). The values 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.7-1: Algorithm type distinguishers

Algorithm distinguisher

Value

NAS-enc-alg

0x01

NAS-int-alg

0x02

RRC-enc-alg

0x03

RRC-int-alg

0x04

UP-enc-alg

0x05

UP-int-alg

0x06

Therefore this CR proposes to change ‘algorithm identifier’ in the note in Annex A.4 in TS 33.303 to ‘algorithm type distinguisher’.



	 
	

	Summary of change:
	Change ‘algorithm identifier’ in the note in Annex A.4 in TS 33.303 to ‘algorithm type distinguisher’.
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	Other comments:
	


***
BEGIN CHANGES
***
A.4
Calculation of keys from PTK

When calculating a PEK from PTK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4B

-
P0 = 0x00

-
L0 = length of P0 (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

NOTE:
If more than one key is needed from PTK, then parameter P0 could be turned into an algorithm type distinguisher as in TS 33.401[21].

The algorithm identity shall be set as described in TS 33.401 [21]. 

The input key shall be the 256-bit PTK.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
***
END OF CHANGES
***
