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1
3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	410029
	Protection against Unsolicited Communications in IMS (PUCI)
	SA 3 Rel-11 TR 33.838
(Unsolicited Communications)

	550026
	Study on Security on spoofed call detection and prevention (Stage 2) (FS_SPOOF)
	SA 3 Rel-12 DRAFT TR 33.831
(Caller identity verification)

	630018
	Study on service aspects for dealing with User Control over spoofed calls (FS_UC_SPOOF)
	SA 1 Rel-13 DRAFT TR 22.898

(Study on User Control Over Spoofed Calls)


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Spoofing or malicious modification of caller information such as Calling Line Identification and Caller Name (Caller ID) has become a significant problem in many countries. The complaints regarding these calls range from nuisance calls, violations of various phone solicitation rules (such as the US Federal Trade Commission’s Telemarketing Sales Rules) to being used as a platform for significant fraud, identity theft and social engineering. Various malicious uses of caller information spoofing include these categories: swatting, vishing (voice phishing), and TDoS (Telephony Denial of Service).

While IMS allows the originating network to verify the identity of the call origination through p-asserted-identity, the scope of assertion is limited to the originating network and is not delivered to the terminating network.  The terminating network therefor is unable to present to the called party any level of trust in the claimed originating caller identity.  There is a need to deliver the results of the originator identity verification in the originating network to the terminating network for presentation to the called party or provide for other call treatment options based on regional regulations, operator policy and user preferences.

Both IETF and 3GPP SA3 have dealt with aspects of this issue a number of times in the past.  
3GPP SA3 is submitting to SA#65 Sep 2014 the result of FS_SPOOF (TR 33.831), addressing spoofed calls in a CS environment, without recommending any specific approach. 
However, the problem is continuing to increase and growing attention is coming from consumers, journalists, and regulatory/legislative bodies.
The latest IETF effort supporting the detection of spoofed calls is taking place in the IETF working group STIR (Secure Telephone Identity Revisited), and has progressed to a point where 3GPP SA3 can evaluate the use of STIR’s active drafts to address the spoofed call problem.
4
Objective

The objective of this study is to evaluate the IETF STIR active drafts for use in 3GPP networks for spoofed call detection and make recommendations on what aspects of IETF STIR active drafts should be incorporated into 3GPP IMS security specifications.

Additionally 3GPP technology specific aspects not considered or addressed in the IETF working group STIR will be identified and studied such as service interactions and deployment scenarios including (but not limited to):

· * Roaming
· * Business line trunking/PBX

· * Transition scenarios

5
Service Aspects



This is a security enabler for services.

6
MMI-Aspects


None
7
Charging Aspects



None
8
Security Aspects



This is a security study item
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	
	X
	X
	
	X

	Don't know
	X
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.8xy
	Study on IMS Enhanced Spoofed Call Prevention and Detection

	SA3
	
	SA#68 
Jun 2015
	SA #69 
Sep 2015
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)
Greg Schumacher, Sprint (Gregory.schumacher@sprint.com)
12
Work item leadership

SA 3

13
Supporting Individual Members
	Supporting IM name

	Sprint

	AT&T

	

	Bell Mobility

	Softbank Mobile

	BlackBerry

	China Unicom

	NEC


