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*****change 1

10
Conclusions

For Unicast Delivery mode, the application signalling and user data are transferred as the normal user plane data via EPS bearer. For Broadcast Delivery, BM-SC and MBMS-GW in the core network are used, the BM-SC providing the GCS AS with the MBMS service information for the various GCSE_LTE groups using MBMS. 

Clause 6.4.4.1 lists several security options for Unicast Delivery and Broadcast Delivery.
For Rel-12 it has been decided that end-to-end security between UE and UE or between UE and GCS AS, i.e. using application layer security, is assumed and that SA3 will not consider the use of MBMS security mechanism in GCSE context. SA3 will only give requirements and solutions for the access via MB2 interface. 
No application layer security is provided by 3GPP specifications.

Thus, for Unicast Delivery, clause 6.4.4.1, Option B, is assumed: end-to-end security protection in application layer between GCS AS and GCS UE, or between two GCS UEs.

For MBMS Delivery, clause 6.4.4.1, Option A, is assumed: applying end-to-end security between UE and UE or between UE and GCS AS is assumed. However, MBMS security may be used independently of GCSE.

Group management procedures between the GCSE Application in the UE and the GCS AS are out of scope in Rel-12, thus, no security is provided by 3GPP specifications for this purpose either. 

This leaves the following security tasks for Rel-12: 

· Ensure that the BM-SC can apply access control on the messages initiated by the GCS AS.

· Ensure that control messages originating from and terminating at the BM-SC are integrity, confidentiality, and replay protected. 
· Ensure that 
· user plane traffic is integrity protected, since in the case of a third party accessing 3GPP network fake traffic may become a threat even if encrypted, which could lead to DoS effects.

 Thus, the following statements regarding the GCSE related interfaces to access the 3GPP network can be made.

· GCSE Broadcast interface (MB2)

The communication between non-3GPP network entities and the 3GPP network that terminates at a 3GPP network entity needs to be secured, i.e. the signalling between GCS AS and BM-SC that originates from or terminates at the BM-SC shall be protected. Note, the specification of protection of user data sent between UE and AS via the BM-SC is out of scope in Rel-12. Though this data is assumed to be protected by the application layer, 
user plane messages originated from the GCS AS should be integrity protected  in order to mitigate DoS attacks.

· GCSE Unicast interface (SGi and Rx)

If e2e security between AS and UE is assumed for signalling and media plane, no additional security regarding GCSE is needed for SGi. 

In the communication process between GCS AS and PCRF over Rx no additional security mechanisms are needed, as the Rx interface is not GCSE specific and therefore not specified in the Rel-12 WID.

· GCS AS and UE interface (GC1)

GCSE security between GCS AS and UE is out of scope in Rel-12, since the GC1 interface is not addressed by SA2 in Rel-12. 

Above statements are resulting from potential requirements collected in clause 8 and the potential solutions described in clause 9. Both should lead to mandatory text in those specifications relevant for GCSE.

Re-use of MBMS security mechanisms in the context of GCSE may be studied beyond Rel-12.
It has been decided to include GCSE security relevant specification text as a normative annex in TS 33.246 [7]. This annex will list security requirements for GCSE and the solution for protecting the MB2 interface.

*****change 2

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and TS 23.468 [8] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

e2ae 
end-to-access-edge 

e2e
end to end
DL
downlink
GC 
Group Communication

GC2
former name for MB2 interface as defined in TS 23.468 [8]

MRK 
MBMS Request Key

MSK
MBMS Service Key

MTK 
MBMS Traffic Key

MUK
MBMS User Key

MuSe
Multipoint Service

ProSe
Proximity Service
UL
uplink
***********************End of changes*******************************

