
3GPP TSG SA3-LI  Meeting #53
SA3LI14_066r2
New Orleans, LA, USA, 29 April – 1 May 2014




            
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.107
	CR
	0148
	rev
	-
	Current version:
	12.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Adding the interception of ProSe Direct Discovery

	
	

	Source to WG:
	SA3-LI (Qualcomm Incorporated, Telecom Italia)

	Source to TSG:
	S3

	
	

	Work item code:
	LI12
	
	Date:
	2014-04-10

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	Interception of ProSe Direct Discovery is missing

	
	

	Summary of change:
	Details of the architecture, event and information element necessary for the interception of ProSe Direct Discovery are added.

	
	

	Consequences if not approved:
	LEAs will not get the information that there are entitled to and/or operators will not be allowed to launch sevice

	
	

	Clauses affected:
	2, X(new clause)

	
	

	
	Y
	N
	
	

	Other specs
	
	N
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	N
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	N
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


************** FIRST CHANGE ******************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
Void

[2]
ETSI ES 201 158 (V1.2.1 April 2002): "Lawful Interception; Requirements for network functions".

[3]
ETSI ES 201 671 (V3.1.1 May 2007): "Handover Interface for the lawful interception of telecommunications traffic".

[4]
Void

[5]
Void

[6]
Void

[7]
3GPP TS 33.106: "3G Security; Lawful Interception Requirements".

[8]
ANSI J-STD-025‑A (April 2003): "Lawfully Authorised Electronic Surveillance".

[9]
 VOID

[10]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".

[11]
3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".

[12]
 Void

[13]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications".

[14]
3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".

[15]
3GPP TS 23.008: "Organization of subscriber data".

[16]
3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".

[17]
3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".

[18]
IETF RFC 1122 (October 1989): "Requirements for Internet Hosts -- Communication Layers".

[19]
IETF RFC 1123 (October 1989): "Requirements for Internet Hosts -- Application and Support".

[20]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[21]
3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[23]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[24]
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".

[25]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".

[26]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".

[27]
Void

[28]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[29]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".

[30]
3GPP TS 23.272: " Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2"
[31]
3GPP TS 22.220: " Service Requirements for Home NodeBs and Home eNodeBs".

[32]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2".

[33]
3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2"

[34]
3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB) ".

[35]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 

[36]
IETF RFC 3966 (December 2004): "The Tel URILs for Telephone Numbers ". 

[37]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface". 

[38]
3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

[39]
IETF RFC 791: "Internet Protocol".

[40]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".

[41]
IEFT RFC 3697: "IPv6 Flow Label Specification"

[42]

3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW); Iq Interface (Stage 3)"

[43]
3GPP TS 23.228: "IP Multimedia Subsystem; Stage 2"

[44]
3GPP TS 23.203: "Policy Charging and Control Architecture"

[45]
3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 2"

[46]
3GPP TS 29.162: "Interworking between IM CN subsystem and IP Networks"

[47]
3GPP TS 29.163:"Interworking between IP Multimedia Core Network (CN) subsystem and Circuit Switched (CS) Networks"

[48]
3GPP TS 23.334: "IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface: Procedures descriptions"
[xx]
3GPP TS 23.303: "Proximity based Services; Stage 2".
************** NEXT CHANGE *************
X
Interception for Proximity Services

X.1
ProSe Direct Discovery

X.1.1
General

Proximity Service (ProSe) are specified in TS 23.303 [xx]. This includes Direct Discovery where two UEs may discover that they are in proximity using direct signalling between the UEs, where such signalling both controlled by and reported to the ProSe Function. 
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Figure X.1-1: ProSe Direct Discovery Intercept configuration

Figure X.1-1 shows the CC interception configuration for ProSe Direct Discovery.  The HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.  See Clause 4 for more information on the ADMF and other interfaces.

The target identity for ProSe Direct Discovert interception is the IMSI.  The activation, deactivation, and interrogation of interception regarding the ProSe Function shall follow the requirements of Clause 5.
X.1.2
Provision of Inteception of Call Content 

Interception of direct discovery does not have a call content component as all the information useful to the LEA is provided as part of the IRI interception. 

X.1.3
Provision of Intercept Related Information
X.1.3.1
General

Figure X.1.3.1-1 shows the transfer of intercept related information (IRI) to the DF2. If an event involving an intercepted subscriber occurs, the ProSe Function shall send the relevant data to the DF2. A UE always contacts the ProSe Function in its HPLM, which then contacts the other relevant ProSe Functions to complete the UEs request.In the case of Match Report event, it is possible that a non-target monitoring UE will tigger interception of a target UE when it reports a code announced by  that target UE.

This is illustrated in the following figure where it should be noted that only one subcriber to HPLMN ProSe Function interaction is needed to trigger an interception event.
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Figure X.1.3.1-1: Provision of Intercept Related Information for discovery
X.1.3.2
X2-interface

The following information needs to be transferred from the ProSe Function to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI);
-
events and associated parameters, as defined in section X.1.3.3; 

The IRI should be sent to DF2 using a reliable transport mechanism.
X.1.3.3 ProSe LI Events and Event Information
X.1.3.3.1
ProSe LI Events

The following events are applicable to the interception of direct discovery:
· Discovery Request

· Match Report

Interception of these events is mandatory in the ProSe Function of the PLMN that is used for direct discovery.

X.1.3.3.2 ProSe LI Event Information

A set of possible elements as shown below is used to generate the events.
	Element

	Observed IMSI
IMSI of the target 

	Event type

Description which type of event is delivered:- Discovery Request, Match Report

	Event date

Date of the event generation in the ProSe Function

	Event time

Time of the event generation in the ProSe Function. Timestamp shall be generated relative to the ProSe Function internal clock.

	Role of the LI subject 
Whether the target is an announcing or a monitoring UE

	Discovery PLMN identity 

PLMN used or to be used for the discovery

	ProSe Application ID Name
Identity of a user within the context of a specific application

	Metadata

Metadata relating  to a ProSe Application ID Name of the announcing UE  

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Timer

The”Validity Timer” or “Time to Live” value assigned by the network to a specific ProSe Application Code or Filter, that controls how long the UE can announce/monitor it

	Identity of the other UE
In Match reports, there is a second UE involved.

	ProSe Application Code

Bitstring that is actually announced over the air or filter monitored for by UEs


Table: X.1.3.3.2-1: Information Events for ProSe Event Records
X.1.3.3.3
Structure of ProSe Events
X.1.3.3.3.1
Discovery Request

For ProSe Discovery Requests, a Discovery Request event is generated. The elements shown in Table X.1.3.3.1-1 will be delivered by the ProSe Function to the DF2, if available. A new Discovery Request Event shall be generated for each individual ProSe Discovery Request received by the ProSe Function.

Table X.1.3.3.3.1-1: Discovery Request
	Observed IMSI

	Event Type

	Event Time

	Event Date

	Role of the LI subject

	Network Element Identifier

	Discovery PLMN identity

	ProSe Application ID Name





	Timer

	Metadata 



                            (If Applicable)

	ProSe Application Code


X.1.3.3.3.2
Match Report
For ProSe Match Report, a Match Report event is generated. The elements shown in Table X.1.3.3.2-1 will be delivered by the ProSe Function to the DF2, if available. A new Match Report Event shall be generated for each individual ProSe Match Report received by the ProSe Function.

Table X.1.3.3.3.2-1: Match Report
	Observed IMSI

	Event Type

	Event Time

	Event Date

	Role of the LI subject

	Network Element Identifier

	Discovery PLMN identity

	ProSe Application ID Name





	Timer

	Metadata 



                                (If Applicable)

	Identity of the other UE                               (If Available)

	ProSe Application Code


************ END OF CHANGES **************
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