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NEXT CHANGE
***
Annex W (normative):
Tunnelling of IMS Services over Restrictive Access Networks 

W.1

Overview

This Annex specifies two mechanisms for tunnelling of IMS Services over Restrictive Access Networks. The mechanisms specified in this Annex shall only be applicable when the IP traffic to the IMS core does not traverse through the Evolved Packet Core (EPC). 
The mechanisms in this Annex are optional to implement. 

W.2
Service and Media Reachability for Users over Restrictive Firewalls – Tunneled Firewall Traversal for IMS traffic

This clause specifies firewall traversal mechanism that can be used for UE access to IMS services. Before using the mechanisms specified in this clause, the UE shall in accordance with normal procedures attempt to use existing NAT/FW traversal mechanisms as specified in TS 23.228 [3] and Annex M of this document. The exact procedure depends on the UE, the access, and operator policy.

This mechanism is called Enhanced Firewall Traversal Function (EFTF). 
Editor’s Note: The functions required for this mechanism need to be detailed further, while re-using functions from the mechanism defined in Annex X.2 of 33.402 as much as possible when applicable. The Enhanced Firewall Traversal Function (EFTF) is not required to implement any ePDG functionality not required for IMS firewall traversal (e.g. authentication, ESP, APN handling, mobility protocols like PMIP). For IMS firewall traversal the S2b, Gxb and SWm reference points from 23.402 is not required.
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Figure W.1: Protocol stack for IMS firewall traversal

Editor’s note: more textual description of EFTF in line with Figure W.1 is needed to arrive at a complete stage 2 description of the EFTF mechanism. It is ffs whether the reference point between UE and EFTF should be renamed, and whether SA2 should assume this task.
Legend:

-
As a part of Tunnel Creation, allocation of IP address and negotiation of Keep Alive interval is required.


NOTE: 
The details of how the IP address is allocated and the keep-alive interval is negotiated are in the corresponding stage 3 specification.

W.2.1
Firewall detection procedure

Based on the detection procedure as specified in the following flowchart, it is determined whether it is required to create a TCP/TLS based tunnel to enable the traversal of NIMSFW.
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Once the TCP/TLS connection is established, the tunnel creation procedure involves negotiating IP address and keep-alive intervals.

W.3
Service and Media Reachability for Users over Restrictive Firewalls – Extensions to STUN/TURN/ICE

Editor’s note: Details on the extensions (HTTP CONNECT and detection mechanism for determining firewall types and explicit mention of supporting TCP port 443) to STUN/TURN/ICE is ffs.
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