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	Reason for change:
(

	Clause 1 (Scope): apparently, this clause was not updated when clause 9 on Certificate Enrolment was added to the spec.

Clause 6.1: see under Annex A.

Annex A: the text in this Annex A was introduced in S3-030386 and has remained unchanged since with the exception of an update of the referenced RFC number, a clause number, and the addition of TLS. The cover page of S3-030386 cites “draft-ietf-ipsec-pki-profile-02.txt, clause 4.1.3” for motivating the statements in the new Annex A. However, the cited text from this draft has long been superseded by RFC 5280. 

Annex A contains two sentences with mandatory text: 

1) “A receiving SEG or TLS entity shall be able to process an extension marked as critical that is mandatory to support in NDS/AF.” The first part of the sentence seems stating the obvious, while the second part seems superfluous, as, by the very definition of critical in RFC 5280, communication will not be possible if the receiving entity does not support the extension, no matter whether the specification lists it as mandatory or optional to support. The second part of the sentence seems superfluous also because, according to  the last sentence of clause 6.1.1, optional critical extensions are ruled out, at least for extensions mentioned in RFC 5280. Still, stating the obvious for ensuring interoperability may not harm, but devoting an entire Annex seems too much, so it is proposed to move the first part of this sentence to clause 6.


2) “When optional to support, a received extension marked as critical shall lead to an error according to RFC 5280.” This sentence is unclear: 

a) does it mean that a receiving entity needs to check for each received critical extension whether the present specification lists it as optional to support, and return an error if this is the case? If this interpretation is correct then this normative sentence is not needed because, as explained above, optional critical extensions are ruled out and the receiving entity is required to check whether the certificate is compliant, cf. clause 6. But a NOTE in clause 6 capturing this would not hurt. 

b) or does the sentence mean that the extension is optional to support in the receiving entity and there is a difference in how the receiving entity reacts, depending on whether it actually implements the extension or not? But if the receiving entity implements the extension and is able to process it why should it lead to an error? And not implementing a critical extension would be non-compliant behaviour, according to 1) above, whose consequences would be covered by the NOTE proposed in 2a) above.  
c) according to  the last sentence of clause 6.1.1, optional critical extensions are ruled out for extensions mentioned in RFC 5280. This leaves the theoretical possibility open that there are optional critical extensions not mentioned in RFC 5280. But the present specification does not mention such extensions, and the second normative sentence in Annex A makes explicit reference to RFC 5280, so this theoretical possibility does not seem to make sense either. 

We therefore propose to replace this sentence with a NOTE in clause 6.

This then leaves nothing normative in normative Annex A, so it is suggested to void it. 


	
	

	Summary of change:
(

	1) Add certificate enrolment to scope

2) Move first part of first normative sentence in Annex A to clause 6.1, add a NOTE to clause 6.1.1 capturing the assumed intention of the second normative sentence in Annex A. 

3) Void Annex A.
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	Other comments:
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	This CR was approved at SA3 level in November 2012 but not presented in the following  SA Plenary by mistake (MCC).


******************START CHANGES************

1
Scope

The scope of this Technical Specification is limited to authentication of network elements, which are using NDS/IP or TLS, and to Certificate Enrolment for Base Stations as described in the present document. 

In the case of NDS/IP this specification includes both the authentication of Security Gateways (SEG) at the corresponding Za-interfaces and the authentication between NEs and between NEs and SEGs at the Zb-interface. Authentication of end entities (i.e. NEs and SEGs) in the intra-operator domain is considered an internal issue for operators. This is quite much in line with [1] which states that only Za is mandatory and that the security domain operator can decide if the Zb-interface is deployed or not, as the Zb-interface is optional for implementation. Validity of certificates may be restricted to the operator's domain in case of Zb interface or in case of Za-interface between two security domains of the same operator.

NOTE:
In case two SEGs interconnect separate network regions under a single administrative authority (e.g. owned by the same mobile operator) then the Za-interface is not subject to interconnect agreements, but the decision on applying Za-interface is left to operators.

The NDS architecture for IP-based protocols is illustrated in figure 1.
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Figure 1: NDS architecture for IP-based protocols [1] 

In the case of TLS this Specification concentrates on authentication of TLS entities across inter-operator links. For example, TLS is specified for inter-operator communications between IMS and non-IMS networks TS 33.203 [9] and on the Zn' interface in GBA TS 33.220 [10]. Authentication of TLS entities across intra-operator links is considered an internal issue for operators. However, NDS/AF can easily be adapted to the intra-operator use case since it is just a simplification of the inter-operator case when all TLS NEs and the PKI infrastructure belong to the same operator. Validity of certificates may be restricted to the operator's domain. An Annex contains information on the manual handling of TLS certificates in case automatic enrolment and revocation according to NDS/AF for TLS is not implemented.

******************NEXT CHANGE************

6.1
Certificate profiles

NOTE:
The present clause contains the general 3GPP certificate profile. Other 3GPP specifications (e.g. TS 33.203 [9], TS 33.220 [10], etc.) point to the present clause. Thus parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using certificates should refer to this profile with as few exceptions as possible.

The present clause profiles the certificates to be used for NDS/AF. An NDS/AF component shall not expect any specific behaviour from other entities, based on certificate fields not specified in this section.

Certificate profiling requirements as contained in this specification have to be applied in addition to those contained within RFC5280 [14]. This applies for the SEG, NE,the TLS entity, the SEG CA and the Interconnection CA.
A receiving SEG or TLS entity shall be able to process an extension marked as critical in the present document.

Before fulfilling any certificate signing request, the NE CA, SEG CA and Interconnection CA shall make sure that the request suits the profiles defined in this section. Furthermore, the CAs shall check the Subject's DirectoryString order for consistency, and that the Subject's DirectoryString belongs to its own administrative domain.

NEs, SEGs and TLS entities shall check compliance of certificates with the NDS/AF profiles and shall only accept compliant certificates.

******************NEXT CHANGE************

6.1.1
Common rules to all certificates

-
Version 3 certificate according to RFC5280 [14].

-
Hash algorithm for use before signing certificate: SHA-1 and SHA-256 mandatory to support, MD-5 shall not be used, MD2 should not be used. For security reasons, the use of SHA-1 is not recommended for newly created certificates.

NOTE 1:
For interworking with pre-Release 9 elements, usage of SHA-1 in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use SHA-1 or MD2 as the hash algorithm will be prohibited. 

-
Signature algorithm: RSAEncryption.

-
Public key algorithm: rsaEncryption.

-
The public key length shall be at least 1024-bit and should be at least 2048-bit. A public key length of at least 2048-bit shall be supported. For security reasons, the use of public key lengths less than 2048-bit is not recommended for newly created certificates.

NOTE 2:
For interworking with pre-Release 10 elements, usage of public key lengths less than 2048-bit in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use public key lengths less than 2048-bit will be prohibited.

-
For CA certificates the public key length shall be at least 2048-bit and a public key length of at least 4096-bit shall be supported.

-
Subject and issuer name format. 

-
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format. Note that C is optional element.

or

-
cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>. Note that ou is optional element.

-
CRLs as specified in subclause 6.1a shall be supported for certificate revocation verification. 
-
Certificate extensions which are not mandated by this specification but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.
NOTE x:
The above requirement implies that an NE, SEG or TLS entity receiving such optional extensions marked as “critical” will react with an error because, according to the introduction to clause 6.1 of the present document, NEs, SEGs and TLS entities shall only accept compliant certificates. 
******************NEXT CHANGE************

Annex A (void):




******************END OF CHANGES************
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