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Agenda Item: 11.35
Discussion
In further reviewing the SA4 CR 26.346-0306, the source companies identified that it introduces a possibility for a bid-down attack with the use of HTTPS for ADP due to the requirement in SA4 CR that the UE shall determine whether to use HTTP or HTTPS for ADP based on the presence of the HTTP or HTTPS in the “serviceURI” in the associated delivery description. This is because “serviceURI” may not be integrity protected. SA4 CR further requires that this indication shall override any pre-configuration in the UE requiring the use of HTTPS for ADP procedures. 

Therefore the source companies believe that the CR should be sent back to SA4 for further consideration and coordination with SA3.
In the attached draft SA3 CR and draft SA4 CR, the source companies have identified potential changes to the SA4 TS 26.346 and SA3 TS 33.246, which could potentially be used to overcome the vulnerability. The draft CRs are provided for your information, not for approval.
Proposal
It is proposed that SA should send SA4 CR 26.346-0306 back to SA4 for their review and consideration, and that the attached SA3 draft CR is submitted by co-sourcing companies to SA3 for their review and consideration.
Attachments

1- Draft SA3 CR on TS 33.246 for information
2- Draft updated SA4 CR 26.346-0306 for information
