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********************START OF CHANGES*******************************

5.4.2 
Authentication and authorization for e2e protection using SDES

The originating IMS UE and the terminating IMS UE rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

In particular, under the assumption of secure SIP signalling, the originating IMS UE can be assured that the media key it sent reaches only the intended recipient of the SIP messages, except in forking or re-targeting situations where also the endpoints to which the call is forked or re-targeted will see the media key sent by the originating IMS UE. The terminating IMS UE gets different degrees of assurance about the identity of the originating IMS UE it shares a key with, depending on whether the originating IMS UE resides in the same trust domain or not. If it does then the network can assert the sender’s identity to the terminating IMS UE, otherwise there will be no such assurance. 

Furthermore, if both the originating and the terminating IMS UE are in IMS they know from the absence of indications relating to e2ae security that no IMS network node terminates IMS media security. If one of the UEs is outside the IMS there will be no such assurance.

The originating and the terminating IMS UE implicitly authorize each other to engage in e2e security by sending SDES crypto attributes to each other. Also, in case the originating IMS user chooses anonymity for a session, the terminating IMS UE will not learn the originating user’s identity, and vice versa, in case the terminating IMS user chooses anonymity for a session, the originating IMS UE will not learn the terminating user’s identity.

In forking and re-targeting scenarios, when the IMS user that finally terminates the session chooses anonymity, the originating IMS user may have no indication to which terminating IMS user the session has been established or even whether the call has been forked or re-targeted at all.

NOTE: An IMS UE can apply certain policies to enhance security in forking and re-targeting scenarios. For example, an IMS UE receiving an answer to an INVITE can check the P-Asserted-Identity field to verify whether the answering user is the called one, and if this is not the case, cancel the current session (and possibly establish a new session directly with the answering user, using new keys). Moreover, an IMS UE can alert the user in case the user has triggered the establishment of a media session using e2e security but the identity of the answering party is not asserted to the IMS UE.
********************END OF CHANGES*******************************
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