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Figure 7.3-1:  Architecture for SIP Digest based Authentication and Lightweight Security (SDALS)
Figure 7.3-1 shows a high-level architecture for SIP Digest based Authentication and Lightweight Security (SDALS). The authentication between UE and IdP (SSO Server) is based on SIP Digest, and the solution creates two keys, one key (k0) used between UE and IdP (SSO Server) is negotiated and generated based on challenge, and the other key (K1), used between UE and RP, is generated by UE and by IdP (SSO Server) and delivered to RP via the UE, being protected by a key that is pre-shared by the IdP and the RP.The IdP (SSO Server) contained in the substructure of the SSO subsystem which could be leveraged to enable application servers and on the user side to establish shared keys could provide the SSO service to application servers based on SIP Digest. There are three new reference points linking the UE and the HSS to the IdP (SSO Server), as well as linking the UE and the RP. The reference points SSOh and SSOb could provide the SSO functionality.

General requirements for the functionality of the IdP (SSO Server) are:

· It shall be able to communicate securely with the HSS and the UE and the RP.

· It shall be able to perform authentication based on SIP digest based credentials.
· It shall be able to generate a shared key and a session key with a UE.
· It shall be able to send the aforementioned session key to the RP, encrypted by a key that is pre-shared by the IdP and the RP, inside a message to the UE.
· It shall be able to manage the Identity-related security keys and credentials.

The required functionalities for a UE are:

· Supporting authentication using SIP digest credentials.

· Generating a shared key and a session key with the IdP.

The requirements for the reference point SSOa are:

· The reference point SSOa carries the application protocol, which is secured using a session key shared between a UE and the RP
The requirements for the reference point SSOb are:

· The reference SSOb shall provide mutual authentication between the IdP and a UE based on the SIP Digest method

· The reference SSOb shall support messages which cause the IdP and a UE to generate shared keys

· The reference SSOb shall allow the IdP to identify the UE

· The reference SSOb shall allow the IdP to indicate to the UE the lifetime of the shared key
· The reference SSOb shall allow the IdP to send an encrypted K1 to the RP inside a message which is sent via the UE.
The requirements for the reference point SSOh are:

· The IdP shall be able to retrieve SD-AV from the HSS, so we can re-use the Cx interface as the SSOh reference point.
************* END OF CHANGE 1 ***************
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