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4.4.1
List of Reference Points

The description of the reference points:

S1-MME, S1-U, S3, S4, S10, S11:
these are defined in TS 23.401 [4].

S2a
It provides the user plane with related control and mobility support between trusted non 3GPP IP access and the Gateway.

S2b
It provides the user plane with related control and mobility support between ePDG and the Gateway.

S2c
It provides the user plane with related control and mobility support between UE and the Gateway. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5
It provides user plane tunnelling and tunnel management between Serving GW and PDN GW. It is used for Serving GW relocation due to UE mobility and in case the Serving GW needs to connect to a non collocated PDN GW for the required PDN connectivity.
S6a
This interface is defined between MME and HSS for authentication and authorization. It is defined in TS 23.401 [4].

S6b
It is the reference point between PDN Gateway and 3GPP AAA server/proxy for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters. This reference point may also be used to retrieve static QoS profile for a UE for non-3GPP access in case dynamic PCC is not supported.

Gx
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Function (PCEF) in the PDN GW.
Gxa
It provides transfer of (QoS) policy information from PCRF to the Trusted Non-3GPP accesses.

Gxb
This interface is not specified within this release of the specification.

Gxc
It provides transfer of (QoS) policy information from PCRF to the Serving Gateway

PMIP-based S8
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between Gateways in the VPLMN and HPLMN.

S9
It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function. In all other roaming scenarios, S9 has functionality to provide dynamic QoS control policies from the HPLMN.
SGi
It is the reference point between the PDN Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.

SWa
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.

STa
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.

SWd
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.

SWm
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signalling (transport of mobility parameters, tunnel authentication and authorization data). This reference point also includes the MAG-AAA interface functionality, IETF RFC 5779 [43] and Mobile IPv6 NAS-AAA interface functionality, RFC 5447 [44].

SWn
This is the reference point between the Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE-initiated tunnel has to be forced towards ePDG. This reference point has the same functionality as Wn which is defined in TS 23.234 [5].

SWu
This is the reference point between the UE and the ePDG and supports handling of IPSec tunnels. The functionality of SWu includes UE-initiated tunnel establishment, user data packet transmission within the IPSec tunnel and tear down of the tunnel and support for fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses.

SWx
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication, subscription and PDN connection related data.

S1 interface for E-UTRAN is the same for both the architectures.

Protocol assumption:

-
S2a interface is based on current or future IETF RFCs. S2a is based on Proxy Mobile IP version 6. To enable access via Trusted Non 3GPP IP accesses that do not support PMIPv6, S2a also supports Client Mobile IPv4 FA mode.
-
S2b interface is based on GTP or Proxy Mobile IP version 6.

-
S2c is based on DSMIPv6 [10].

-
The PMIP-based S5, PMIP-based S8, S2a and PMIP-based S2b interfaces are based on the same protocols and differences shall be minimized. The S5 interface is based on the PMIPv6 specification, RFC 5213 [8].

-
The GTP based S5/S8 and GTP based S2b interfaces are based on the GTP protocol (TS 29.274 [57]). The GTP variant of S5 interface is described in TS 23.401 [4].

-
PMIPv6-based S8 interface is based on the PMIPv6 specification, RFC 5213 [8]. The GTP variant interface is described in TS 23.401 [4].

-
The PMIPv6-based interfaces (S5, S8, S2a, and S2b) shall support Generic Routing Encapsulation (GRE) RFC 2784 [23] including the Key field extension RFC 2890 [24]. The Key field value of each GRE packet header should enable the unique identification of the UE PDN connection that the GRE packet payload is associated with. These keys are exchanged using GRE Options extension to PMIPv6 Proxy Binding Update and Proxy Binding Ack messages on PMIPv6-based interfaces.

-
In case of CN node relocation, the GRE key for uplink traffic is forwarded to the target S‑GW over S10/S11 reference point.

-
SWu interface is based on IKEv2 [9] and MOBIKE [18].

The EPS shall allow the operator to configure a type of access (3GPP or non-3GPP) as the "home link" for Client Mobile IP purposes.

NOTE:
Redundancy support on reference points PMIP-based S5 and PMIP-based S8 should be taken into account.
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5.1.4.1
UE – PDN GW User Plane with E-UTRAN
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Legend:

-
On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

-
MME controls the user plane tunnel establishment and establishes User Plane Bearers between eNodeB and Serving GW.

-
EUTRAN-Uu: The radio protocols of E-UTRAN between the UE and the eNodeB are specified in TS 36.300 [6].

Figure 5.1.4.1-1: User Plane for E-UTRAN

5.1.4.2
UE – PDN GW User Plane with 2G access via the S4 Interface
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Legend:

-
On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

-
Protocols on the Um and the Gb interfaces are described in the TS 23.060 [21].

Figure 5.1.4.2-1: User Plane for A/Gb mode

5.1.4.3
UE – PDN GW User Plane with 3G Access via the S4 Interface
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Legend:

-
On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

-
Protocols on the Uu and the Iu interfaces are described in the TS 23.060 [21].

Figure 5.1.4.3-1: User Plane for Iu mode

5.1.4.4
UE – PDN-GW User Plane with 3G Access via the S12 Interface
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Legend:

-
On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

-
Protocols on the Uu interface are described in the TS 23.060 [21].

-
SGSN controls the user plane tunnel establishment and may establish a Direct Tunnel between UTRAN and Serving GW.

Figure 5.1.4.4-1: User Plane for UTRAN mode and Direct Tunnel on S12
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5.6.2.2
PDN-GW-initiated PDN Disconnection

The default bearer and all the dedicated resource allocations associated with the PDN address are released in this procedure.
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Figure 5.6.2.2-1: PDN GW initiated PDN Disconnection Procedure for PMIP-based S5/S8

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout (Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the Serving GW and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the procedures in figure 5.6.2.2-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1.
The PDN GW sends a Binding Revocation Indication (PDN address) message to the Serving GW.


Steps between A and B are described in clause 5.4.4.1 of TS 23.401 [4], using the indication that all bearers belonging to the given PDN address shall be released.

B.1.
The Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF as specified in TS 23.203 [19]. The S‑GW provides the information to enable the PCRF to uniquely identify the IP‑CAN session. This results in the removal of the Gateway Control session in S‑GW.

B.2.
The Serving GW returns a Binding Revocation Acknowledgement message to the PDN GW.

NOTE:
Step B.2 may occur before steps B.1 since the Serving GW need not wait for terminating the GW Control Session with the PCRF before acknowledging the Binding Revocation.

Next change

5.11
PDN GW initiated IPv4 address Delete Procedure

This procedure is initiated by the PDN GW when the UE releases the IPv4 address using DHCPv4 procedure or the lease for the IP address has expired. The procedure is used to delete the IPv4 address from the PDN connection context.
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Figure 5.11-1: PDN GW initiated IPv4 address Delete Procedure

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout (Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the Serving GW and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the procedures in figure 5.11-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1.
The PCEF initiates the Gateway Control Session Modification Procedure with the PCRF as specified in TS 23.203 [19]. The PDN GW provides the information to enable the PCRF to uniquely identify the IP CAN session.

2.
In case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS rules provision procedure as described in TS 23.203 [19] to inform the S‑GW of the updated QoS rules.

3.
The S‑GW initiates the "PDN GW initiated bearer modification without QoS update" as described in TS 23.401 [4], clause 5.4.3, between steps (A) and (B).

4.
The S‑GW informs the PCRF of the success of the QoS rules enforcement, thus ending the GW Control and QoS rules provision procedure described in TS 23.203 [19].

5.
The PDN GW sends a Binding Revocation Indication (PDN address) message to the Serving GW to revoke the IPv4 address.

6.
The Serving GW returns a Binding Revocation Acknowledgement message to the PDN GW.
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6.1.1
Protocol Stacks for S2a

The following protocols shall be supported on S2a:

-
PMIPv6

-
MIPv4 FA mode

The figures below illustrate the control planes for Mobility Management (MM) and the user planes for each protocol option.
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Legend:

-
According to terms defined in PMIPv6 specification, RFC 5213 [8], the functional entities terminating both the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA includes also the function of a Home Agent.

-
The MM control plane stack is PMIPv6 specification, RFC 5213 [8,] over IPv6/IPv4.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements GRE encapsulation applicable for PMIPv6.

Figure 6.1.1-1: Protocols for MM control and user planes of S2a for the PMIPv6 option
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Legend:

-
According to terms defined in MIPv4 RFC 5944 [12], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, FA (Foreign Agent) in the non-3GPP IP access, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv4 RFC 5944 [12] over UDP over IPv4.

-
The user plane carries remote IPv4 packets over an IPv4 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv4 as defined in RFC 5944 [12]. In some cases the tunnelling layer may be transparent.

Figure 6.1.1-2: Protocols for MM control and user planes of S2a for the MIPv4 FA mode option

Next change

6.2.3
Initial Attach procedure with MIPv4 FACoA on S2a and Anchoring in PDN-GW

MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW. It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.


[image: image9.emf] 

UE  

PDN GW      

3GPP   AAA   Proxy  

   

Trusted non -   3GPP IP   Access  

vPCRF   hPCRF      

HSS/AAA      

1. Non - 3GPP specific       Procedures  

   

2. Authentication and Authorization  

Roaming Scenarios  

2. Auth      

3. MIPv4 Ag ent Solicitation      

4. MIPv4 Foreign Agent Advertisement [care - of - address]  

5. MIPv4 Registration Request [UE ID = NAI, reverse tunnel request]  

7. MIPv4 Registration Request [UE ID = NAI, reverse tunnel request]  

11. MIPv4 Registration Reply (home address)   

10. Update PDN GW Address  

13. MIPv4 Registration Reply (home address)   

   

14. MIPv4 Tunnel Established  

8. AAA Interactions      

6. Gateway Control Session Establishment       Procedure      

   


Figure 6.2.3-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved. The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the non-3GPP access and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vPCRF is not involved at all.

This procedure is also used to establish the first PDN connection over a trusted non-3GPP access with MIPv4 FACoA on S2a when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN connections to different APNs over multiple accesses.

The event that triggers Authentication and Authorization in step 2 between the Trusted Non-3GPP IP Access and the 3GPP AAA Server, depends on the specific access technology.

1)
The initial Non-3GPP access specific L2 procedure and Non-3GPP access specific authentication procedures may be performed. These procedures are outside the scope of 3GPP.
2)
The EAP-based authentication procedure for trusted non-3GPP access networks between UE and the 3GPP EPC shall be performed as defined by TS 33.402 [45]. The PDN Gateway information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access as described in clause 4.5.1. The Attach Type is indicated to the Non-3GPP access network by the UE as described in the step 2 of clause 6.2.1.
3)
The UE may send an Agent Solicitation (AS) RFC 5944 [12] message. Specification of this message is out of the scope of 3GPP.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA. Specification of this message is out of the scope of 3GPP.

5)
The UE sends a Registration Request (RRQ) (MN-NAI, lifetime, APN) message to the FA as specified in RFC 5944 [12]. The MN NAI identifies the UE. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA as per step 2. The UE then receives the IP address of the PDN Gateway in step 13 as part of the Registration Reply (RRP) message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages. Subscription data is provided to the Trusted non-3GPP IP Access by the HSS/AAA in this step. The UE may request connectivity to a specific PDN by using an APN as specified in RFC 5446 [39]. If the UE provides an APN the FA verifies that it is allowed by subscription. If the UE does not provide an APN the FA establishes connectivity with the default PDN. The PDN Gateway selection takes place at this point as described in clause 4.5.1. This may entail an additional name resolution step.

6)
The Trusted non-3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The Trusted non-3GPP access provides the information to the PCRF to correctly associate it with the IP‑CAN session to be established in Step 9 and also to convey subscription related parameters to the PCRF, including the APN-AMBR (if forwarded by the trusted non-3GPP IP access) and Default Bearer QoS.

7)
The FA processes the message according to RFC 5944 [12] and forwards a corresponding RRQ (MN-NAI, APN) message to the PDN GW.

8)
The selected PDN GW obtains Authentication and Authorization information from the 3GPP AAA/HSS.

9)
The PDN GW allocates an IP address for the UE. The PDN GW initiates the IP‑CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The PDN GW provides information to the PCRF used to identify the session and associate Gateway Control Sessions established in step 6 correctly. The PCRF creates IP‑CAN session related information and responds to the PDN GW with PCC rules and event triggers.

10)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity and the APN corresponding to the UE's PDN Connection. The message includes information that identifies the PLMN in which the PDN GW is located. This information is registered in the HSS as described in clause 12.

11)
The PDN GW sends a RRP (MN-NAI, Home Address, Home Agent Address, Lifetime) as defined in RFC 5944 [12] to the FA. The Home Address includes UE Home IP address, the Home Agent Address contains the IP address of Home Agent. The Lifetime indicates the duration of the binding.

12)
In case the QoS rules have changed, the PCRF updates the QoS rules in the Trusted non-3GPP access by initiating the GW Control Session Modification Procedure, as specified in TS 23.203 [19].

13)
The FA processes the RRP (MN-NAI, Home Address, Home Agent Address) according to RFC 5944 [12] and sends a corresponding RRP message to the UE.

14)
IP connectivity from the UE to the PDN GW is now setup. A MIPv4 tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
Next change

6.8.2
UE-initiated Connectivity to Additional PDN with MIPv4 FACoA on S2a

This procedure is used to request for connectivity to an additional PDN over trusted non-3GPP access with MIPv4 FACoA on S2a when the UE already has active PDN connections over such trusted access. This procedure is also used to request for connectivity to an additional PDN over trusted non-3GPP access with MIPv4 FACoA on S2a when the UE is simultaneously connected to such trusted access and a 3GPP access, and the UE already has active PDN connections over both the accesses.

NOTE:
The PDN GW treats each MN-ID+APN as a separate binding and may allocate a new IP address for each binding.

Multiple connections to the same APN is supported for MIPv4 FACoA on S2a as the UE and PDN GW distinguish between connections by means of the UE's distinct home addresses for each connection.
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Figure 6.8.2-1: UE-initiated Connectivity to Additional PDN with MIPv4 FACoA on S2a

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the non-3GPP access and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vPCRF is not involved at all.

1)
When the UE wishes to connect to an additional PDN, UE sends a Registration Request (RRQ) (MN-NAI, lifetime, APN) RFC 5944 [12] message to the FA as specified in RFC 5944 [12]. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the IP address of the PDN Gateway in step 3 as part of the Registration Reply (RRP) message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages. The UE provides information about the new PDN by using an APN as specified in RFC 5446 [39].

2)
The trusted non-3GPP IP access performs a PDN GW selection for the new PDN connection. Steps 6‑12 of clause 6.2.3 are executed with PDN GW2 instead of PDN GW1. The AAA interactions for obtaining Authentication and Authorization information occur irrespective of whether the UE has a PDN connection with a different APN to the same PDN GW or not.

3)
The FA processes the RRP (MN-NAI, Home Address, Home Agent Address, APN) message according to RFC 5944 [12] and sends a corresponding RRP message to the UE.

4)
The MIPv4 tunnel is thus set up between the Trusted Non-3GPP IP Access and the PDN GW2 corresponding to the requested additional PDN while maintaining tunnels previously established for other PDNs.

Next change

6.12.1
PDN GW initiated Resource Allocation Deactivation with S2a PMIP

This procedure is performed to release all the resources associated with the PDN address, for example, due to IP‑CAN session modification requests from the PCRF or due to handover from Non-3GPP to 3GPP. When it is performed for an handover, the connections associated with the PDN address are released, but the PDN address is kept in the PDN GW.
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Figure 6.12.1-1: PDN GW Initiated Binding Revocation with S2a PMIP

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the non-3GPP IP access and the hPCRF. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the non-roaming case, the vPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the procedures in figure 6.12.1-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1.
If dynamic PCC is deployed, the PDN GW initiated Resource Allocation Deactivation procedure may for example be triggered due to 'IP CAN session Modification procedure', as defined in TS 23.203 [19]. In this case, the resources associated with the PDN connection in the PDN GW are released.


The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-3GPP to 3GPP.

2.
The PDN GW sends a Binding Revocation Indication message to the trusted non-3GPP IP access.

3.
The resources may be released in the trusted non-3GPP IP access, according to an access specific, trusted non-3GPP IP access initiated, release mechanism.

4.
If the resources are released in the trusted non-3GPP IP access, the trusted non-3GPP IP access initiates a Gateway Control Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5.
The trusted non-3GPP IP access returns a Binding Revocation Acknowledgement message to the PDN GW.

6.
In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW informs the AAA Server/HSS of the PDN disconnection.

NOTE:
For some accesses, the resources may be released independently of deactivation from the PDN GW.

Next change

6.12.3
PDN GW initiated Resource Allocation Deactivation for Chained PMIP-based S8-S2a Roaming

This clause defines the PDN GW initiated resource allocation deactivation for chained PMIP-based S8-S2a roaming. This procedure also applies for PMIP-based S8-S2b chaining.
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Figure 6.12.3-1: PDN GW Initiated Binding Revocation for Chained PMIP-based S8-S2a Roaming Case

The optional interaction step between the gateways and the PCRF in the procedures in figure 6.12.3-1 occur only if dynamic policy provisioning is deployed. Otherwise policies may be statically configured in the gateway.

1.
The PDN GW sends a Binding Revocation Indication message to the MAG function in the Serving GW.

2.
The Serving GW sends a corresponding Binding Revocation Indication message to the MAG function of the trusted non-3GPP IP access or ePDG.

3.
The trusted non-3GPP IP access or ePDG may release allocated resources in the non-3GPP IP access according to access specific release mechanisms.

4.
In case a Gateway Control Session between the trusted non-3GPP access or ePDG and hPCRF exists, the Gateway Control Session Termination procedure, as specified in TS 23.203 [19], is performed.

5.
The MAG function of the trusted non-3GPP IP access or ePDG returns a Binding Revocation Acknowledgement message to the Serving GW.

6.
The MAG function of the Serving GW or ePDG sends a corresponding Binding Revocation Acknowledgement message to the PDN GW.

7.
In the case where the resources corresponding to the PDN connection are released in the PDN GW, the PDN GW informs the AAA Server/HSS of the PDN disconnection.

NOTE:
For some accesses, the resources may be released independently of deactivation from the PDN GW.

Next change

6.13
PDN GW initiated IPv4 address Delete Procedure

This procedure is initiated by the PDN GW when the UE releases the IPv4 address using DHCPv4 procedure or the lease for the IP address has expired. The procedure is used to delete the IPv4 address from the PDN connection bearer context.
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Figure 6.13-1: PDN GW initiated IPv4 address Delete Procedure

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

The roaming (Figure 4.2.3-1), Local Breakout (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, relaying the PCC messages between the hPCRF in the HPLMN to the BBERF/PCEF in the VPLMN. In the non-roaming case, the vPCRF is not involved at all. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN.

1.
The PCEF initiates the IP‑CAN Session Modification Procedure with the PCRF as specified in TS 23.203 [19]. The PDN GW provides the information to enable the PCRF to uniquely identify the IP‑CAN session.

2.
In case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS rules provision procedure as described in TS 23.203 [19] to inform the Trusted non-3GPP access of the updated QoS rules.

3.
The Trusted non-3GPP Access initiates the "Network-initiated Dynamic PCC on S2a" procedure to release the bearers.

4.
The trusted non-3GPP access informs the PCRF of the success of the QoS rules enforcement, thus ending the GW Control and QoS rules provision procedure described in TS 23.203 [19].

5.
The PDN GW sends a Binding Revocation Indication (PDN address) message to the trusted non-3GPP access to revoke the IPv4 address.

6.
The trusted non-3GPP access returns a Binding Revocation Acknowledgement message to the PDN GW.

Next change

7.1.1
Protocol Options for S2b

The following protocol may be supported on S2b:

-
PMIPv6;

-
GTP.

Figures 7.1.1-1 and 7.1.1-2 illustrate the control plane for Mobility Management (MM) and the user plane on S2b for the PMIPv6 and GTP variants of S2b respectively.
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Legend:

-
According to terms defined in PMIPv6 specification, RFC 5213 [8], the functional entities terminating both the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA includes also the function of a Home Agent.

-
The MM control plane stack is PMIPv6 (draft-ietf-netlmm-proxymip6 [8]) over IPv6/IPv4.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network. Between the UE and the ePDG, packets are encapsulated using IPSEC RFC 3948 [48].

-
The tunnelling layer implements GRE encapsulation applicable for PMIPv6.

Figure 7.1.1-1: Protocols for MM control and user planes of S2b for the PMIPv6 option
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Legend:

-
GPRS Tunnelling Protocol for the control plane (GTP C): This protocol tunnels signalling messages between the ePDG and the P-GW (S2b).

-
GPRS Tunnelling Protocol for the user plane (GTP U): This protocol tunnels user data between the ePDG and the P‑GW in the backbone network. GTP shall encapsulate all end user IP packets.

-
UDP/IP: These are the backbone network protocols used for routing user data and control signalling.

Figure 7.1.1-2: Protocols for MM control and user planes of S2b for the GTP option

Next change

7.9.1
PDN GW initiated Resource Allocation Deactivation with PMIPv6 on S2b

This procedure is performed to release all the resources associated with the PDN address, for example, due to IP CAN session modification requests from the PCRF or due to handover Non-3GPP to 3GPP. When it is performed for an handover, the connections associated with the PDN address are released, but the PDN address is kept in the PDN GW.
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Figure 7.9-1: PDN GW Initiated Resource Allocation Deactivation with PMIPv6 on s2b

The PDN GW initiated resource allocation deactivation procedure for S2b PMIP reference point is defined in the following.

1.
If dynamic PCC is deployed, the PDN GW initiated Resource Allocation Deactivation procedure may for example be triggered due to 'IP CAN session Modification procedure', as defined in TS 23.203 [19]. In this case, the resources associated with the PDN connection in the PDN GW are released.


The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-3GPP to 3GPP.

2.
The PDN GW sends a Binding Revocation Indication message to the trusted non-3GPP IP access.

3.
The IKEv2 tunnel release is triggered from the ePDG if all bearers belonging to the PDN connection are released.

4.
The resources may be released in the non-3GPP IP access.

5
The ePDG send a Buinding Revocation Acknowledgement  message to the PDN GW.

6.
In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW informs the AAA Server/HSS of the PDN disconnection.

7.
The PDN GW indicates to the PCRF whether the requested PCC decision was successfully enforced by completing the PCRF-initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], proceeding after the completion of IP CAN bearer signalling.

Next change

8.3
Handover from 3GPP access to Trusted Non-3GPP IP Access with MIPv4 FACoA on S2a
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Figure 8.3-1: 3GPP IP Access to Non-3GPP IP access Handover over MIPv4-based S2a

In case of connectivity to multiple PDNs the following applies:

-
If the UE is connected to both 3GPP access and trusted non-3GPP access before the handover of PDN connections to trusted non-3GPP access is triggered, steps 2 to 5 shall be skipped.

-
If the UE is connected only to 3GPP access before the handover of PDN connections to trusted non-3GPP access is triggered, steps 2 to 5 shall be performed.

-
Steps 6 to 14 shall be repeated for each PDN connection that is being transferred from 3GPP access.

Step 6 to step 14 can occur in parallel for each PDN. Other impacts related to the handover for multiple PDNs are described in clause 8.1.

The steps involved in the handover from 3GPP Access connected to the EPC to trusted non-3GPP IP access are depicted below for the case of non-roaming, roaming with home routed traffic, roaming with local breakout and roaming with anchoring in the Serving Gateway in the VPLMN. It is assumed that while the UE is served by the 3GPP Access, a PMIPv6 or GTP tunnel is established between the S‑GW and the PDN GW in the evolved packet core.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

Both the roaming (Figure 4.2.1-2) and non-roaming (Figure 4.2.1-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the Serving GW in the VPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved at all.

The event that triggers Authentication and Authorization in step 3 or step 6 between the Trusted Non-3GPP IP Access and the 3GPP AAA Server, or whether this step occurs at all, depends on the specific access technology.

1)
The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used 3GPP Access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in clause 4.8 (Network Discovery and Selection).

3)
The UE performs access authentication and authorization in the non-3GPP access system as defined by TS 33.402 [45]. The 3GPP AAA server authenticates and authorizes the UE for access in the trusted non-3GPP system. As part of the authentication and authorization procedure, the 3GPP AAA server obtains the PDN-GW identity from the HSS and it returns the same PDN-GW identity to the trusted non-3GPP access system at this step (upon successful authentication and authorization).

4)
The UE may send an Agent Solicitation (AS) RFC 5944 [12] message. Specification of this message is out of the scope of 3GPP.

5)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) (RFC 5944 [12]) message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA. Specification of this message is out of the scope of 3GPP.

6)
The UE sends a Registration Request (RRQ) (MN-NAI, lifetime) message as defined in RFC 5944 [12] to the FA as specified in RFC 5944 [12]. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the FA uses the PDN GW address as received in step 3. The UE then receives the IP address of the PDN Gateway in step 11 as part of the RRP message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages.

7)
The Trusted non‑3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF. The Trusted non‑3GPP access provides the information to the PCRF to correctly associate it with the IP‑CAN session and also to convey subscription related parameters to the PCRF. If the Trusted Non-3GPP access supports UE/NW bearer control mode, the PCRF provides all the QoS rules required for the Trusted Non-3GPP access to perform the bearer binding.

8)
The FA processes the message according to RFC 5944 [12] and forwards a corresponding RRQ (MN-NAI, lifetime) message to the PDN GW.

9)
The PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection and obtains authentication and authorization information from the 3GPP AAA Server. The message includes information that identifies the PLMN in which the PDN GW is located. The 3GPP AAA Server may update the information registered in the HSS as described in clause 12.

10)
The PDN GW allocates an IP address for the UE. The PDN GW initiates the IP CAN Session Modification Procedure with the PCRF, as specified in TS 23.203 [19]. The PDN GW provides information to the PCRF that the IP-CAN type has changed and the PCRF responds to the PDN GW with PCC rules and event triggers.

11)
The PDN GW sends a Registration Reply (RRP) (MN-NAI, Home Address, Home Agent Address) message as defined in RFC 5944 [12] to the FA.

12)
The FA processes the RRP (MN-NAI, Home Address) according to RFC 5944 [12] and sends a corresponding RRP message to the UE.

13)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.

14)
The PDN GW shall initiate the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in clause 5.6.2.2 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [4], clause 5.4.4.1.

Next change

8.3b
Handover from Trusted Non-3GPP IP Access with MIPv4 FACoA on S2a to 3GPP access

In this scenario, the session starts in a trusted non-3GPP access system using MIPv4 FA CoA and subsequently, the session hands over to a 3GPP access system. The steps involved are shown in the figure below.
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Figure 8.3b-1: Handover from Trusted Non-3GPP IP Access with MIPv4 FACoA on S2a to 3GPP Access

For connectivity to multiple PDNs the following applies:

-
If UE is connected to both 3GPP access and non-3GPP access before the handover of PDN connections to 3GPP access is triggered, steps 2 to 16 of Figure 8.2.1.1-1 shall be skipped and the UE shall only perform step 17 of Figure 8.2.1.1-1 for each PDN connection that is being transferred from non-3GPP access.

-
If UE is connected only to non-3GPP access before the handover of PDN connections to 3GPP access is triggered, steps 2 to 16 of Figure 8.2.1.1-1 shall be performed. In step 3 of Figure 8.2.1.1-1 the UE shall provide the APN corresponding to one of the PDN connections that are being transferred from non-3GPP access. The UE shall then repeat step 17 of Figure 8.2.1.1-1 for each of the remaining PDN connections that are being transferred from non-3GPP access.

-
Steps 4 and 5 of Figure 8.3b-1 shall be repeated for each PDN connection that is being transferred from non-3GPP access.

Other impacts related to the handover for multiple PDNs are described in clause 8.1.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1)
The UE uses a trusted non-3GPP access system. It has a MIPv4 session with the PDN GW with a FA in the trusted non-3GPP access using FACoA.

2)
The UE discovers and attaches to the 3GPP access as defined in Step (C) of Figure 8.2.1.1-1, except that the IP CAN session modification and the path switch are triggered as explained below.

3)
The UE may send an Agent Solicitation RFC 5944 [12] message. The HA functionality in the PDN GW sends an Agent Advertisement (AA) RFC 5944 [12] message to the UE.

4)
The UE determines that it is back home through inspection of the H bit and advertised prefix within the agent advertisement (AA) received in the previous step. The UE sends a Registration Request message with the destination address set to the HA's address and with a Lifetime field set to 0 to indicate deregistration. Once the deregistration request is accepted, the UE receives an Registration Response message from the HA.

5)
The PDN GW shall initiate resource allocation deactivation procedure in the trusted/untrusted non-3GPP IP access as defined in clause 6.12.

Next change

E.2
Gateway Relocation with MIPv4 FACoA on S2a
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Figure E.2-1: Gateway Relocation when MIPv4 FACoA mode MM mechanism is used over S2a

When the Gateway Relocation procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved.

In the case of Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4), the vPCRF is employed to forward messages from the hPCRF in the home PLMN, by way of the vPCRF in the VPLMN to the non-3GPP access.

1)
A gateway relocation is triggered, to be initiated by the UE. This trigger is outside the scope of 3GPP standardization.

2)
The UE sends a Registration Request (RRQ) RFC 5944 [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34] and the Home Agent Address.

3)
The Trusted non-3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF, as specified in TS 23.203 [19]. The Trusted non-3GPP access provides the information to the PCRF to correctly associate it with the IP CAN session to be established in Step 9 and also to convey subscription related parameters to the PCRF.

4)
The FA processes the message according to RFC 5944 [12] and forwards a corresponding RRQ message to the PDN GW.

5)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) RFC 5944 [12] to the FA, including the IP address allocated for the UE.

6)
The Trusted Non-3GPP Access Network initiates the Gateway Control Session Termination Procedure with the PCRF as specified in TS 23.203 [19]. The Trusted Non-3GPP Access Network no longer applies QoS policy to service data flows for this UE.

7)
The FA processes the RRP according to RFC 5944 [12] and sends a corresponding RRP message to the UE.

8)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
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6. Gateway Control Session Termination Procedure
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B.1 BBERF-Initiated GW Control Session Termination Procedure
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