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(1) Introduction

There has been much discussion recently in various 3GPP groups (e.g., SA1, SA2, SA3, CT1, CT, and now SA) regarding whether the default setting for ETWS/PWS messages should be “ON” or “OFF”. The purpose of this paper is to show (1) why a default “OFF” setting does not meet  US law and regulations, and (2) why a default “OFF” setting is  undesirable for a public warning system feature in any country.

(2) Statement from US Law

The following provides a requirement from US law, specifically, Section 602(b)(2)(E) of the Warning Alert and Response Network (WARN) Act in H.R. 4954-53:

“Any commercial mobile service licensee electing to transmit emergency alerts may offer subscribers the capability of preventing the subscriber’s device from receiving such alerts, or classes of such alerts, other than an alert issued by the President.”

(3) Statement from US Regulation

The following provides a US Federal Communications Commission (FCC) regulation from Appendic C, Final Rules, of the FCC Third Report and Order, FCC 08-184, adopted and released Aug. 7, 2008:

§ 10.280 Subscribers’ Right to Opt-Out of CMAS Notifications

(a) CMS providers may provide their subscribers with the option to opt out of both, or either, the “Child Abduction Emergency/AMBER Alert” and “Imminent Threat Alert” classes of Alert Messages.

(b) CMS providers shall provide their subscribers with a clear indication of what each option means, and provide examples of the types of messages the customer may not receive as a result of opting-out.

The FCC rule above allows opt-out of ONLY AMBER alerts or Imminent Threat alerts. It does not allow opt-out of the Presidential alert. 

The above excerpts clearly demonstrate that there shall be no option provided to the user to prevent the user from receiving a Presidential Alert. Providing an option specific to PWS to allow a user to not receive a Presidential alert would be a violation of the FCC Subscriber Alert Opt-Out rules and of the WARN Act. 

(4) PWS Requirements in 3GPP

The 3GPP TS 22.268 specifies the following as general PWS requirements: 

4.6.4
Enabling and disabling of Warning Notifications
The PWS-UE shall be configured to receive all Warning Notifications.

It shall be possible for users to disable (e.g., opt-out) presentation of some or all of the Warning Notifications, subject to regulatory requirements and/or operator policy. The user shall be able to select PWS-UE enabling/disabling options via the User Interface to disable, or later enable, the PWS-UE behavior in response to some or all Warning Notifications.
The above PWS requirements (initially specified in Rel-9) were specified with a default ON in order to meet the above US regulatory requirements as well as the requirements for all other known alert systems in all other countries specified in Rel-9 and later releases. The requirements for this default global setting have not been changed and still have a default ON requirement. 
In addition, there are CMAS specific requirements in 22.268 to meet the following US regulations for opting out of alerts: 

· Presidential Alerts shall always be presented to the UE, and there shall not be an option for the user to disable the reception of such messages. 

· AMBER and Imminent Threat Alerts are presented by default and the user shall have the option to disable the reception of such messages via a user-interface. 

In short, if a setting is now specified for the UE to indicate whether or not to receive the PWS messages, then the setting shall be  “default ON” and the setting shall remain ON due to the necessity to receive presidential alerts (i.e., a user in the US should not be able to alter the setting).
(5) List Management for PLMN IDs

Discussions of so-called “blacklists” and “whitelists” to be configured in a UE have occurred in various 3GPP groups. The idea is that PLMN IDs would be added to these lists to either explicitly disallow (in the case of a blacklist) or to explicitly allow (in the case of a whitelist) messages transmitted by the networks identified by the PLMN ID. Because US law and regulations encourage the receipt of warning messages to users (and mandate the Presidential alerts), a default ON setting for PWS is required, and hence, neither blacklists nor whitelists are needed. This approach is consistent with the PWS stage 1 requirements. If there were other reasons why a list approach would have to exist, a blacklist approach is the only approach that would allow operators to meet the US PWS regulatory requirements. However, management of lists by the network and conveying list entries to UEs to support ETWS/PWS are costly capabilities that are not needed. ETWS/PWS is based on existing Cell Broadcast technology, and this does not require any additional filtering (such as a PLMN list) to control whether messages are allowed or not. Certainly, the idea of using DM to manage PLMN ID lists for ETWS/PWS purposes is overly complicated, not favored in the US, and is completely inconsistent with existing CMAS implementations. It should also be pointed out that the management of such lists is optional and only being proposed from Rel-11. PWS has been specified since Rel-9. 
(6) Security and other High Level Common Sense Concerns
The main concern raised by  one company in the SA3 discussion was that an attacker somehow manages to obtain a fake base station and this fake base station is then somehow cleverly configured by the attacker to send a false warning message (e.g., in a soccer stadium to cause a panic). 

We don’t deny that this scenario is in principle possible, but one should keep a larger perspective. Here are some practical considerations:

· On the attack scenario, the same panic could be achieved by much simpler means: smoke bomb, normal bomb, fire alarm, SMS alarms, just stand and shout “fire”, ……

· If one were an attacker, and really wanted to use the PWS system for this kind of panic purpose, one could either steal the cryptographic keys (for example in Malaysia recently some government crypto keys were stolen) or even more simply, just bribe someone in the warning center to trigger an alarm. The same “panic result” can be achieved via many different alternate (and easier) means.
· An attacker wanting to cause a false panic, would easily be able to find much simpler, much less expensive, much faster (and possibly not illegal), ways to cause a panic.

· Amongst ETWS/PWS deployments/supporters, there seems to be more support for a default ON, so it would seem appropriate to apply that default and any individual proponents requiring a default OFF could use their own configuration means to change the default from ON to OFF.

· A default will basically set the de-facto for the whole world.

· In particular, the countries most endangered by natural disaster (based on UN disaster index) are Bangladesh, Pakistan, Haiti, India, China, and Indonesia.

· Do we want the public warning system for mobile phones to be set to OFF by default in any country? Doesn’t that completely defeat the goals of public safety officials of getting alerts to as many users as possible to save as many lives as possible?

· Roamers are a challenge. We suppose that people would like to get a warning even when travelling. Updating any PLMN ID lists when entering a country is quite a burden for the network/operator, and can we really rely on all roaming partners handling that properly? The default ON setting eliminates complexity burdens for roaming scenarios. 

· The default setting should be standardized and to have it “ON” would be erring on the safe side from a public safety standpoint. If legislation or regulations in a particular country required a different default, then support in the standards for configuration of a different default from the rest of the world could be provided. However, in the latter case, the burden of altering the default should be placed only on operators in the limited number of countries that would use a default “OFF”, and no such configuration burden should be placed on operators that support a default “ON” setting.
· Many more people die in natural disasters than by terror attacks (and especially by the remote possibility of terror attacks caused by a fake base station). Take as examples the large tsunamis in Thailand and Japan, the flooding in Pakistan, and the earthquake in Haiti. Providing warning messages to as many people as possible is consistent with the public safety goals of the governments and public safety organizations wanting to add mobile emergency alerts to their portfolio of emergency broadcast capabilities. 

· Imagine asking any public safety official what they would think of any ETWS/PWS default setting other than “ON”.

(7) Conclusion

In order to provide a consistent method for users to obtain warning messages, and to increase the probability that the maximum number of users in a given area receive an alert intended for that area, the ETWS/PWS default setting should be standardized as “ON”. In the US, there is no other acceptable solution due to existing law and regulations cited in this paper. 

