Page 1



3GPP TSG-SA3 (Security)
S3-110381
SA3#63, 11-15 April; Chengdu, PR China
revision of S3-11xyzw
	CR-Form-v9.7

	CHANGE REQUEST

	

	(

	33.210
	CR
	0039
	(

rev
	-
	(

Current version:
	11.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Clarification of algorithm names and DH group usage in IKEv2

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	TEI11
	
	Date: (

	15/02/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Clause 5.4.2 historically contains the names of algorithms as given in their related RFCs. Since December 2005 RFC 4307 is available, which lists the algorithms used for IKEv2, and assigns unique names to them to be used in the context of IKEv2. The text in the IKEv2 profile should use these names.

	
	

	Summary of change:
(

	The names of algorithm used for the IKE_SA_INIT exchange are aligned with RFC 4307.

In addition, some cited text from RFC 4307 which partly differs from the profiling in the present document is removed, to avoid misunderstanding.

	
	

	Consequences if 
(

not approved:
	Algorithm names are not consistent with RFC 4307. Ambiguous text stays in specification.

	
	

	Clauses affected:
(

	5.4.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** start of 1st change **************************
5.4.2
Profiling of IKEv2 

The Internet Key Exchange protocol IKEv2 shall be supported for negotiation of IPsec SAs. The following additional requirements apply.

For IKE_SA_INIT exchange:

The following algorithms are listed with their names according to RFC 4307 [33].
Following algorithms shall be supported:

-
Confidentiality: ENCR_3DES;

-
Confidentiality: ENCR_AES_CBC with 128-bit key length;

-
Pseudo-random function: PRF_HMAC_SHA1;

-
Integrity: AUTH_HMAC_SHA1_96;

-
Diffie-Hellman group 2 (1024-bit MODP);
-
Diffie-Hellman group 14 (2048-bit MODP).

For security reasons, the use of Diffie-Hellman group 2 (1024-bit MODP) is not recommended. If a larger group is available, it should be used.

Following algorithms should be supported:

-
Pseudo-random function: PRF_AES128_CBC;

-
Integrity: AUTH_AES_XCBC_96.

NOTE:
RFC 4307 [33] contains further references for the algorithms listed.

For IKE_AUTH exchange:

-
The use of pre-shared secrets for authentication shall be supported;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in RFC 5996 [37].

For the CREATE_CHILD_SA exchange: 

-
Perfect Forward Secrecy is optional.

*********************** end of changes ***************************
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