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FIRST CHANGE
*********************

D.2.1
General

The basic idea of the solution for relay node security presented in this Annex is realizing a one-to-one binding of an RN and a USIM called USIM-RN. Such a one-to-one binding is realized in this solution either by using symmetric pre-shared keys (psk) or by certificates. In the psk case, the binding needs to be pre-established in the UICC and in the RN prior to deployment; in the certificate case, the binding needs to be pre-established only in the UICC prior to deployment. The use of certificates has the advantage that there is a standardized procedure for enrolling the private key corresponding to the certificate in the secure environment of the RN while the use of a psk requires manual operation for establishing the psk. A further advantage is that the name (identity) in the certificate can be given at time of enrolment, and does not have to be pre-established. On the other hand, the use of a psk has the advantage that no PKI is required and the procedure after pre-establishment of the psk is simpler. When using certificates for this one-to-one binding, a part of the usual certificate handling is replaced by subscription handling, as explained in Annex D.2.6.
The certificate-based procedures are mandatory to support.
The pre-shared-key-based procedures are mandatory to support.

NOTE 1:
The provisioning of pre-shared keys is out of the scope of this document.

When using certificates the UICC inserted in the RN shall contain two USIMs: a USIM-RN which shall perform any communication only via a secure channel, and a USIM-INI communicating with the RN without secure channel and used for initial IP connectivity purposes prior to RN attachment. The UICC shall establish a secure channel only with a particular relay node, as detailed in the procedures described in D.2.2. The UICC verifies this relay node by means of data pre-established in the UICC.

When using psk only the USIM-RN is required. This USIM-RN shall perform any communication only via a secure channel.
USIM-INI (if required) and USIM-RN can be functionally identical to Rel-99 USIMs. But a restriction of the command set, compared to a Rel-99 USIM, may be appropriate. In addition, for the certificate-based case, there will be other requirements on the UICC to perform the TLS handshake (BIP-UICC server mode or UICC USB).

NOTE 2:
The proposed solution with USIM-INI and USIM-RN does not imply new functionality on Rel-99 USIM. The secure channel features are at the UICC platform level, and a UICC implementing the secure channel can contain a Rel-99 USIM. Only additional files, for storing the RN identity and the use restriction (cf. step E5 and NOTE 2 in Annex D.2.2), and rules for certificate checking for the certificate-based case, are needed on the UICC.
Editor’s Note: A restriction of the command set, requirements on the UICC to perform the TLS handshake, additional files and rules on the UICC are to be addressed by CT6.
NEXT CHANGE

*********************

D.2.2
Security Procedures

The start-up of an RN shall proceed in the following steps. If one of the steps fails in any of the involved entities the procedure shall be aborted by that entity.

Phase I: Procedures prior to the RN attach procedure (certificate-based case)
E1.
The RN shall perform an autonomous validation of the RN platform.

E2.
The RN shall attach as a UE using USIM-INI if step E3 needs to be performed.

E3.
The RN shall obtain an operator certificate through the enrolment procedure defined in TS 33.310 [6] unless an operator certificate is already available. Details can be found in clause D.2.4. The RN may optionally establish a secure connection to an OAM server. Details can be found in clause D.2.5. The RN shall retrieve a CRL from a suitable server if no valid CRL is available locally in the RN.

E4.
After completing step E3, the RN shall detach from the network and de-activate the USIM-INI if it attached in step E2.

E5.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” with TLS handshake. This TLS handshake shall be initiated by the RN and use certificates on both sides. The RN shall either use a pre-established certificate or the certificate enrolled in step E3. The UICC shall verify that this certificate is limited to use with relay nodes. The UICC shall be pre-provisioned with an operator root certificate to verify the RN certificate. The UICC certificate shall be pre-installed in the UICC by the operator. The RN shall be provisioned with a root certificate to verify the UICC certificate.
E6.
A certificate validation client on the UICC shall verify the signatures in the RN certificate chain up to the root certificate. The check of revocation status and expiry time shall be omitted. A certificate validation client on the RN shall check the verification of the signatures in the UICC certificate chain up to the root certificate as well as the revocation status and expiry time. Details can be found in Annex D.2.6. Furthermore, the requirements in Annex D.2.3 on ‘USIM Binding Aspects’ shall apply.
NOTE 1:
The root certificate, and potentially other data required, that need to be stored in the UICC could be provisioned in the UICC during its personalization. The operator provides to smart card manufacturer a list of data (e.g. IMSI, key K, etc) to be provisioned in the UICC during its personalization phase, before issuance of the UICC. The root certificate, and potentially other data, could be provided by the operator as part of the data to be personalized in the UICC by the smart card manufacturer. In the field, the root certificate, and potentially other data, could also be updated by OTA means, if needed.
The private key corresponding to the RN certificate and the root certificate used to verify the UICC certificate shall be stored in the secure environment of the RN platform validated in step E1, and the TLS connection shall terminate there. From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. 
The USIM-RN shall not engage in any communication with any entity prior to the completion of the establishment of the Secure Channel according to steps E5 and E6 other than messages for establishing the Secure Channel according to ETSI TS 102 484 [29] clause 7 “Secured APDU”.
NOTE 2:
Certificate use restriction may be made possible e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or policy information terms, e.g. by a suitable object identifier (OID) in the certificate policies extension.

NOTE 3:
ETSI TS 102 484 [29] states in clause 6.2.2: “The UICC may present a self-signed certificate. The terminal or terminal application should temporarily accept such a certificate during the TLS handshake protocol, if it is able to establish by other means (e.g. successful network authentication) that the handshake protocol is conducted with an authentic UICC.” And in the present solution for relay node security, the RN indeed verifies the authenticity of the USIM-RN by means of a successful RN attach procedure. However, the use of a self-signed UICC certificate, or no UICC certificate at all, would weaken network-to-RN authentication in cases where both the interfaces of the RN with the UICC and the network were under the control of an attacker. (Think of a stolen RN in a rogue environment.) Then the RN would happily use any key fed to it over the interface with a fake UICC and use this key in the communication with a fake network. The use of a UICC certificate prevents this threat as no rogue UICC can set up a secure channel with the RN. Hence the RN cannot attach as an RN to a network other than the one of the operator who provisioned the root certificate in the RN. Similar considerations apply when the method in ETSI TS 102 484 [29] in clause 7 “Secured APDU” with TLS handshake is used.

NOTE 4:
It is proposed here that the RN assumes the role of TLS client in line with ETSI TS 102 484 [29], clause 7, on “Secured APDU” with TLS handshake.

NOTE 5:
One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a record counter, cf. clause 6.4 of ETSI TS 102 484 [29], or a transaction counter, cf. clause 5 of ETSI TS 102 484 [29]. To disallow the resumption of TLS session, and to enforce a new TLS handshake on each RN attach, the USIM-RN may be configured accordingly, if necessary. Details can be found in stage 3 specifications.
NOTE 6:

Having two USIMs on one UICC is a standard feature available today (but only one USIM can be active at a time in current 3GPP specifications).
NOTE 7:
The RN could distinguish a USIM-RN from a USIM-INI e.g. by the use of so-called “Application Identifiers (AID)” for UICC applications. 

Phase I: Procedures prior to the RN attach procedure (pre-shared key based case)
E1.
The RN shall perform an autonomous validation of the RN platform.

E2.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” using a pre-shared key. Furthermore, the requirements in Annex D.2.3 on ‘USIM Binding Aspects’ shall apply. 
From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. 
The USIM-RN shall not engage in any communication with any entity prior to the completion of the establishment of the Secure Channel according to step E2 other than messages for establishing the Secure Channel according to ETSI TS 102 484 [29] clause 7 “Secured APDU”.

E3.

The RN may optionally establish a secure connection to an OAM server. Details can be found in Annex D.2.5. 

E4.

The RN may remain attached to the network if it attached for performing step E3. 

E5.

void 
E6.

void 

NOTE 8:
The use of the pre-shared key variant requires that the RN is configured with this pre-shared key e.g. in the factory, or at the operator’s premises or in the field during RN installation. The corresponding procedures are out of scope of the present document. For the UICC, the regular personalization procedures are expected to apply. 

NOTE 9:
One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a record counter, cf. clause 6.4 of ETSI TS 102 484 [29], or a transaction counter, cf. clause 5 of ETSI TS 102 484 [29]. Details can be found in stage 3 specifications.

Phase II: RN attach procedure (pre-shared key case and certificate-based case)
It is required that a secure channel between RN and USIM-RN exists throughout the execution of phase II. 

The RN shall perform the RN attach procedure for EPS as defined in TS 36.300 [30], using the USIM-RN. In addition, the following security-related steps shall be performed:

A1.
If the USIM-RN is not already active the RN shall activate it and shall resume or re-establish the secure channel. In the certificate-based case this resumption or re-establishment shall be done by a new TLS handshake. The RN shall invalidate any EPS security context on the USIM-RN. The RN shall use the IMSI (or a related GUTI) pertaining to the USIM-RN in the RN attach procedure.
NOTE 10:
In the certificate-based case this IMSI differs from the one pertaining to the USIM-INI, therefore the network can distinguish the handling of the two USIMs.
A2.
The MME-RN shall run EPS AKA with the RN and the USIM-RN and shall establish NAS security. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.

A3.
The MME-RN shall check from the RN-specific subscription data received from the HSS that the USIM-RN is permitted for use in RN attach procedures. The MME-RN shall communicate the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message.
A4.
Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB and the RN shall set up AS security over Un as specified in the present document. Integrity protection for PDCP frames carrying S1 /X2 messages shall be provided. Integrity protection for PDCP frames on Data Radio Bearers over Un carrying other types of data shall be optionally supported. The DeNB shall reject to attach any node as a relay node for which no confirmation has been received from the MME-RN that the attachment is for relay nodes.
The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

END OF CHANGES
*********************
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