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1
Introduction

This document proposes to update the 3GPP TSG SA WG3 terms of reference, based on the Action Item from 3GPP TSG SA #49:

“AP 49/3:
SA WGs 1, 2, 3 and 4 should review their Terms of Reference to check that they allow the WG to address Converged Networks and to provide an updated ToR to TSG SA if required.”

It is proposed that the update to the terms of reference (section 2 of this document) is approved by SA3. 

This document further proposes to update the Introduction of the 3GPP TSG SA WG3 web to be inline with the proposed update of the terms of reference. It is proposed that the update of the Introduction (section 3 of this document) is approved by SA3.   
2
Proposed Update to the Terms of Reference
The WG has the overall responsibility for security in 3GPP systems. The WG will perform analysis of potential threats to these systems. Based on the threat analysis, the WG will determine the security requirements for 3GPP systems, and specify the security architectures and protocols. The WG will ensure the availability of any cryptographic algorithms which need to be part of the specifications. The WG will accommodate, as far as is practicable, any regional regulatory variations in security objectives and priorities for 3GPP partners. The WG will further accommodate, as far as is practicable, regional regulatory requirements that are related to the processing of personal data and privacy.
The subworking group TSG SA WG3-LI will detail the requirements for lawful interception in 3GPP systems, and produce all specifications needed to meet those requirements. This work shall be performed in conjunction with the regional standards bodies.
3
Proposed Update to the Introduction of the 3GPP TSG SA WG3 Web Page
The WG is responsible for security in 3GPP systems, determining the security requirements, and specifying the security architectures and protocols. The WG also ensures the availability of cryptographic algorithms which need to be part of the specifications.

The sub-WG SA3-LI provides the requirements and specifications for lawful interception in 3GPP systems.
Annex A:
Current Terms of Reference

“Terms of reference

To build on the work already undertaken for 2nd and 3rd generation systems by ETSI, ARIB, T1P1, TTA and TTC in order to:

· Determine the objectives and priorities for UMTS security taking into account the needs and aspirations of users, operators, regulators and manufacturers.

· Accommodate, as far as is practicable, any regional regulatory variations in security objectives and priorities for 3GPP partners.

· Accommodate, as far as is practicable, regional regulatory requirements that are related to the processing of personal data and privacy.

· Ensure that a threat analysis for UMTS is conducted.

· Detail the security requirements for UMTS - this to include, but not necessarily be limited to, security requirements for services, user access to services, billing and accounting, operations and maintenance, and fraud control.

· Detail the security requirements for the physical elements of UMTS - this to include, but not necessarily be limited to, security requirements for the radio access network, the core network and its interfaces to non-UMTS networks, terminals, user identity module (UIM) and interfaces between UMTS networks .

· Define a security architecture for UMTS which will satisfy the security requirements and align with the UMTS system architecture.

· Produce specifications for all the elements in the security architecture.

· Produce specifications for the operations and management of the security elements.

· Produce requirements specifications for any cryptographic algorithms needed for the security elements.

· Ensure the availability of any cryptographic algorithms which need to be part of the common specifications.

· Define how the specifications for the security elements are to be integrated into the radio access, core network, terminal, UIM, O&M and other relevant specifications produced by 3GPP, and to assist with that integration.

· Detail the requirements for lawful interception in UMTS, and produce all specifications needed to meet those requirements. This work shall be performed in conjunction with the regional standards bodies.

· Produce a time and milestones plan for the introduction of the various elements of the security architecture which is in line with the security priorities and the phasing of UMTS.

· Produce guidelines on the use of the UMTS security elements, including any requirements for operator specific algorithms.

· Produce guidelines on the limitations of UMTS security, and of the implications of not activating the security elements that are provided.

Liaisons may be established with the following bodies: ETSI SMG10, ETSI SAGE, ETSI TC Security, ARIB security group, 3GPP working groups and other bodies as required.”
Annex B:
Current Introduction of the 3GPP TSG SA WG3 Web Page

“SA WG3 Security is responsible for the security of the 3GPP system, performing analyses of potential security threats to the system, considering the new threats introduced by the IP based services and systems and setting the security requirements for the overall 3GPP system. SA WG3 aims at providing at least the same level of security and confidentiality as the 2nd Generation digital systems (e.g. GSM) and to improve upon this wherever feasible. SA WG3 continuously analyse the security implications of new services being developed.”
