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*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
IETF RFC 4877: "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[3]
Void.
[4]
IETF RFC 5778: "Diameter Mobile IPv6: Support for Home Agent to Diameter Server Interaction".

[5]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[6]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[7]
IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)". 

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

[9]
3GPP TS 33.234: "3G: security; Wireless Local Area Network (WLAN) interworking security".

[10]
IETF RFC 4072 (August 2005): "Diameter Extensible Authentication Protocol (EAP) Application".

[11] 
3GPP TS 33.102: "3G security; Security architecture".

[12]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[13]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[14]
3GPP TS 23.203: "Policy and charging control architecture".

[15]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2".

[16]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".

[17]
IETF RFC 3344: "IP Mobility Support for IPv4".

[18]
IETF RFC 4555: "IKEv2 Mobility and Multihoming Protocol (MOBIKE)".

[19]
IETF RFC 5295: "Specification for the Derivation of Root Keys from an Extended Master Session Key (EMSK)".

[20]
3GPPP TS 24.303: "Mobility Management based on Dual-Stack Mobile IPv6; Stage 3".

[21]
IETF RFC 4433: "Mobile IPv4 Dynamic Home Agent (HA) Assignment".

[22]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3; (Release 8) ".

[23]
IETF  RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[24]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)"
[25]
3GPP TS 29.109: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".
[26]
Void.

[27]
Void.
[28]
Void.

[29]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
[xx]
IETF RFC 5996: "Internet Key Exchange Protocol Version 2 (IKEv2)".
*** NEXT CHANGE ***
8.2.1
General

-
The UE and the ePDG shall use IKEv2, as specified in RFC 5996 [xx], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in RFC 5996 [xx], shall be used to authenticate the ePDG. The ePDG shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the ePDG determined by the ePDG selection procedures defined in TS 23.402 [5]. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the ePDG's certificate. 

-
EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC 5996 [xx], shall be used to authenticate UEs.

-
For profile for IKEv2, IPsec ESP and certificate contents and processing refer to subclause 8.2.4.
-
For the security aspects of emergency calls, cf. clause 13 of this specification.
8.2.2
Tunnel full authentication and authorization

The tunnel end point in the network is the ePDG. As part of the tunnel establishment attempt the use of a certain APN is requested. When a new attempt for tunnel establishment is performed by the UE the UE shall use IKEv2 as specified in RFC 5996 [xx]. The authentication of the UE in its role as IKEv2 initiator terminates in the 3GPP AAA Server. The UE shall send EAP messages over IKEv2 to the ePDG. The ePDG shall extract the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server. The UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.

The EAP-AKA message parameters and procedures regarding authentication are omitted. Only decisions and processes relevant to the use of EAP-AKA within IKEv2 are explained.

The message flow for the full authentication is depicted in the Figure 8.2.2-1.
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Figure 8.2.2-1: Tunnel full authentication and authorization

As the UE and ePDG generate nonces as input to derive the encryption and authentication keys in IKEv2, replay protection is provided. For this reason, there is no need for the 3GPP AAA Server to request the user identity again using the EAP-AKA specific methods (as specified in RFC 4187 [7]), because the 3GPP AAA Server is certain that no intermediate node has modified or changed the user identity.

1.
The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain an IPv4 and/or IPV6 home IP Address and/or a Home Agent Address.

3.
The ePDG sends the Authentication and Authorization Request message to the 3GPP AAA Server, containing the user identity and APN. The UE shall use the NAI as defined in accordance with clause 19.3 of 3GPP TS 23.003 [8], the 3GPP AAA server shall identify based on the realm part of the NAI that combined authentication and authorization is being performed for tunnel establishment with an ePDG which allows only EAP-AKA (and not an I-WLAN PDG as defined in TS 33.234 [9], which would allow also EAP-SIM). The different Diameter application IDs will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of the present document (which requires EAP-AKA' authentication), and authentications for tunnel setup in EPS (which allows only EAP-AKA).

4.
The 3GPP AAA Server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are not available in the 3GPP AAA Server). The 3GPP AAA Server shall lookup the IMSI of the authenticated user based on the received user identity (root NAI or pseudonym) and include the EAP-AKA as requested authentication method in the request sent to the HSS. The HSS shall then generate authentication vectors with AMF separation bit = 0 and send them back to the 3GPP AAA server.  
The 3GPP AAA Server checks in user's subscription if he/she is authorized for non-3GPP access.
The counter of IKE SAs for that APN is stepped up. If the maximum number of IKE SAs for that APN is exceeded, the 3GPP AAA Server shall send an indication to the ePDG that established the oldest active IKE SA (it could be the same ePDG or a different one) to delete the oldest established IKE SA. The 3GPP AAA Server shall update accordingly the information of IKE SAs active for the APN.
5.
The 3GPP AAA Server initiates the authentication challenge. The user identity is not requested again.

6.
The ePDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

7.
The UE checks the authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The ePDG forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

8.a
The AAA checks, if the authentication response is correct.

8.b-e
If dynamic IP mobility selection is executed embedded to the authentication and authorization, the selected mobility mode is sent to the user in an AKA-Notification request, over Diameter A&A answer and IKE_AUTH message. The UE responds to this over IKEv2 and the ePDG forwards the response to the 3GPP AAA Server.
9.
When all checks are successful, the 3GPP AAA Server sends the final Authentication and Authorization Answer (with a result code indicating success) including the relevant service authorization information, an EAP success and the key material to the ePDG. This key material shall consist of the MSK generated during the authentication process. When the SWm and SWd interfaces between ePDG and 3GPP AAA Server are implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key-AVP, as defined in RFC 4072 [10].

10.
The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified for IKEv2 in RFC 5996 [xx]. These two first messages had not been authenticated before as there was no key material available yet. According to RFC 5996 [xx], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11.
The EAP Success/Failure message is forwarded to the UE over IKEv2.

12.
The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

13.
The ePDG checks the correctness of the AUTH received from the UE. At this point the UE is authenticated. In case S2b is used, PMIP signalling between ePDG and PDN GW can now start, as specified in TS 23.402 [5]. The ePDG continues with the next step in the procedure described here only after successful completion of the PMIP binding update procedure.

14.
The ePDG calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY). 

15
The AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

16.
If the ePDG detects that an old IKE SA for that APN already exists, it will delete the IKE SA and send the UE an INFORMATIONAL exchange with a Delete payload, as specified in RFC 5996 [xx], in order to delete the old IKE SA in UE.

8.2.3
Tunnel fast re-authentication and authorization

Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the credentials used with EAP-AKA (e.g. USIM application in case of terminal with 3GPP access capabilities), and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

The UE and the 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the credentials used with EAP-AKA (e.g.presence of USIM application in case of terminal with 3GPP access capabilities) on the user side. The operator should take this into account when defining the policy on fast re‑authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The procedure is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.
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Figure 8.2.3-1: Untrusted Tunnel - Fast Re-authentication

1. The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2. The UE sends the fast re-authentication identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The fast re-authentication identity used by the UE shall be the one received in the previous authentication process. If the UE's Remote IP address needs to be configured dynamically, then the UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3. The ePDG sends the Authentication and Authorization Request message with an EAP-Payload AVP toward the 3GPP AAA Server, containing the fast re-authentication identity. The UE shall use the fast-re-identity to create an NAI, as defined in clause 19.3 of 3GPP TS 23.003 [8]. The 3GPP AAA server shall identify based on the realm part of the NAIthat the combined authentication and authorization is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9] , which would allow also EAP-SIM). The different Diameter application IDs will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of the present document(which requires EAP-AKA’ authentication), and authentications for tunnel setup in EPS (which allows only EAP-AKA).

4. The 3GPP AAA Server initiates the fast re-authentication challenge.

5. The ePDG sends an IKE_AUTH Response message to the UE, containing its identity, a certificate, and the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message (EAP-Request/AKA-Reauthentication) received from the 3GPP AAA Server is included in order to start the EAP procedure over IKEv2.

6. The UE checks the authentication parameters and responds to the fast re-authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

7. The ePDG forwards the EAP-Response/AKA-Reauthentication message toward the 3GPP AAA Server.
8. When all checks are successful, if dynamic IP mobility mode selection is executed during the tunnel setup, the selected IP mobility mode is sent via Diameter and IKv2 signaling to the UE. 
9. When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including the user's IMSI, the relevant service authorization information, an EAP success and the key material toward the ePDG. This key material shall consist of the MSK generated during the fast re-authentication process. When the SWm interface (ePDG-AAA) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key AVP, as defined in RFC 4072 [10].

10. The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in RFC 5996 [xx]. These two first messages had not been authenticated before as there were no key material available yet. According to RFC 5996 [xx], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the UE over IKEv2.

12. The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

13. The ePDG checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14. If the ePDG detects that an old IKE SA for that APN already exists, it will delete the IKE SA and send to the UE an INFORMATIONAL exchange with a Delete payload, as specified in RFC 5996 [xx], in order to delete the old IKE SA in UE.

*** NEXT CHANGE ***
8.2.5.1
General

The below sections describe the handling of IPsec tunnels in the idle and active mode mobility events when the target access has a UE and an ePDG, e.g. I-WLAN 3GPP IP Access System. In general, the IPsec tunnel handling during mobility events is managed by the end nodes where the IPsec tunnel is terminated, i.e. the UE and the ePDG.

In the case when the UE moves from the coverage area of the source ePDG and connect to another ePDG or a different access, the management of the IPsec tunnel between the UE and the source ePDG should be handled as follows:

1. The UE may keep all related IPsec tunnel security association parameters until its lifetime expires.

2. If after repeated attempts to contact the UE, the source ePDG concludes that the other endpoint (UE) has failed and all of its attempts have gone unanswered for a timeout period as specified in RFC 5996 [xx], the source ePDG may delete all the UE IPsec tunnel SA parameters.

3. If the source ePDG receieves an indication from a trusted network element that the UE has moved outside its coverage area, e.g. 3GPP AAA server, the source ePDG can delete all of the UE IPsec tunnel security association parameters.

*** NEXT CHANGE ***
9.2.2.1
General

The DS-MIPv6 security is based on IPsec as defined in RFC 4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA shall use IKEv2, as specified in RFC 5996 [xx], in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 5996 [xx], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 

· EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC 4877 [2] and RFC 5996 [xx], is used to authenticate UEs.

The following properties are needed to provide secure S2c over a Trusted Non-3GPP Access:

· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access.

· The Trusted Access protects against source IP address spoofing.

· The Trusted Access and PDN GW will have a secure link between them to transfer the user's data across.

· The Trusted Access and EPC need to co-ordinate when the UE detaches from the Trusted Access in order to ensure that the IP address that was assigned to the UE is not be used by another UE without EPC being aware of the change (i.e. enable the PDN GW to remove the CoA address binding for the old UE).

These properties ensure that the traffic the PDN GW is receiving has originated at the UE while UE is attached to the Trusted Access. These properties may be provided using enhanced security mechanisms defined in clause 9.2.2.4.
NOTE 1:
If Trusted Access and EPC do not co-ordinate regarding UE detachment then the UE that was re-assigned the IP address would be capable of impersonating traffic until the binding in PDN GW timed out. NOTE 2:
Procedures internal to the Trusted Access are outside the scope of the present document. 

The allocation of IP addresses in the access network may provide the last property listed above. If the IP address is not re-allocated until after the MIP Binding has expired or IKE Dead Peer Detection has been run. This means that the PDN GW will no longer associate the old UE to the IP address once the new UE gets the IP address and hence there is no risk of impersonation attacks.

PCC may also be used to provide the last property listed above in access networks that support it. In the case that PCC is used, a GW control session is established between the Trusted Access and the PCRF. This GW control session is identified by the UE ID and the IP address allocated to the UE (i.e. CoA if DSMIPv6 is used). Using the GW control session, the UE is restricted to limited access; in particular, the Trusted Access restricts the forwarding of the packets only to IKEv2 and BU messages until the binding at the PDN GW is established. The Trusted Access knows when the binding is established at the PDN GW because it receives an update of the GW control session. The flows for this control of policy are given in section(s) 6.3 and 6.6.2 of TS 23.402. This prevents a UE that attaches to the Trusted Access from sending non-signalling traffic to the PDN GW until it has completed a BU with the PDN GW and prevents an impersonation attack. 

*** NEXT CHANGE ***
9.2.2.2.2 
Fast re-authentication and authorization
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the credentials used with EAP-AKA (e.g. USIM application in case of terminal with 3GPP access capabilities), and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

The UE and the 3GPP AAA server shall implement fast re-authentication for the use of EAP-AKA with DSMIPv6. Its use is optional and depends on operator policy.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the EAP-AKA credentials (e.g. USIM application in case of terminal with 3GPP access capabilities) on the user side. The operator should take this into account when defining the policy on fast re‑authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The procedure is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.
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Figure 9.2.2.2.2-1: Fast Re-authentication for DSMIPv6

1. The UE and the PDN GW exchange the first pair of messages, known as IKE_SA_INIT, in which the PDN GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2. The UE sends the re-authentication identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the PDN GW that it wants to use EAP over IKEv2. The re-authentication identity used by the UE shall be the one received in the previous authentication process. If the UE's Remote IP address needs to be configured dynamically, then the UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3. The PDN GW sends the Authentication Request message with an EAP AVP toward the 3GPP AAA Server, containing the re-authentication identity. The PDN GW shall include the APN and a parameter indicating that the authentication is being performed for DSMIPv6 with a PDN GW. This will help the 3GPP AAA Server distinguish among authentications for DSMIPv6, trusted access, as specified in clause 6 of the present document, authentications for tunnel setup in I-WLAN (which would allow also EAP-SIM) and authentications for tunnel setup in EPS (which allow only EAP-AKA). The AAA checks that the UE is authorised to use the APN.
4. The 3GPP AAA Server initiates the fast re-authentication challenge.

5. The PDN GW sends an IKE_AUTH Response message to the UE, containing its identity, a certificate, and the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message (EAP-Request/AKA-Reauthentication) received from the 3GPP AAA Server is included in order to start the EAP procedure over IKEv2.

6. The UE checks the authentication parameters and responds to the fast re-authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

7. The PDN GW forwards the EAP-Response/AKA-Reauthentication message toward the 3GPP AAA Server.

8. When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material toward the PDN GW. This key material shall consist of the MSK generated during the fast re-authentication process. When the Wm interface (ePDG-AAA) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in RFC 4072 [10].


The 3GPP AAA Server steps up the counter of IKE SAs for that APN. If the maximum number of IKE SAs for that APN is exceeded, the 3GPP AAA Server shall send an indication to the PDN GW that established the oldest active IKE SA (it could be the same PDN GW or a different one) to delete the oldest established IKE SA. The 3GPP AAA Server shall update accordingly the information of IKE SAs active for the APN.

9. The MSK shall be used by the PDN GW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in RFC 5996 [xx]. These two first messages had not been authenticated before as there was no key material available yet. According to RFC 5996 [xx], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

10. The EAP Success message is forwarded to the UE over IKEv2.

11. The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDN GW.

12. The PDN GW checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDN GW shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

13. If the PDN GW detects that and old IKE SA for that APN already exists, it will delete the IKE SA and send to the UE an INFORMATIONAL exchange with a Delete payload, as specified in RFC 5996 [xx], in order to delete the old IKE SA in UE.

*** END OF CHANGES ***
9. AUTH payload is computed using MSK
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