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Start of 1st change

5.2
User data and signalling data confidentiality 

Signaling data confidentiality between the UE and an entity in the Evolved Packet Core is provided as defined in clauses 6, 8 and 9 of the present document. 
Optionally, user data confidentiality between the UE and the PDN GW is provided as defined in clause 9.2.2 of the present document when DS-MIPv6 is used,
The establishment of security contexts for user data and signaling data confidentiality between the UE and an entity in a non-3GPP access network is defined in clause 7 of the present document. The detailed definition of the corresponding confidentiality mechanisms is, however, outside the scope of 3GPP specifications.

Signaling data confidentiality between an entity in the non-3GPP access network and an entity in the Evolved Packet Core, or between two entities in the Evolved Packet Core, is provided as defined in clause 11 (Network Domain Security) of the present document. 

User data and signaling data confidentiality between two entities in a non-3GPP access network is outside the scope of 3GPP specifications.
Start of 2nd change

5.3
User data and signalling data integrity

Signaling data integrity between the UE and an entity in the Evolved Packet Core is provided as defined in clauses 6, 8 and 9 of the present document. 
Optionally, user data integrity between the UE and the PDN GW is provided as defined in clause 9.2.2 of the present document when DS-MIPv6 is used,
The establishment of security contexts for user data and signaling data integrity between the UE and an entity in a non-3GPP access network is defined in clause 7 of the present document. The detailed definition of the corresponding integrity mechanisms is, however, outside the scope of 3GPP specifications.

Signaling data integrity between an entity in the non-3GPP access network and an entity in the Evolved Packet Core, or between two entities in the Evolved Packet Core, is provided as defined in clause 11 (Network Domain Security) of the present document. 

User data and signaling data integrity between two entities in a non-3GPP access network is outside the scope of 3GPP specifications.

Start of 3rd change

9.2.2
DS-MIPv6

9.2.2.1
General

The DS-MIPv6 security is based on IPsec as defined in RFC4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA shall use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 

· EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC4877 [2] and RFC 4306 [3], is used to authenticate UEs.

The following properties are needed to provide secure S2c over a Trusted Non-3GPP Access:

· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access.

· The Trusted Access protects against source IP address spoofing.

· The Trusted Access and PDN GW will have a secure link between them to transfer the user's data across.

· The Trusted Access and EPC need to co-ordinate when the UE detaches from the Trusted Access in order to ensure that the IP address that was assigned to the UE is not be used by another UE without EPC being aware of the change (i.e. enable the PDN GW to remove the CoA address binding for the old UE).

These properties ensure that the traffic the PDN GW is receiving has originated at the UE while UE is attached to the Trusted Access. These properties may be provided using enhanced security mechanisms defined in clause 9.2.2.x.
NOTE 1:
If Trusted Access and EPC do not co-ordinate regarding UE detachment then the UE that was re-assigned the IP address would be capable of impersonating traffic until the binding in PDN GW timed out. NOTE 2:
Procedures internal to the Trusted Access are outside the scope of the present document. 

The allocation of IP addresses in the access network may provide the last property listed above. If the IP address is not re-allocated until after the MIP Binding has expired or IKE Dead Peer Detection has been run. This means that the PDN GW will no longer associate the old UE to the IP address once the new UE gets the IP address and hence there is no risk of impersonation attacks.

PCC may also be used to provide the last property listed above in access networks that support it. In the case that PCC is used, a GW control session is established between the Trusted Access and the PCRF. This GW control session is identified by the UE ID and the IP address allocated to the UE (i.e. CoA if DSMIPv6 is used). Using the GW control session, the UE is restricted to limited access; in particular, the Trusted Access restricts the forwarding of the packets only to IKEv2 and BU messages until the binding at the PDN GW is established. The Trusted Access knows when the binding is established at the PDN GW because it receives an update of the GW control session. The flows for this control of policy are given in section(s) 6.3 and 6.6.2 of TS 23.402. This prevents a UE that attaches to the Trusted Access from sending non-signalling traffic to the PDN GW until it has completed a BU with the PDN GW and prevents an impersonation attack. 
Start of 4th change

9.2.2.3
Security Profiles

The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used with the exception that ESP in transport mode shall be used.

For PDN GW certificates, the certificate profiles as defined in TS 33.234 [9] shall be used.
9.2.2.x
Enhanced Security Support
The UE and the PDN GW may support integrity protection and/or confidentiality protection of user plane traffic exchanged over the S2c tunnel when the UE is in a trusted non-3GPP access.This is achieved as follows: after the establishment of the s2c tunnel, the UE or the PDN GW may trigger the creation of a pair of IPsec child SAs as specified in RFC 4877 [2]. This may be deactivated by the UE or the PDN GW by initiating the deletion of the corresponding child SAs.
The profiles for IKEv2 and IPsec ESP in tunnel mode as defined in TS 33.234 [9] shall be used.
End of Changes
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