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	Reason for change:
(

	There is a missalignment between the stage 2 and the stage 3 specification of the algorithm selection at handover. 

The stage 3 specification states that the eNB hosting the target cell shall include an IE in the handover command selecting the security algorithms to use after the handover under the condition the eNB hosting the target cell wants to use different algorithms than was used in the source cell. The stage 2 specification mandates that the eNB hosting the target cell shall unconditionally include the selected algorithms.
Rationale: Since the stage 2 specification was written with the idea in mind that the algorithm selection is always included, it is not ensured that the eNB hosting the target cell knows which algorithms are used in the source cell. However, since the preparation phase includes sending the currently used algorithms  in the SecurityAlgorithmConfig from source to target eNB for the purpose of RRC connection re-establishment purposes if there is a radio link failure, the information on which algorithms are used in the source cell is indeed available in the eNB hosting the target cell.
Security analysis of change: SA3 agreed that it is sufficient that the handover command (and hence the selection of algorithms) is integrity protected from the source eNB. Therefore there is no security difference in implicitly/conditionally including the information. A malicious source eNB can remove the IE already with current stage 2 specification. There is hence not a security problem with conditionally including the IE as the stage 3 specification does.

Backwards compatibility: A handover is from the UE point of view a run of the RRCReconfiguration procedure which contains a mobility information IE. Hence, the UE implemented according to the stage 3 specifactions will use the general rule, stating that if there is no algorithms selected in the RRCReconfigurationRequest message, the UE will continue using the current algorithms also after the procedure.

The stage 2 description does not state that the UE shall verify that there is an IE selecting algorithms during the handover procedure. Therefore, changing the inclusion of the IE to conditional will not cause backward compatibility issues for the UEs. The change does not cause backward compatibility problems.
This CR aligns stage 2 with the stage 3 specifications. There is therefore no need for any CRs in RAN2 or RAN3 because of this CR.
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	Correction so that the eNB hosting the target cell is only required to include a selection of ciphering and integrity algorithms if these are different compared to what was used in the source cell.
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*** BEGIN CHANGES ***
7.2.4.2.2
X2-handover

At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE EPS security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target eNB shall select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 36.331 [21]). In the path-switch message, the target eNB shall send the UE EPS security capabilities received from the source eNB to the MME. The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.
NOTE: Transferring the ciphering and integrity algorithms used in the source cell to the target eNB in the handover request message is for the target eNB to decipher and integrity verify the RRCReestablishmentComplete message on SRB1 in the potential RRCConnectionRe-establishment procedure.  The information is also used by the target eNB to decide if it is necessary to include a new selection of security algorithms in the handover command.
7.2.4.2.3
S1-handover

At handover from a source eNB to a target eNB over S1 (possibly including an MME change and hence a transfer of the UE security capabilities from source MME to target MME), the target MME shall send the UE EPS security capabilities to the target eNB in the S1 AP HANDOVER REQUEST message. The target eNB shall select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 36.331 [21]). 

7.2.4.2.4
Intra-eNB handover

It is not required to change the AS security algorithm during intra-eNB handover. If the UE does not receive any selection of new AS security algorithms during an intra-eNB handover, the UE continues to use the same algorithms as before the handover (see TS 36.331 [21]).
*** NEXT CHANGE ***
15.2.4.2
Handover
When UE attempts to make X2/S1 handover, UE and eNB derive and transfer the keys as normal to re-use the normal handover mechanism. Since the derived keys have no ability to affect the output of the NULL algorithms it is irrelevant that the network and the UE derive different keys.  Furthermore, section 7.2.4a describes how the algorithm selection is handled for unauthenticated emergency call. This implies that source eNB will forward UE EPS security capability which contains EIA0 and EEA0 only to target eNB. So the target eNB can only select EIA0 for integrity protection and EEA0 for confidential protection. If the UE does not receive any selection of new AS security algorithms during a intra-eNB handover, the UE continues to use the same algorithms as before the handover (see TS 36.331 [21]).
NOTE: If the target eNB is a Rel-8 eNB, it can’t support EIA0 and EEA0. The handover will be rejected because of the failure of algorithm negotiation. 
*** END OF CHANGES ***
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