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********************** start of 1st change **************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]

3GPP TS 32.583: "Telecommunications management; Home Node B (HNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HNB to HNB Management System (HMS)".

[3]
IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".

[4]
Void.

[5]
Void.
[6]
IETF RFC 4739: "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2 Protocol”, Nov 2006".

[7]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

[9]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[10]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[11]
3GPP TS 32.593: "Telecommunication management; Procedure flows for Type 1 interface H(e)NB to H(e)NB Management System (H(e)MS)".

[12]

3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2".
[13]
Void.
[14]
Void.

[15]
The Broadband Forum TR-069: "CPE WAN Management Protocol v1.1", Issue 1 Amendment 2, December 2007.

[16]
Void.

[17]
Void.

[18]
ETSI ES 282 004 (V1.1.1): "Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); NGN functional architecture; Network Attachment Sub-System (NASS)", 2006.
[19]
ETSI ES 283 035 (V1.1.1): "Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); Network Attachment Sub-System (NASS); e2 interface based on the DIAMETER protocol", 2006.
[20]
3GPP TS 33.102: "3G security; Security architecture".
[21]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE): Security architecture".
[22]
IETF RFC 2560: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol – OCSP"
[23]
Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile". URL: http://www.openmobilealliance.org/
[24]
IETF RFC 4806: "Online Certificate Status Protocol (OCSP) Extensions to IKEv2".

[25]
IETF RFC 4366: "Transport Layer Security (TLS) Extensions".

[26]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[27]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".[28]
3GPP TS 25.367: "Mobility procedures for Home Node B (HNB); Overall description; Stage 2".
********************** start of 2nd change **************************
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 as specified in TS 33.210 [9] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity, confidentiality and replay protection of the transmitted data.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode as specified in TS 33.210 [9].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

********************** start of 3rd change **************************
7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in TS 33.210 [9]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE 1:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

The H(e)NB may check the revocation status of the SeGW certificate using OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 1a:
It is likely that in a future 3GPP release, OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

Support for OCSP is optional for the operator network. The H(e)NB should support OCSP.

NOTE 2:
It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.

The OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in IKEv2 according to RFC 4806 [24], through which the SeGW can include an OCSP response within IKEv2. Support for this extension to IKEv2 in H(e)NB and SeGW is optional.

The SeGW may check the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 [7] or OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 2a:
It is likely that in a future 3GPP release, CRLs and OCSP responses which use SHA-1 as the hash algorithm will be prohibited.
NOTE 2b: Methods for securely updating the device certificate remotely are out of scope of the present document. If it is not possible to update the device certificate, the certificate lifetime needs to exceed the expected lifetime of the H(e)NB.
The SeGW shall implement support for either CRL checking or OCSP or both.  The locations of the CRL Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.  Neither the operator nor the manufacturer is required to provide a CRL Server or an OCSP Responder.  For the case when the operator provides a CRL Server or OCSP Responder, the manufacturer shall forward revocation data to the operator.  The interface to forward revocation data is out of scope of the present document.
If the H(e)NB certificate contains CRL or OCSP server information (cf. sub-clause 7.2.5.2), then the SeGW may contact this server for revocation information.

NOTE 3:
A CRL or OCSP server located at manufacturer of H(e)NB allows distribution of revocation information by the manufacturer directly. To use such revocation information, normally the SeGW needs a CRL or OCSP client capable to reach the public Internet to contact these servers.
Validity check of H(e)NB certificates in SeGW shall be configurable by the operator, i.e. whether to use CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP server, or more than one of them.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

NOTE 4: Autonomous validation is performed during secure start-up and performs validation of the H(e)NB. As IKEv2 allows the inclusion of information data into Notify Payload, information regarding the trustworthy state of the H(e)NB may be carried in the Notify Payload (see Annex A.1) during IKEv2 procedures from the H(e)NB to the SeGW.Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, should include a nonce and should be cryptographically signed by the TrE.

********************** start of 4th change **************************
7.3
Hosting Party Authentication

Device Authentication may optionally be followed with an EAP-AKA-based hosting party authentication exchange.  The IKEv2 certificate-based mutual authentication is executed according to TS 33.210 [9] as specified in clause 7.2 of the present document, extended by IKEv2’s multiple authentication procedure defined in IETF RFC 4739 [6].

The IKEv2 EAP-AKA authentication shall follow the TS 33.234 [10] specification.

The H(e)NB’s HPM shall be used to provide critical security functions supporting the EAP-AKA authentication processes.

-
The secret key (K) used for HP authentication shall be stored in the HPM.

-
The HPM is responsible for computing the RES and AUTN parameters for the EAP-AKA based hosting party authentication.

*********************** end of changes ***************************
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