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Title *
 : Core Network Overload Solutions Study

Acronym *
 : CNO

Unique identifier *

1
3GPP Work Area *

	X
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items

2.0
Primary classification *

This work item is a … *

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]   N/A

	Unique ID
	Title
	Nature of relationship

	490014
	Study on EPC Nodes Restoration
	Linked study in CT4


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 
Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 
Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

A joint meeting with CT WG4 during  SA2 #79 in Kyoto and contribution S2-103561 (ATT) outlined a specific incident in the network resulting in a “HLR Overload” (i.e. the HLR receiving 600% of engineered capacity).   The specific cause of this incident was (in one case) a restart of a Radio Network Controller (RNC) that removed the control channel.  This forced all the mobiles in a large area to reregister.  Once this surge of traffic started, the HLR was not able to complete the registration before some of the newer handsets timed out the registration and restarted the entire registration process on all networks (2G and 3G, Voice and Data) to which they were already attached.  This created even more traffic.   Once the delay at the HLR exceeded this handset timeout value, all of this class of newer handsets were unable to complete registration regardless of location.   This “positive feedback” situation spiralled until manual actions were taken to drastically reduce the queue (e.g. by shutting down links).   This action broke the cycle by eliminating the delay at the expense of discarding a large number of messages, and the network recovered.

Increases in signalling speed and the concentration of subscribers into fewer HLR nodes creates a more complicated environment, and one in which situations can change quickly.  Since more subscribers are supported per HLR, more subscribers are also impacted.  The HLR is a not unique network element in this regard.  Similar scenarios might occur as well to other “core” network elements as the behaviour of the UE becomes increasing complex.  This aspect though needs further investigation. 
This situation raises several issues, and generates several questions worthy of study:

1. Could the radio network’s response to a failure be changed to avoid a huge spike in demand of core network resources?

2. Should the HLR (and other network nodes) have a way to notify the rest of the network that it is in overload?   

3. What actions could be taken by the MSC/VLR/SGSN/MME/SMS-GW, etc. to reduce the load to the HLR?

Additionally, 

4. Is there any synergy with the MTC work item (especially in regard to overload control) and this subject, or with the study about node restoration in EPS?
This should cover all deployed networks, including LTE.
4
Objective *

The objective of this study is to:

1. identify and document scenarios that may result in overload for core network entities and that are not yet covered by other work items, like the event outlined above, denial of service attacks, misbehaving/non-compliant mobiles, … ,
2. analyse the criticality of the scenarios and determine whether it is required to take actions for the identified scenarios
3. study ways to mitigate and eliminate overload scenarios that are identified to be critical. 

Already specified overload control means as well as tools available against the overload scenarios should be examined and preferred, if they are adequate or improved if possible. General overload handling solutions that work regardless of the cause may be preferred. All currently deployed networks should be covered in the study, including LTE.  The information provided about the HSS/HLR overload will serve as a starting basis for the study. 
The study will focus initially on providing a solution that does not require UE modifications.
5
Service Aspects

No services should be impacted. 

6
MMI-Aspects

N/A
7
Charging Aspects

N/A
8
Security Aspects

Any potential security aspects are to be determined.
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	
	X
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR23.843
	Core Network Overload Study
	SA2
	
	SA#53
	SA#54
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s) *

 David Xiang, Huawei
12

Work item leadership *

SA2.  Support from CT4 and the RAN groups are anticipated.
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Supporting Individual Members *

	Supporting IM name

	Huawei

	ATT

	Vodafone

	Deutsche Telekom

	Alcatel_Lucent

	Ericsson
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	Verizon Wireless

	ZTE

	China Mobile

	Hewlett-Packard

	Orange

	T-Mobile USA

	Qualcomm

	Fujitsu

	Telefonica
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