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1. Overall Description:

TSG SA is happy to inform that the Stage 2 CR packs produced by the SA2 working group introducing the LIPA feature (SP-100550 and SP-100551) have been approved.
In relation to the approved CRs, TSG SA concluded that some work remains for this feature to be completed in Release 10 and would like to bring the following to the attention of SA3 and RAN3:
To SA3:
· The approved LIPA architecture (see 23.401 CR1638 and 23.060 CR1114 in SP-100550) introduces new reference points (S5 and Gn for the EPS and UMTS architecture variant, respectively) between the residential network and the operator’s core network. The S5/Gn traffic traversing the same insecure environment as S1 traffic, TSG SA is of the opinion that it is exposed to the same security threats and needs to be secured along the lines of what is defined for S1 in TS 33.320.
To RAN3:

· The approved LIPA packs introduce several new parameters in RANAP and S1-AP signalling.
2. Actions:

To SA3,
ACTION: 

TSG SA requests that SA3 takes the above guidance into account during the continuation and completion of their work on H(e)NB Security.
To RAN3,
ACTION:

TSG SA requests that RAN3 takes the above guidance into account during the continuation and completion of their work on RANAP and S1-AP protocols.
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