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**** Start of the 1st change ****
5.1.3.6.2
Overview of network architecture
Below we outline one example division of roles between the different entities. In this figure, the thick solid arrows indicate connections between the operators, service providers, and validation authorities, while the thin solid arrow indicates the air interface for the initial network access from the M2ME to the VNO’s network. The dashed arrows indicate the IP connectivity between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network. The double dotted arrows indicate the connections between the M2ME and the RO (DRF) and DPF functions In this figure the DPF resides at the RO. In this figure the DPF resides at the RO. but it could also reside at the SHO (as is described in annex B).
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Figure 5.1.3.6.2-1: Network authentication and MCIM Provisioning in the M2ME, in the case of 3G authenticated access. 
**** End of the  1st  change **** 
**** Start of the 2nd  change ****
5.1.3.6.3
Network Interactions for MCIM Provisioning in case of 3GPP Access 
1. The M2ME uses the standard GSM/UMTS functions (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. To avoid that the VNO needs to support special M2M functionality,
the PCID has the same format as the IMSI. The “MCC” and “MNC” fields in the PCID will indicate to the VNO which entity it should contact to obtain authentication vectors to authenticate the PCID with.
2. The VNO contacts the RO (ICF function) and sends the PCID-IMSI to the ICF. Note that in some cases the RO and VNO may be the same operator.
3. Upon receiving the PCID-IMSI, the ICF queries the temporary-access credential associated with the PCID in its database. According to the credential, the ICF can generate AVs.

NOTE 1: If the ICF is not already in possession of the used PCID-IMSI and related temporary-access credential, it can obtain it from the CCIF.
4. The RO transfers AVs for the claimed PCID-IMSI to the VNO.

5. The VNO uses the AV to authenticate the M2ME through the AKA.
.
The step 1 to 5 describes the phase of initial attach.
.
6. The ICF request the DRF to bootstrap. Internally, the RO forwards the PCID and the IP address of the M2ME from its ICF to its DRF function.
7. According to the PCID-IMSI, the DRF queries the address of the DPF and the SHO which has contract with the M2ME in its database. Then it generates the Bootstrap message.
8. The DRF sends the Bootstrap message to the M2ME. In the message it includes the IP connectivity parameters (NAPDEF), the address of the DPF (Server URL),  the context of the MCIM application provision and the context of the M2M application provision. If the provided PCID-IMSI already points to the RO, the RO could become the SHO , and then the IMSI is just continued to be used.
9. Triggered by the Bootstrap message, the M2ME contacts the DPF and includes relevant information of the M2ME and the TRE (e.g. platform validation info)
10. The RO (DPF function) connects to the SHO, and relays the M2ME/TRE info there.
The step 6 to 10 describes the phase of discovery and registration.
11. The SHO sends the validation info signed by the PfC and TRE identity to a PVA and requests a PVA to validate the authenticity and integrity of the TRE. 
12. The PVA locally validates the authenticity and integrity of the M2ME, according to the requirements of the SHO.
13. The PVA sends the validation results back to the SHO, according to the SHO requirements. 
14. The SHO encrypt the MCIM by using the PfC and generate the management object for M2M (e.g MCIMobj).

15. The SHO delivers the encrypted MCIM (e.g. within MCIMobj) to the RO (DPF) and authorizes provisioning of the MCIM application to the M2ME.

16. The RO (DPF) downloads a MCIM object to the M2ME.

17. The M2ME provisions the downloaded MCIM into the TRE. The TRE decrypts MCIMobj by using the TRE Platform Key to obtain the MCIM.
18. The M2ME reports the success/failure status of the provisioning to the RO (DPF).
19. The RO (DPF) reports the success/failure status of the provisioning back to the SHO
The step 11 to 19 describes the phase of MCIM application provision.
Thus the M2ME can attach to the network of the SHO by using the MCIM. Then the SHO provides the M2ME with operational service.
**** End of the 2nd  change ****
**** Start of the 3rd   change ****
5.2.5.1
Physical protection

The alternative in subject assumes the M2ME security credentials and functions securely stored in a UICC. It is perceived that appropriate implementation-dependent measures can be put in place to physically prevent, in an adequate and effective way, any unauthorized removal of the UICC from the M2ME. 

In many M2M use-cases, such as the use-cases described in section 4.1 (traffic cameras, metering, vending machine, asset / cargo tracking), no specific miniaturization and place constraints applies for the M2ME. Furthermore, for a large part of these equipments placed in public areas without specific supervision or in extreme environmental conditions, mechanical protection is already provided to protect the device from external unauthorized access or aggression: this is already done for many autonomous electronic devices, even if they do not have any cellular capabilities. 

This physical protection can also protect the access to the UICC, and can be done in such a way to allow access for authorized personal only. The definition of the above-mentioned physical implementation-dependent measures is out of the scope of 3GPP. 
**** End of the 3rd  change ****
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