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*** BEGIN CHANGES ***
15.1
General 

Support for EPS emergency calling is defined in the TS 23.401 [2]. Limited service state of a UE is defined in TS 23.122 [26]. Emergency calls can be made by normally attached UEs or emergency attached UEs in limited service state. Emergency calls may be authenticated or unauthenticated as defined in clauses below. It depends on the serving network policy if unauthenticated emergency calls are allowed. Emergency call behaviour not explicitly specified is handled in accordance to non-emergency calls.

The E-UTRAN Initial Attach procedure is used for Emergency Attach by UEs that need to perform emergency services but cannot gain normal services from the network. 

For an Emergency Attach the UE shall set the Attach Type to "Emergency" and the IMSI shall be included if the UE does not have a valid GUTI or a valid P-TMSI available. The IMEI shall be included when the UE has no IMSI, no valid GUTI, or no valid P-TMSI according to [2].

For an Emergency Attach the MME applies the parameters from MME Emergency Configuration Data for the emergency bearer establishment. Any potentially stored IMSI related subscription data is ignored by the MME according to [2]. 

For an Emergency Attach the MME shall not send any Notify Request to an HSS for an unauthenticated UE.  For authenticated emergency attached UEs, the MME performs HSS notification similar to that for normal attached UEs if the subscription data indicates that the user is allowed to perform handover to non-3GPP accesses [2].


*** NEXT CHANGE ***
15.2.2
Unauthenticated emergency calls
15.2.2.1
General
UEs that are in limited service state, shall initiate emergency attach to receive emergency EPS services. 
Authentication may fail for an emergency attached UE or normally attached UE when trying to make an emergency call.

As defined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service mode without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. 

The following are the only identified cases where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the USIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c)
Authentication is impossible because the USIM is in limited service mode in the serving network (e.g. there is no roaming agreement or the IMSI is barred, etc.);

d)
Authentication is possible but the serving network cannot successfully authenticate the USIM. 

If the ME receives a NAS SMC selecting EIA0 (NULL integrity) for integrity protection, and EEA0 (NULL ciphering) for encryption protection, then:

- the ME shall mark any stored native EPS NAS security context on the USIM /non-volatile ME memory as invalid; and 

- the ME shall not update the USIM/non-volatile ME memory with the current EPS NAS security context. 

These two rules override all other rules regarding updating the EPS NAS security context on the USIM/non-volatile ME memory, in this specification.

If EIA0 is used, i.e., the UE is in unauthenticated LSM; and the NAS COUNT values wrap around, and a new KASME has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 
NOTE Y: For unauthenticated emergencry calls, EIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values are allowed to wrap around, the initialization of the NAS COUNT values are not crucial. However, it is recommended that the uplink and downlink NAS COUNT values are set to start value (i.e. 0) in the UE and the MME for the first received NAS SMC. 
A UE with a 2G SIM shall be considered to be in unauthenticated LSM in E-UTRAN. A UE with a 2G SIM shall at an emergency call IRAT handover to E-UTRAN be considered to be in unauthenticated LSM. In such a scenario, EIA0 shall be used in E-UTRAN after handover. 
A handover from E-UTRAN to another RAT, of an unauthenticated emergency call, shall result in an unauthenticated emergency call in the other RAT.
*** NEXT CHANGE ***
B.0
Null ciphering and integrity protection algorithms

The EEA0 algorithm shall be implemented such that it has the same effect as if it generates a KEYSTREAM of all zeroes (see subclause B.1.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The EIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I and XMAC-I of all zeroes (see subclause B.2.1). All processing performed in association with integrity shall be exactly the same as with any of the integrity algorithms specified in this annex. 

EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM.
NOTE X: an UE with a 2G SIM is considered to be in LSM in E-UTRAN.
NOTEY: EEA0 and EIA0 provide no security.

*** END OF CHANGES ***
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