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*** BEGIN CHANGES ***
6.2.3.1
General

The key management mechanisms are defined by MIKEY-TICKET [14] and the profiling of tickets and procedures as given in this specification. Annex D specifies the default implementation of KMS based IMS media plane security and use of GBA for user authentication and establishment of a shared key between KMS and IMS UE.

MIKEY-TICKET [14] contains up to three message exchanges. The first exchange is called Ticket Request and is between the initiating user and the KMS. The second exchange is called Ticket Transfer and is between initiating and terminating users. The third exchange is called Ticket Resolve and is between the terminating user and the KMS. The exchanges and the messages in the exchanges are illustrated in Figure 3. In MIKEY-TICKET [14] the three parties involved in the message exchanges are called Initiator, KMS and Responder, respectively. 

Depending on the KMS policy, some message exchanges may be omitted. For example, if the KMS policy indicates that the initiator generates the ticket without the assistance with KMS (MIKEY-TICKET mode 3, cf. [14]), the Ticket Request message exchange, i.e. the REQUEST_INIT and REQUEST_RESP messages will be omitted. 
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Figure 3: MIKEY-TICKET message exchanges
*** NEXT CHANGE ***
6.2.3.4.2
Allocation of ticket subtype and version for ticket type 2

Table 1: Allocation of ticket subtype and versions values
	Subtype
	Version
	Defined in

	0
	0
	Annex D in this specification


*** NEXT CHANGE ***
6.2.3.8
Signalling between KMSs

Users served by different KMSs (KMS_I, KMS_R) may establish connections provided that the KMSs cooperate and that there is a trust relation between them. The KMSs shall be mutually authenticated and the signalling between them shall be integrity and confidentiality protected. If KMS_R cannot resolve a ticket, but has a trust relation with KMS_I that can resolve the ticket, KMS_R initiates a new ticket resolve exchange with KMS_I. The response message from KMS_I is then re-encoded by KMS_R and forwarded to the responder as described in Annex B.  The message exchange shall be done as described in Section 9 of [14]. The exchanges and the messages in the exchanges are illustrated in Figure 4. Note that this introduces a hop-by-hop trust chain as only KMS_R authenticates the user (responder) and KMS_I will have to trust KMS_R.
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Figure 4: MIKEY-TICKET message exchanges between KMSs

*** NEXT CHANGE ***
Annex A (Normative):
HTTP based key management messages


A.1
General aspects

This annex specifies the HTTP based key management procedures between the KMS and the UE. It defines the following HTTP based procedures:

-
KMS Ticket Request

-
KMS Ticket Resolve

The KMS Ticket Resolve procedure shall also be used between KMSs when one KMS gets a request to resolve a ticket that can only be resolved by another KMS.
The Ua security protocol identifier used for GBA NAF-Key generation shall be as defined in TS 33.220 [6].
A.2 
Key management procedures
The IMS UE shall send the requests to the KMS in the message-body of a HTTP POST request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

The IMS UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [8];

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "ticketrequest” or "ticketresolve”, i.e. Request-URI takes the form of "/keymanagement?requesttype=ticketrequest";

-
the header field Host shall contain the full KMS URI (e.g. kms.operator.example:1234);

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];

-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_INIT or a RESOLVE_INIT message corresponding to the requesttype parameter in the Request-URI. The MIKEY-TICKET messages are specified in [14].

-
the IMS UE may add additional URI parameters to the Request-URI;

-
the IMS UE may add additional header fields;
The IMS UE sends the HTTP POST to the KMS. The KMS checks that the HTTP POST is valid, and extracts the request for further processing.

POST /keymanagement?requesttype=ticketrequest HTTP/1.1
Host: kms.operator.example:1234
Content-Type: application/mikey
Content-Length: 127
User-Agent: KMSAgent; Release-9 3gpp-gba
From: alice@operator.example
Date: Fri, 31 Dec 1999 23:59:59 GMT

Mgj4hyruihyu8568dfg543...
After processing, the KMS shall return the HTTP 200 OK to the IMS UE.

The KMS shall populate HTTP response as follows:

-
the status code shall be 200 OK;

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];
-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_RESP or a RESOLVE_RESP message corresponding to the MIKEY-TICKET message in the HTTP POST, or a Error message specifying the error that occurred. The MIKEY-TICKET response messages are specified in [14] and the Error message is specified in RFC 3830 [11].

-
the KMS may add additional header fields;
The KMS shall send the HTTP response to the IMS UE. The IMS UE shall check that the HTTP response is valid.

HTTP/1.1 200 OK
Date: Fri, 31 Dec 1999 23:59:59 GMT
Content-Type: application/mikey
Content-Length: 235

Mgj4hyruihyu8568dfg543...
A.3 
Error situations
The HTTP procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [8]. The 4xx status code indicates that the IMS UE seems to have erred, and the 5xx status code indicates that the KMS is aware that it has erred.

*** END OF CHANGES ***
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