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7.5.3.5 Answers to Questions Concerning Semi Autonomous Validation 

This section presents the answers to the questions raised in section 7.5.3.1 as they apply to Semi-Autonomous validation only.
1. Threat models /description of attacks and clean derivation of security features of validation from the threat model.

The following security requirements in the present TR can be fulfilled by validation: 6, 7, 13, 17, 29. The threats onto which these security requirements map are listed below. Threats which map onto those security requirements, but to which validation is not relevant, are omitted.
2. Threat analysis with explicit relation to the different validation methods:

1. Which threats/attacks may be countered by Semi-autonomous validation? 

 SAV can be a counter-measure for threats 2, 3, 4, 6, 7, 8, 9, 10,  12, 14, 16, 17, 18, 19, 21, 23 28  In addition to detecting these threats, SAV includes mechanisms for the network to be informed that an attack has been detected, to make the decisions as to whether to block or allow network access and for the H(e)NB to recover from an attack by being remediated by the network.

Editor’s note: it FFS whether or not location-based threats such as 11 and 24 can be mitigated by SAV

2. Which additional threats/attacks identified in the TR may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation?

Editor’s note: it FFS whether or not location-based threats 11 and 24 can be mitigated by SAV and, if so, if SAV offers a significant advantage over AuV
3. Are there (other) existing countermeasures available for the threats identified in 2.2., which do not rely on validation?

For threats 4, 7, 12, 14, 16, 17, 28, counter-measures are described in the present TR which do not rely on validation. However, those counter-measures are purely preventive measures. If the preventive measures fail, then validation, in accordance with good security practice, provides methods for detecting the attack in the H(e)NB.  SAV further includes mechanisms for the network to discover that an attack on particular functionality of the H(e)NB has been detected, to make the decisions as to whether to block or allow network access,  and to remediate specific functionality of  the H(e)NB through existing software update procedures.

For threats 2, 3, 4, 6, 7, 8, 9, 10, 12, 18, 19, 21, 23, 28, the present TR describes a counter-measure (#2) which is expressed in terms of functions which would actually be part of any validation method.

3. Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.

The following interfaces are suggested for Semi-Autonomous Validation

(N.B. For further information on open interfaces, see the answers for ToR Question 4 below)

1. What are the measurement values to be stored and transferred in a manner which is independent from H(e)NB architecture and implementation?
In SAV the H(e)NB performs the local device integrity verification in three stages as defined in section 7.5.2.4. In doing so, it compares the integrity check measurements for components with the corresponding expected trusted reference values.  These components can be the firmware, operating system, RF firmware etc. The components are defined by the manufacturer of the system. 
In SAV it is not the list of stage 3 components that have failed integrity checks that is reported to the PVE. Rather, what is reported is a list of functionalities (of the H(e)NB) each of which can be impacted by failure of any of the components. The relationship between the components and functionalities is described below and is proprietary to the manufacturer of the H(e)NB. The list of functionalities may be standardized. 

Since the components are the quanta on which the integrity checks are performed, how to define the components can be decided by the manufacturers. A list of functionalities is associated with each component. When a component fails an integrity check, a list of functionality that is associated with the component(s) that failed the integrity check(s) can be constructed. The components are organized in the order of their integrity checking order.

Editor’s Note: The feasibility of creating such a list of functionalities is FFS.
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Figure 1  Components and Functionality

In SAV, following a stage 3 component check failure, a list of functionalities corresponding to the components that failed the integrity checks is created and reported to the PVE. The PVE, based on the list of reported functionalities, determines the validation status of the device and communicates any recommended action(s) to the SeGW and if applicable to the H(e)MS.

A stage 1 or 2 component check failure is not handled by the mechanisms of SAV.

2. What requirements apply to the transfer of information received from the H(e)NB as a result of validation  (transport over existing channels, binding of validation and authentication, etc.)?

In SAV, the release of sensitive keys and functionality needed for device authentication is allowed only if the stage 1 components (for TrE) and the stage-2 components (for basic communication functionality) have successfully passed integrity checks and have been loaded and started. 

In addition to such conditional release of sensitive keys and sensitive functions needed for the authentication functionality,  a further mechanism of binding between the validation and authentication is provided by the two processes using the same IKEv2 message exchanges: 

· 
First, the device certificate used for device authentication and the list of the functionalities (obtained as result of the local integrity checking of components and mapping of these components to the functionalities) are sent to the SeGW in the IKEv2 IKE_AUTH_REQ message. Therefore, the code that composes the IK_AUTH_REQ message should itself have been successfully integrity checked, and moreover, should have the functionality to collect and put in the same message both the device certificate and the SAV functionality list. 
The SeGW extracts and forwards the list of failed functionalities to the PVE. The PVE decides the future actions and indicates the results (e.g. recommended actions) to the SeGW and in some cases to the H(e)MS.
· 
Secondly, the information sent from the H(e)NB in SAV is sent over the IKEv2 NOTIFY message field. A list of the failure functionalities is included in the NOTIFY payload in TLV (Type, Length, Value) format to accommodate variable length messages.  For example, if during the integrity verification process, the H(e)NB determines four components have failed, the H(e)NB would determine the list of failed functionalities and the NOTIFY field would contain the codes indicating the number of functionality IDs that are impacted by failure of integrity checks for components and list of the functionality ID for those functionalities associated with the integrity-check-failed components. If there are no failed components then the field specifying the number of functionality IDs reported is set to NULL. 
                      1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   ! Next Payload  !C!  RESERVED   !         Payload Length        !
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   !  Protocol ID  !   SPI Size    !      Notify Message Type      !
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   ~                Security Parameter Index (SPI)                 ~
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   ~                       Notification Data                       ~
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
                        IKEv2 Notify Payload Format
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Figure 2. Example Format of SAV Notification Data for reporting of List of Functionality IDs in Semi-Autonomous Validation.
4. Specify the procedures and architectures in the network which are necessary for full vendor interoperability.
This study provides details of the SAV procedure and the interaction of various network entities. The network entities involved and their additional functions specific to SAV are:

1. PVE: a new network entity for H(e)NB device validation, and also for specifying the post-validation actions to be taken by the SeGW and (possibly) the H(e)MS. 

2. SeGW: enforces post-validation access control as indicated by the PVE. 

3. H(e)MS (possibly): Provides remediation to the H(e)NB as indicated by the PVE. 

In the case where the H(e)NB connects to the H(e)MS via the SeGW over an IPSec tunnel, the SAV reporting mechanism (whereby the H(e)NB reports the list of failed functionality IDs to the SeGW) can use the interface that is already defined in the present document and specified in section 5 of  TS 32.583. The IKEv2 protocol, which is used for authentication of the device, can be used to include all additional information required to report the list of failed functionality IDs. 
There are some interfaces that may need to be standardized in order to support SAV in ways that facilitiate interoperability. The newly needed interfaces are those that connect the PVE to the SeGW and the H(e)MS.

The following diagram, adapted from the network architecture diagram in Figure 4.1.1-1 of  32.583 v8.1.0 shows a possible example of the network architecture that supports SAV, when the H(e)NB connects to the H(e)MS via a SeGW. The new interfaces needed in this case are: 
1. I-pve-SeGW:

Interface between the PVE and the SeGW:

2. I-pve-HTM:

Interface between the PVE and the TR-069 Manager of the H(e)MS
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Figure 3. Possible Network Architecture for SAV and Interfaces for the PVE, when H(e)NB connects to the H(e)MS via SeGW. 
1. I-pve-SeGW is needed: 

1. For the SeGW to contact the PVE and send the list of functionality IDs corresonding to the components that failed integrity check

2. For the PVE to indicate access control actions to be taken by the SeGW based on the result of the validation. 

2. I-pve-HTM is needed:

1. For the PVE to request the H(e)MS TR069 manager to schedule remote software update based on the validation result

In the case where the H(e)NB connects to the H(e)MS over the public Internet, the procedure of SAV could be performed over transport-level protocols.  The H(e)NB could send the list of functionality ID’s corresponding to the failed components to the PVE via the H(e)MS, where the transport of the list of functionality IDs could be carried in a TR069 message (e.g. Inform message). Message formats such as proposed in Figure 2 could be used. The list of functionaliy IDs corresponding to the failed components can then be forwarded from the H(e)MS to the PVE, where validation assessment is made, and a recommended action could be sent from the PVE to the H(e)MS which could then enforce the actions. Post-validation access control action would be performed by the H(e)MS in this case. 

The following diagram shows a possible example of the architecture for the network that supports SAVwhen the H(e)NB connects to the H(e)MS over the public Internet. The new interface needed in this case is: 
1. I-pve-HTM:

Interface between the PVE and the TR-069 Manager of the H(e)MS
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Figure 4. Possible Network Architecture for SAV and Interfaces for the PVE, when H(e)NB connects to the H(e)MS over public Internet

1. I-pve-HTM is needed:

1. For the H(e)MS to send the PVE a list of Functionality IDs, corresponding to the failed components, that it receives from the H(e)NB (e.g. in a TR069 Inform message); and

2. For the PVE to indicate actions to be undertaken by the H(e)MS, based on the result of PVE’s validation of the H(e)NB, and 

3. For the PVE to request the H(e)MS TR069 manager to schedule a remote software update  based on the validation result 

1. What are the possible reactions in SeGW or H(e)MS on this detailed information received from the H(e)NB as a result of validation in case of differences to the expected values?
An implementation independent table comprising H(e)NB functionality IDs together with actions to be taken can be maintained by the PVE. The SeGW extracts the list of functionality IDs from the Notify payload field (in the case of SAV via SeGW) and passes them to the PVE. Alternatively, a suitable protocol message (e.g. TR069 Inform) can be used to convey the list of functionality IDs from the H(e)NB to the H(e)MS, which can then be forwarded from the H(e)MS to the PVE (in the case of SAV over public Internet). The PVE can then decide the subsequent actions to be taken by the SeGW or H(e)MS and can relay these decisions (and possibly also the validation results) to the respective entities. 

If the authentication and validation are successful then the device is allowed full network access. If the the device integrity check fails for stage 1 or stage 2 code, which are pre-designated by the manufacturer and contains the code necessary for authentication and communication with SeGW, along with the code for the TrE, then the TrE is either not started (in the case of stage 1 failure) or it cannot complete device authentication (in the case of stage 2 failure). 

However, if the device fails the integrity check for some functionalities not included in stage 1 or stage 2 code, then based on the PVE policy, the H(e)NB may be given partial access to the network, access only to the H(e)MS or it may be quarantined. The SeGW (or H(e)MS in the case where H(e)NB connects to it over public Internet) is instructed to perform access control. If  a SW update is required then the H(e)MS is instructed to perform an update which may be scheduled for a later time or may be immediate.  

In order to facilitiate interoperability regarding the reporting structure for SAV, the list of the functionalities that can be reported in a SAV message should be standardized. The mapping between components and their corresponding functionalities can be left to manufacturer-specific implementation. The following table shows a possible list of functionalities, derived from 3GPP specifications TR 22.220, 23.830, 25.467, 25.468, 25.469, 25.820, 25.967, and 32.821, that could be included as part of the standardized list. The table also shows possible actions that can be taken by the H(e)NB, SeGW, and H(e)MS, upon indication of failure of  the functionalities. The actions for the H(e)NB could be pre-configured in the H(e)NB and enforced on the device. The PVE indicates actions to the SeGW and the H(e)MS.  This list may be expanded to include more as envisioned. 

Editor’s Note: The feasibility of creating such a list of functionalities is FFS

	Functionality ID
	Failed Functionality Description
	H(e)NB Action
	SeGW Action
	H(e)MS Action

	1
	H(e)MS subsystem
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	2
	Uu interface
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	3
	Iuh interface
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	4
	Transport Address Mapping
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	5
	QoS Management
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	6
	UE Baseband System
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	7
	UE Radio Frequency System
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	8
	Local IP Access
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	9
	UE Registration for HNB
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	10
	UE Access control management
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	20
	Managed Remote Access
	Full Access Allowed
	Allow complete access
	Schedule SW Update

	21
	Charging
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	22
	Emergency Services
	Full Access Allowed
	Allow complete access
	Immediate SW Update

	26
	HNB support for legacy CN
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	27
	Inbound Handover Support
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	28
	Roaming
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	40
	Time and Clock Management
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	41
	CSG management
	Access to H(e)MS only
	Access to H(e)MS only
	Immediate SW Update

	42
	Mobility Management
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	43
	NAS Node selection function
	Partial Access Allowed
	Allow complete access
	Schedule SW Update

	44
	 Configuration Settings
	Partial Access Allowed
	Allow complete access
	Schedule SW Update


Table 1 Failed Functionalities and possible actions
2. How is the expected set of measurement values determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?
The validation entity is the PVE in the SAV. The PVE does not maintain measurements; instead it maintains the mapping between the functionalities and the various actions to be taken if those functionalities are reported in a SAV message, indicating their corresponding components  have failed an integrity check. As noted previously, the full list of functionality IDs should be standardized.

Furthermore, in SAV, the H(e)NB maintains the list of trusted reference values corresponding to the measured components. Since the components are manufacturer specific, the manufacturer decides these component lists. However, to provide interoperability a common specification of the language of the functionality list which is portable and readable by both the device and the network entity is necessary. The mapping of components measured to the functionality ID  is left to the manufacturer. 

One aspect that could be addressed is to standardize the minimum level of acceptable security for the integrity measurement algorithm. For example, the trusted reference values could be required to be  computed using SHA-1 or other algorithms offering a similar or higher level of security.  
3. Where do the reference values used by the Platform Validation Entity come from (push by vendor, pull by MNO, ...)? What is the needed from the infrastructure to support this?  (Network elements, interfaces)?
In SAV, the PVE does not maintain the trusted reference values, as mentioned in (2) above. Instead, the PVE needs to maintain a mapping of the (reported) functionality IDs to actions to be taken by SeGW and/or H(e)MS. If the PVE is operator controlled, how such mapping data is configured in the PVE is operator specific. If the PVE is a third-party entity, how such mapping should be configured will probably need involvement of that third party and the operator. In both cases, standardization of the configuration of the mappings is not needed. 
4. What are the relations to proposed H(e)NB S/W distribution methods and channels included in TR069 (e.g. for H(e)MS based update of H(e)NB SW)?
In order to support regular software updates, TR069 can be used.  The manufacturer’s trusted reference values must also be included as part of the normal SW update procedure. 
5. Describe remediation methods and their security implications.
Fine-grained remediation steps can be taken if any stage 3 component fails integrity check. The operator could attempt, for example, a targeted patching of software component(s) corresponding to the reported functionalities. 

1. What remediation methods (repairing, re-loading of SW in secure way, etc.) are possible on a suspected compromised device?
Remediation is possible because when the network receives a SAV report of suspected compromised stage-3 functionality, it can trust that the TrE and basic communication functionality are intact and have loaded, and therefore can reload software in a secure way. 

The benefit of SAV is that when a non-critical, stage-3 component has failed an integrity check, the functionality ID(s) corresponding to that component can be reported to the PVE.  The network has the option of performing a targeted software update of the compromised component and its corresponding trusted reference value, using existing remote software update procedures.  

2. How validation reporting methods assist the remediation from (suspected) compromised state of H(e)NB?
SAV reporting consists of a list of functionality IDs corresponding to the components that have failed integrity checking. This information assists the remediation process on a (suspected) compromised device in two ways:

(1) network access control for (suspected) compromised device  

(2) identification of specific components for software update

SAV enables the network to allow the H(e)NB to have basic network access even when some of the functionality of the H(e)NB may not be operational. Therefore, SAV assists remediation by allowing the network operator to schedule a remote software update immediately or at a later time, based on e.g. the criticality of the components that need to be updated and/or the network’s bandwidth, etc.   

The operator can also identify the component(s) that need to be updated on the H(e)NB by receiving the reported functionality ID(s) from the H(e)NB and having the mapping from the functionality IDs to the components.  

6. What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?
The security and other benefits conferred by SAV against a system that does not employ SAV but employs other non-validation countermeasures are described in the Threat Analysis section 7.5.3.3.4. 

If no integrity checking of any kind was employed, then allowing security-sensitive functions to be stored, managed and executed outside of the hardware protected part of the H(e)NB would be a significant risk.  Any compromise or failure of such functions would be very difficult to detect, diagnose and remediate.  However, for the purpose of trade-off analysis given in Table 2 below, such a non-integrity-check H(e)NB system is used as the common baseline against which all validation methods could be compared.  

SAV provides an additional security benefit of  increased service availability, over other validation methods that include integrity checking and automatic disabling of authentication upon failure of any component,  by enabling the network operator to make informed choices about allowing or blocking access based on the report it gets from the H(e)NB regarding the health of the various functionalities on the device.  
The main added cost of SAV to the network operator is the cost of the PVE, but the complexity of the PVE can be minimal in both complexity and maintenance. In the simplest case, a PVE can be implemented as a stateless entity with a look up table function. The PVE can be merged with H(e)MS as a functionality, too.  The added cost to the H(e)NB would be minimal, since any additional cost due to the slightly more complex functionality required of the TrE to perform SAV would likely be very minimal in both development cost and provisioning cost. 

The overall operational cost of SAV is decreased considerably, if the reduced OPEX cost, due to increased visibility and control resulting in a reduced need to provide customer support, send personnel or perform manual maintenance, is greater than any incremental OPEX cost, due to the need to maintain the PVE and its functions.

	Entity
	Cost
	Benefits

	H(e)NB system with TrE that is:

1) Integrity-checked by a RoT, and

2) Checks the integrity of other components of the H(e)NB
	· Large decrease in maintenance and personnel costs, due to the reduced need to have onsite physical maintenance for some types of failure

· Potentially large decrease in platform costs, since a H(e)NB system that uses a TrE backed up by SAV:

1. Does not need to be implemented in a large, closed platform

2. Does not need to execute all firmware within a large, closed environment to become trustworthy 

· Small increase of complexity due to:

1. Implemention of integrity checking (done by the RoT to the TrE, and by the TrE to the rest of the H(e)NB), 

2. The need to provision the Trusted Reference Values (TRV) on the device.
	· Fewer service calls  and less frustration for hosting party

· Users of UEs connected to H(e)NB experience less service interruptions 

· Provide increased network availability 

· Provide recovery mechanism for (suspected) compromised components 

· Ability to make the TrE a very small entity

· Ability to easily change/upgrade software and still assure trusted operation

· Ability to detect any unauthorized  component modifications

· Ability to report specific functionality IDs for those components which fail integrity check 

· Allow the H(e)NB to execute with basic functionality when non-critical components fail an integrity check

	Network/PVE
	· Small increase to support validation functionality (however can be combined as part of H(e)MS)

	· Reduces H(e)NB recalls and returns
· Reduces volume of H(e)NB hosting party  customer support calls 
· Reduces churn and improves sales 
· Protects network from access by compromised H(e)NBs by binding authentication to validation. N.B. this is also true of AuV 
· Assists network to make fine-grained decisions on access control for the H(e)NB  
· Alerts H(e)MS to perform targeted remote software or configuration update
· Ability to grant H(e)NB network access with support for some basic functionality when non critical functional failures are reported
· Ability to block H(e)NB network access until a SW update is complete
· Ability to block H(e)NB network access until a configuration change is complete


Table 2. Cost Benefit Analysis of Semi Autonomous Validation 
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