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Abstract of the contribution: 

This document proposes to include the requirement to allow an operator to optionally use a UICC application to customize a H(e)NB in order to identify and authenticate the party hosting the H(e)NB towards the mobile network operator. The party hosting the H(e)NB has a contract with the PLMN operator. This proposal is aligned with the results of the SA3 TR 33.820 which is sent for approval to SA#43 and which recommends that optional EAP-AKA-based hosting party authentication should be standardized as part of Release 9.
1. Discussion and proposal
The UICC - which is a tamper resistant device, well known by the operator and with proven security - is the perfect candidate to authenticate the Home (e)NodeB Hosting Party. This will allow to re-use to a large extent existing operator infrastructure and business processes.
Additionally, hosting the operator and customer specific functions and information in the UICC (e.g. credentials) allows the design of generic H(e)NBs that can be used across multiple operators. This separation will allow the development of an open distribution model offering a greater selection of H(e)NBs for customers and operators alike. The operator or customer will have the choice to select from a selection of different type-approved H(e)NBs from a variety of different vendors. Furthermore, the UICC brings a clear liability separation model.

The integration of a UICC in a generic H(e)NB allows sufficiently large volumes to expand economies of scale. It will ease deployment, simplify upgrades, and enhance customer care.
Note also that SA3 has been extensively studying the security aspects for H(e)NB in TR 33.820, which is sent for approval to SA#43. In the Conclusions section about Authentication (sec. 8.1) of TR 33.820, SA3 recommends the following:

“[…] It is also recommended that a single, certificate-based device authentication solution, coupled with the Trusted Environment, is standardized as a mandatory part of Release 9 and may be combined with optional EAP-AKA-based hosting party authentication which should also be standardized as part of Release 9. […]”.

It is therefore necessary to reflect in the stage 1 TS 22.220 the conclusions above with respect to the optional Hosting Party Authentication procedure and to allow the completion of SA3 standardization activity in Release 9. 

.
************ START OF CHANGE ************

5.x
UICC and H(e)NB 

Optionally, the H(e)NodeB may support identification and authentication of the H(e)NB owner by means of a UICC-hosted application. The characteristics including physical formats of the UICC are defined in TS 31.101 [xx]. Existing 3GPP UICC application (i.e. USIM) shall be re-used. 
************ END OF CHANGE ************

