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**************************** Start of Change **********************************
7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection shall be provided by the PDCP layer between UE and eNB and no layers below PDCP shall be integrity protected. 

The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

The input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KRRCint as KEY,, a 5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the eNB side or on the ME side.

7.4.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and eNB. 

The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
7.4.3
KeNB* and token preparation for the RRCConnectionRe-establishment Procedure

The KeNB* and token calculation at handover preparation are cell specific instead of eNB specific. At potential RRC Connection re-establishment (e.g, in handover failure case), the UE may select a cell different from the target cell to initiate the re-establishment procedure. To ensure that the UE RRCConnectionRe-establishment attempt is successfulwhen the UE selects another cell under the control of the target eNB at handover preparation, the serving eNB should prepare multiple KeNBs and tokens for mulitple cells which are under the control of the target eNB. 
The preparation of these cells includes sending security context containing a KeNB* and token for each cell to be prepared, as well as the corresponding NCC and UE supported security algorithms to the target eNB. The source eNB shall derive the KeNB*s as described in Annex A.5 based on the corresponding target cell’s physical cell ID and frequency. Additionally, the source eNB shall derive the tokens as described below.
When an RRCConnectionReestablishmentRequest is initiated by the UE to access one of the cells which is under the target eNB’s control, the UE shall use the token and the KeNB* that correspond to the selected cell. The UE shall deriveKeNB* as described in Annex A.5 based on the target cell’s physical cell ID and frequency. Additionally, the UE shall derive the token as described below. 
This message is transmitted over SRB0 and hence not integrity protected. The RRCConnectionReestablishmentRequest shall contain the token corresponding to the cell the UE tries to reconnect to. 
In order to calculate the token, the negotiated EIA-algorithm from the AS Security context from the source eNB shall be used with following inputs: 

- MESSAGE = source PCI || source C-RNTI || target cell ID,

where source PCI and source C-RNTI are associated with the cell the UE last had an active RRC connection with and target cell ID is the identity of the target cell where the RRCConnectionReestablishmentRequest is sent to. PCI is defined in TS 36.211 [19], C-RNTI in TS 36.331 [18] and Cell-ID in TS 36.401 [20].

- KEY shall be set to KRRCint of the source cell;

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

The token shall be the 16 least significant bits of the output of the used integrity algorithm.

The target eNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message containing the NCC received during the preparation phase if the token is valid, otherwise the target eNB shall reply with an RRCConnectionReestablishmentReject message. The RRCConnectionReestablishment and RRCConnectionReestablishmentReject messages are also sent on SRB0 and hence not integrity protected..Next the target eNB and UE shall derive KeNB. The UE shall respond with an integrity protected and ciphered RRCReestablishmentComplete on SRB1. The RRCConnectionReconfiguration procedure used to re-establish the remaining radio bearers shall only include integrity protected and ciphered messages.
**************************** End of Change **********************************
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