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**** BEGIN OF CHANGE *****

7.2.9 Key-change-on-the fly

7.2.9.1
General

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when UP or RRC COUNTs are about to wrap around), KeNB re-keying performed after an AKA run. 
Editor’s Note: It is FFS whether there is a need for change of AS keys derived from KASME but with a different freshness parameter.

7.2.9.2
KeNB re-keying

The procedure is initiated by the MME after a successful AKA run with the UE. The MME derives the new KeNB using the same key derivation function as is used for ECM-IDLE to ECM-CONNECTED state transitions (see Annex A) using the new KASME and the NAS COUNT zero as input. The KeNB is sent to the eNB in a S1-AP message triggering the eNB to perform the re-keying.
The eNB runs the key change on-the-fly procedure with the UE. During this procedure the eNB indicates to the UE which KSIASME was used to generate the KeNB that shall be the basis for derivation of the KeNB to be used after the procedure. The procedure used is based on an intra-cell handover, and hence the same KeNB derivation steps shall be taken as in a normal handover procedure.

If the UE receives an indication that a different KASME than the one currently in use, the UE derives a temporary KeNB by applying the same key derivation function as is used in ECM-IDLE to ECM-CONNECTED state transitions (see Annex A) using a NAS COUNT of zero and the new KASME as input. From this temporary KeNB the UE derives the KeNB* as normal (see Annex A). The eNB takes the KeNB it received from the MME, which is equal to the temporary KeNB, as basis for its KeNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

In case the eNB has scheduled the UE for a handover when the re-keying message is received from the MME, the eNB and the UE shall perform the same key derivation steps as if it was a intra-cell handover with the sole purpose of a KeNB  re-keying.
7.2.9.3

KeNB rerefresh

This procedure is initiated by the eNB when the RRC or UP COUNTs are about to wrap around. It is based on an intra-cell handover. The KeNB chaining that is performed during a handover ensures that the KeNB is re-freshed w.r.t. the RRC and UP COUNT after the procedure.

Editors NOTE: Issues captured at SA3#50:  It is ffs if the key change on the fly can be avoided during handovers. If the handover can happen simultaneous to the key change on the fly then there is anyway a recovery mechanism after a key mismatch. If is for ffs if the UE should be prepared first when receiving a key change on the fly request  before preparing the neighbouring cell for RLFs. Security issues of sending the same KeNB to different eNB needs to be considered.

7.2.9.4 NAS key re-keying  
After an AKA has taken place, new NAS keys from a new KASME shall be derived, i.e. NAS key re-keying. NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change). 
**** END OF CHANGE *****
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