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*** NEXT CHANGE ***

5.3.2
Key material generation

The key material for confidentiality and integrity protection of GPI is derived from the Ks, which the GPI defines. The key derivations in version 1 of the GPI use the KDF defined in Annex B of TS 33.220 [1] with the below defined modifications of the NAF_ID (variable P3). The used NAF_ID as defined below shall be UTF- 8 encoded. All keys are 128 bits. The 128 least significant bits of the KDF output are used as key bits.
GPI_INT_Key:
The NAF_ID shall equal 'GPI_integrity' 
GPI_ENC_Key:
The NAF_ID shall equal 'GPI_confidentiality'

GPI_IV:


The NAF_ID shall equal 'GPI_IV'

NOTE: 
It is appropriate to generate the IV this way as the keys will only be used to protect a single message.


5.3.3
GPI Integrity protection

GPI integrity protection is mandatory. The integrity protection is calculated after GPI has been confidentiality protected as defined in clause 5.3.4. 

The GPI integrity protection in version 1 of the GPI uses algorithm HMAC-SHA256-32 with a 128-bit key as defined in [7], [8] and [9]. The MAC is computed over the complete GPI as defined in clause 5.2.1. During the computation of the MAC, the MAC field shall be treated as containing all zeros.


.

5.3.4
GPI Confidentiality protection

GPI confidentiality protection is mandatory. 

The confidentiality protection shall be applied on GPI elements as indicated in table 5.2.1.1 and include length fields, see clause 5.3.5. 

The GPI confidentiality algorithm in version 1 of the GPI is CTR-AES128 [10], [11]. The key to be used is GPI_ENC_Key and the start value T1 for the counter is GPI_IV. The standard incrementing function is used with m=16, according to appendix B in [10], i.e. the 16 least significant bits in T behave like a counter while the 112 most significant bits are static and equal the 112 most significant bits of the GPI_IV. 

5.3.5 GPI message format and coding
The GPI message is laid out as shown in Figure 5.3.5-1.  Each field is encoded in network byte order (i.e., big endian) and with the most significant bit being bit number zero. All fields are octet aligned. The fields of the message are the following.
Ver (4 bits): The version of the GPI message encoded as a 4 bit binary number. The version of any message conforming to this specification shall use the value 1, i.e., the first nibble of the message is 0x1.

Reserved (3 bits): These bits are reserved for future versions of this specification. Implementations conforming to this specification shall set these bits to zero before transmitting a message, and the receiver of the message shall ignore these bits. 

U/M (1 bit):  0 = GBA_ME, 1 = GBA_U

RAND: 16 octets.

AUTN: 8 octets.

Length App_Lbl: 1 octet containing length of App_Lbl in number of octets.
App_Lbl (variable length): UTF-8 encoded character string.
Length TMI: 1 octet containing length of TMI in number of octets

TMI (variable length):
Editor's Note: Content of TIM is ffs.
Length NAF_Id: 1 octet containing length of NAF_Id  in number of octets.
NAF_Id (variable length): UTF-8 encoded FQDN of NAF concatenated with the 5 octets of the Ua security protocol identifier.

Key_LT: 4 octets.  Key expiry time expressed in number of minutes since January 1, 1900, following the Network Time Protocol (NTP) [12].

NOTE: January 1, 1900 is the staring point for counting time in NTP 

Length PTID: 1 octet containing length of PTID in number of octets.
PTID (variable length): UTF-8 encoded character strings
MAC: 4 octets.
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Figure 5.3.5-1. GPI message layout
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