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*** start of change ***

N.2.5
Support for dynamic password change
SIP Digest relies on the use of passwords. This clause specifies the requirements on the HSS and the S-CSCF for supporting a change of this password in a dynamic way, while not disrupting ongoing communication.

A user and his home network may agree on a new password for SIP Digest by a secure password change mechanism, which is outside the scope of this specification. As part of this process, the new password will be stored in the HSS. It is assumed here that the new password is stored in the HSS only after the user confirmed receipt of the new password as part of the secure password change mechanism. 

NOTE 1: Such a secure password change mechanism may be e.g. realized through the use of an online portal.

The HSS and the S-CSCF shall support the possibility for the HSS to push a new entry for a user’s password to the S-CSCF currently serving the user. The HSS shall be able to send such a password push message at any time independent of other communication on the Cx interface.

NOTE 2: It is recommended that the secure password change mechanism updates the password in the HSS with minimal delay, and the HSS sends such a push message to the S-CSCF immediately after the new password entry in the HSS has occurred in order to avoid the situation that a user has already taken the new password into use while it is not yet available in the S-CSCF.

When the S-CSCF receives a new password from the HSS via a push message it shall store the new password and take it into use at the next occasion. 

NOTE 3: The text in this clause does not preclude the possibility that the HSS initiates a user de-registration or the S-CSCF triggers a network-initiated authenticated re-registration when it suspects a password compromise. De-registration would result in the loss of ongoing sessions, while authenticated re-registration would not. Network-initiated authenticated re-registration as a measure against suspected password compromise would therefore only be acceptable if a reasonably fast password change mechanism was available.

To avoid password synchronization problems during password change that could lead to service interruption, the following approach may be applied as an implementation option. When the S-CSCF receives a new password from the HSS via a push or pull message it may keep at most one already stored password. If the S-CSCF has two passwords for the user then, if authentication using one of the passwords fails, the S-CSCF may continue trying to verify the Digest response using the other password. After a successful verification using the new password, the S-CSCF should delete the old password. If the S-CSCF has already two passwords stored, and yet another password is pushed or pulled to the S-CSCF, then the S-CSCF should delete the oldest password not yet successfully used.  

NOTE x:
The possibility for the S-CSCF to store two passwords needs to consider the fact that a user may be slow in taking the new password into use. An S-CSCF could receive more than one password pushed or pulled from the HSS between two SIP requests received from the user when the user for some reason changes his password repeatedly. In this case the last sentence of the previous paragraph applies.
NOTE x:
It is implementation dependent in which order the S-CSCF tries the stored passwords. As a default setting, it is suggested that the S-CSCF try a password received later before a password received earlier. It is recommended that older passwords are deleted some time after receiving a new password, even if the new password is not successfully used. A typical value for such time is recommended to be in the order of a few minutes to give the user enough time to take the new password into use. It is also recommended that a user is informed to stop using the old password immediately after having received a new one. An old password in the UE should be deleted as soon as a new password is available in the UE. 
NOTE y:
The above mechanism assumes that the user actively changes the password, and keeps both the old and new password confidential. In the event the user's password is changed due to the fact that it is compromised (e.g., loss of terminal etc), the usage of the above mechanism can lead to service misuse during the time the old password remains active as it is not immediately revoked. For such scenarios, an administrative de-registration prior to password change would ensure that the old password is not kept in the S-CSCF.
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