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*********************************FIRST CHANGE************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[2]
3GPP TS 31.101: "3rd Generation Partnership Project; Technical Specification Group Terminals; UICC-terminal interface; Physical and logical characteristics".

[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[4]
3GPP TS 22.259: "Service Requirements for Personal Network Management; Stage 1".

[5]
3GPP TS 33.110: "Technical Specification Group Services and System Aspects; Key establishment between a UICC and a terminal".
[6]
IETF RFC 4279 (2005) "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[7]
IETF RFC 2246 (1999): "The TLS Protocol Version 1".

[8]
IETF RFC 3546 (2003): "Transport Layer Security (TLS) Extensions".

[9]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[10]
3GPP TR 33.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Recommendations for trusted open platforms".

[11]
3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3". 

[12]
NIST, FIPS PUB 180-2: "Secure Hash Standard (SHS)".

[13]
IETF RFC 4634 (2006): US Secure Hash Algorithms (SHA and HMAC-SHA).

[14]
IETF RFC 2104 (1997): "HMAC: Keyed-Hashing for Message Authentication".

[15]
TCG Mobile Phone Specifications, https://www.trustedcomputinggroup.org/specs/mobilephone.

[16]
TCG Trusted Network Connect (TNC) Specifications, https://www.trustedcomputinggroup.org/specs/TNC.

[17]
IETF RFC 2616 (1999): "Hypertext Transfer Protocol -- HTTP/1.1".
[18]
IETF RFC 3268 (1999): " Advanced Encryption Standard (AES) Ciphersuites for Transport LayerSecurity (TLS)”.

[19]
3GPP TS 33.310: "Network domain security; Authentication framework (NDS/AF)".
******************************END FIRST CHANGE***********************

*********************************SECOND CHANGE************************
B.2.2
Error situations

The key request procedure may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [17]. The 4xx status code indicates that the Remote Device seems to have erred, and the 5xx status code indicates that the NAF Key Centre is aware that it has erred. Possible error situations during key establishment and their mappings to HTTP Status Codes are described in table B.2.2.1. 

NOTE:
In table B.2.2.1, the "Description" column describes the error situation in NAF Key Centre. The "NAF Key Centre error" column describes the typical reason for the error.

The NAF Key Centre shall send the HTTP response to the Remote Device. The Remote Device shall check that the HTTP response is valid.
Table B.2.2-1: HTTP Status Codes used for key request errors

	HTTP Status Code
	HTTP Error
	Remote Device should repeat the request
	Description
	NAF Key Centre error

	400
	Bad Request
	No
	Request could not be understood
	Request was missing, or malformed

	401
	Unauthorized
	Yes
	Not used by NAF Key Centre 
	 -

	402
	Payment Required
	No
	Not used by NAF Key Centre
	 -

	403
	Forbidden
	No
	NAF Key Centre understood the request, but is refusing to fulfil it
	The request was valid, but Remote Device is not allowed to use this service

	404
	Not Found
	No
	NAF Key Centre has not found anything matching the Request‑URI
	The Request-URI was malformed and NAF Key Centre cannot fulfil the request

	405
	Method not allowed
	No
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI.
	

	406 to 417
	*
	No
	Not used by NAF Key Centre
	- 

	500
	Internal Server Error
	No
	Not used by NAF Key Centre
	- 

	501
	Not Implemented
	No
	NAF Key Centre does not support the requested functionality
	The server does not contain particular NAF Key Centre service requested

	502
	Bad Gateway
	No
	Not used by NAF Key Centre
	-

	503
	Service Unavailable
	Yes
	NAF Key Centre service is currently unavailable
	NAF Key Centre is temporarily unavailable, Remote Device may repeat the request after delay indicated by "Retry-After" header

	504
	Gateway Timeout
	No
	The server, while acting as a gateway or proxy, did not receive a timely response from the upstream server
	The NAF Key Centre did not get response over Zn interface.

	505
	HTTP Version Not Supported
	No
	NAF Key Centre does not support the HTTP protocol version that was used in the request line
	Remote Device should use HTTP/1.1 version with NAF Key Centre


******************************END SECOND CHANGE***********************
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