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***********                            Start Modification ************
10
Security and Privacy requirements

10.1
Security requirements on User Profile Management

Note:
The work on Generic User Profile may have an influence and needs to be studied carefully.

The User Profile Management functions shall be able to grant or deny access to individual parts of the subscriber’s User Profile as described in the clause 7.

The User Profile Management functions shall ensure that all operations on parts of User Profile data are authorized.

The type of access is one out of:

-
Reading user profile information; in case parts of the User profile is subject for reading it shall unambiguously be identified by the application,

-
Adding information to the user profile,

-
Modify existing information in the user profile.

The control of access rights is in principle on the user's discretion. The user shall have the possibility to allow or restrict the retrieval and presentation of her user related data. The mechanism how a user is able to maintain access rights is for further study. 

10.2
Privacy requirements on Subscriber Identity

It shall be possible to hide subscriber’s identity towards the OSA Applications and replace it with an alias. For each OSA Application, the alias shall be unique identification that has a one-to-one relationship to the network asserted identity (e.g. MSISDN, IP address, SIP-URI) of the subscriber and may be permanent or temporary (e.g. session based); those aliases can be used as parameters in the OSA APIs. 
Note: 
Liberty Alliance and OASIS specifications on Identity Management and Identity Federation (e.g. SAML 2.0) needs to be taken into account to address issues related to subscriber identity. 
***********             End  Modification ************
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