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FIRST CHANGE START
5.1.2
General principles

3GMS shall provide access to the intercepted Content of Communications (CC) and the Intercept Related Information (IRI) of the mobile target and services related to the target (e.g. Call Forwarding) on behalf of Law Enforcement Agencies (LEAs).

A mobile target in a given 3GMS can be a subscriber of that 3GMS, or a user roaming from another 3GMS or from any other network capable of using that 3GMS (such as a GSM or mobile satellite). The intercepted CC and the IRI can only be delivered for activities on that given 3GMS.

For interception, there needs to be a means of identifying the target, correspondent and initiator of the communication.  Target Identities used for interception of CS and GPRS service shall be MSISDN, IMEI and IMSI. Target Identities for multi-media shall be SIP URL. Other target identities for multi-media are for further study. When network encryption is introduced, it shall be a national option as to whether the network provides the CC to the agency decrypted, or encrypted with a key available to the agency. User provided end to end, encryption, encoding or compression cannot be removed by the network.

Location Dependent Interception, (LDI) allows a 3GMS to service multiple interception jurisdictions within its service area. Multiple law agencies with their own interception areas can be served by the 3GMS. All the information or rules given for interception within a 3GMS apply to interception within an IA when Location Dependent Interception is invoked. A target may be marked in one or more different IAs within the same 3GMS. Interception is not required nor prohibited by this standard when Location Dependent Interception is active and the location of the target subscriber is not known or available.

FIRST CHANGE END
SECOND CHANGE START

5.2.2
Intercept invocation

5.2.2.1
Invocation events for lawful interception

In general, Lawful interception should be invoked when the transmission of information or an event takes place that involves the target. Examples of when Lawful interception could be invoked are when:

-
A circuit switched call is requested originated from, terminated to, or redirected by the target,

-
Location information related to the target facility is modified by the subscriber attaching or detaching from the network, or if there is a change in location,

-
An SMS transfer is requested - either originated from or terminated to the target,

-
A data packet is transmitted to or from a target,

-
A  Conference Call is targeted.

5.2.2.2
Invocation and removal of interception regarding services

The invocation of lawful interception shall not alter the operation of a target's services or provide indication to any party involved in communication with the target. Lawful interception shall not alter the standard function of 3GMS network elements.

If lawful interception is activated during a circuit switched service, the currently active circuit switched service is not required to be intercepted. If lawful interception is deactivated during a circuit switched service, all ongoing intercepted activities may continue until they are completed.

If lawful interception is activated when a packet data service is already in use, the next packets transmitted shall be intercepted. If lawful interception is deactivated during a packet data service, the next packets shall not be transmitted.

5.2.2.3
Correlation of information and product

When both IRI and CC are invoked, an unambiguous correlation shall be established between associated IRI, IRI and CC, and associated CC within a single domain (for example different legs in CS or different packets in PS). The IRI and CC shall be delivered in as near real time as possible.

NOTE:
Clarification about correlation limitations during inter-PLMN call or session handovers is for further study.

SECOND CHANGE END
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