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Summary

3GPP SA are requested to consider whether the time is right to start work on replacing the current hardware UICC card with a secure environment on the UE that runs the secure downloadable SIM applications.
Introduction and Discussion

At the last SA plenary (#37) the study item on “Remote management of USIM application on M2M Equipment” was approved, and the work is under way in SA3. The obvious question that some of our customers are starting to ask is whether this will affect the “normal” phone, in our opinion it will not. Importantly the discussion in this document is independent of that work, and focuses on the requirements, not on the technical solutions.
The UICC card is ubiquitous within present day GSM systems.  As such, 3GPP has continued this with the inclusion of the USIM application on the UICC for next generation systems.  Additionally, the Long Term Evolution (LTE) initiative within 3GPP, which focuses on defining a new air interface and access network specification, has specified (technically noted in a meeting report) a USIM on UICC as the standard for device access to the LTE air interface.  There are fair justifications for the inclusion of a smart card based token within 3GPP.  However, there are also equally fair arguments for examining alternative solutions.  Often the arguments for and/or against the use of a hardware-token based on the UICC are comprised more of dogma than anything else. Some carriers will argue the impossibility of a system without a UICC. Others will point to 3GPP2 or WiMax as systems that have no such UICC requirement. Thus, there is no absolute answer, and the determination of whether a UE based solution is a viable approach depends both on the technical merits of the approach as well as the perceived business value to involved parties. 
Pros and Cons

· Manufacturers
· Pros

· To allow even more stylish and slim phones that are already very popular in the market place, removing the SIM will allow manufacturers to go even further in creative designs.

· Not only claiming the additional real estate in the terminal is a key pro for implementing the softSIM, but the additional cost savings in connectors and additional parts will benefit the industry by allowing for lower cost phones.

· Smartcard manufacturers, giving them a chance for them to share their expertise and software solutions with terminal manufacturers
· Cons

· The need for secure execution and storage, and provisioning of some form of secure identification/certificate.
· Operators

· Pros
· Lower cost, especially in the ultra low tier market such as those defined by the GSM association.
· The ability to expand the user base beyond conventional phone to the application space, e.g cameras, MP3 players, games, toys…

· To the operator, having the ease, flexibility and simplicity of having a softSIM in the terminal will be a major pro.  Especially when it comes to switching between different types of networks other than GSM or 3G, like WiFi.  With the rapidly changing technology, this will also provide benefit for future applications.

· Cons

· The perception of a less secure environment

· Need to change provisioning systems.

Motorola believe the pros outweigh the cons. Motorola has been developing security architectures in our handsets that can be built upon to provide the additional security you find in smartcards. Having a secure environment in the UE will benefit not only manufactures and operators, but also the customers that use our products. The flexibility it gives the end user will allow them not to worry about accessing and swapping the little card that will allow them to use another phone.
The security credentials and algorithms are the property of the operators; this should always remain the case. Given this, it is by definition an optional feature as the operators would need to be satisfied that the UE they are downloading to is secure; the exact requirement will need to be elaborated in SA1. The prerequisite would be that operators that want to continue to use the current UICC should be able to, again the exact requirements need to be discussed by SA1.
Proposal

SA plenary have a brief discussion, if enough support is shown both within and outside the meeting Motorola will start to generate a study item proposal to be discussed at the next SA plenary meeting.
