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Work Item Description

Title 


Remote management of USIM application on M2M Equipment 
Is this Work Item a "Study Item"? (Yes / No): Yes
1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

M2M – (TR 22.868 in SA1)
3

Justification

Machine to Machine (M2M) Communication is seen as a form of data communication between entities that when deployed do not necessarily need human interaction. One of the challenges with M2M communication is that deployed M2M equipments are managed remotely without any direct human interaction with the device.
 3GPP SA1 has completed a study on machine-to-machine (M2M) communication in TR 22.868. The purpose of this study is to evaluate the feasibility of remotely managed USIM application solutions from a security point of view.
Three aspects from TR 22.868 in SA1 are that: 
· M2M equipments containing a USIM application should provide tamper- protection, and mechanisms for detection and response on tampering.
· It should be possible to change subscription out in the field e.g. after contract expiry without human intervention.

· It should be possible to allocate the M2M equipments at initial power up to a network without human intervention.

These three aspects point towards a remote management of  USIM application being a viable solution. 
Remote management includes:

· Download of USIM application parameters to a M2M equipment
· Management and changes of these parameters  to allow  change of operator 

. 
The simplest way to introduce provisioning of a remote management of  USIM application to M2M-equipments would be to as much as possible make use of already existing infrastructure, as the mobile networks’ global and secure authorization infrastructure to enable provisioning of remote management of  USIM application. The M2M equipments and the network can interact only over standardized interfaces. This is in scope of 3GPP.
4

Objective

The objective of this work item would be to study how to make it possible for the network to provision remote management of  USIM application in the M2M equipment in a secure way, in a 3GPP system. It is envisioned that an M2M equipment is incorporated in a device that a) could be assembled by an equipment manufacturer, or b) could be assembled by an OEM manufacturer that includes the M2M equipment in the device. The M2M equipment could be a device that is fully self-contained or a device with interfaces to attach, for example, sensors and on-site service equipment. 
The objective of this work item would be to study the remote management of USIM application when the USIM application resides in the UICC and when the USIM application resides in the M2M equipment. 
This study includes definition of a trust model for remote management of  USIM application and security threats and security requirements need to be identified.

Furthermore, this study would include the following items: 
· to investigate candidate security solutions  that allow provisioning to take place in a secure manner;

· to investigate candidate signalling procedures for provisioning remote management of  USIM application in a M2M equipment;
· to identify what functionality of the current USIM application has to be covered by remote management of  the USIM application
· to identify what other functionality that may need to be added due to the new USIM application provisioning method 
· the study may identify principle requirements for protected storage and the execution environment (e.g. by collaborating with relevant working groups such as the OMTP Hardware group)
5

Service Aspects

None identified
6

MMI-Aspects



None identified
7

Charging Aspects



None identified
8

Security Aspects



This is a security work item.
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	X
	
	X


10 Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.8yz
	Feasibility Study on remote management of USIM application on M2M equipment
	SA WG3
	
	SA#40
	SA#41
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s)
Vesa Lehtovirta, Ericsson, vesa.lehtovirta@ericsson.com
12

Work item leadership

 TSG SA WG3
13

Supporting Companies

BT, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Rogers Wireless, TeliaSonera, (at least 4 Individual Members)

14

Classification of the WI (if known)

	X
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:
v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.

v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

