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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

NAF Key Centre: Dedicated NAF in charge of performing the key establishment between a UICC Hosting Device and a Remote Device.

UICC Hosting Device: The entity, which is physically connected to the UICC used for key establishment between UICC Hosting Device and Remote Device. The UICC Hosting Device may be the MT or the ME.

Remote Device: A Remote Device is physically separated from the UICC Hosting Device (e.g. PNE as defined in TS 22.259 [4]). The Remote Device may host a UICC by itself but this UICC is not involved in the key establishment between the UICC Hosting Device and the Remote Device. For the purposes of the present document, the term Remote Device denotes a trusted device that can establish a shared key with a UICC Hosting Device.
NOTE 1:
The definition of trusted devices is out of the scope of the specification. It is assumed that the home network can decide whether a Remote Device is trusted or not.

Device_ID: It identifies uniquely the Remote Device. The Device_ID of a ME or MT is the IMEI.

NOTE 2:
In case that the Remote Device is not a ME or MT the definition of the type of Device_IDs is out of the scope of this specification.
Local interface: The interface between the Remote Device and the UICC Hosting Device is named the local interface.
Appl_ID: It uniquely identifies an application in the UICC Hosting Device and Remote Device. The Appl_ID is an octet string.
**** NEXT CHANGE

****

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

HSS
Home Subscriber System

KDF
Key Derivation Function

Ks_ext_NAF
Derived key in GBA_U

Ks_NAF
Derived key in GBA_ME

Ks_(ext)_NAF
Combined abbreviation denoting Ks_NAF in case of GBA_ME and Ks_ext_NAF in case of GBA_U

Ks_local_device
Derived key, which is shared between a UICC hosting device and a Remote Device

Ks_local_device_appl
Derived key, which is shared between an application residing in the UICC hosting device and the Remote Device

NAF
Network Application Function

PNE
Personal Network Element

SLF
Subscriber Locator Function

USS
User Security Setting

**** NEXT CHANGE

****

4.4.6
Requirements on Ks_local_device key and associated parameters handling in Remote Device
One key (i.e. Ks_local_device) shall be established per UICC Hosting Device and Remote Device pair. One established Ks_local_device key shall only be shared between one specific UICC Hosting Device and one specific Remote Device.
NOTE:
Further key derivations from the Ks_local_device are allowed to be used at e.g. application layer, to be able to differentiate the keys to be used by different applications (see example in Annex <x>). 
The Remote Device receives the Ks_local_device key and the lifetime of the Ks_local_device key from the NAF Key Centre on a secured interface.

The Remote Device shall delete the Ks_local_device key and the corresponding key lifetime when at least one of the conditions below is met:

1
the key lifetime of the Ks_local_device key expires;

2
the Remote Device discovers that the UICC Hosting Device does not share the same Ks_local_device key any more due to e.g. deletion.
**** NEXT CHANGE

****

4.4.7
Requirements on Ks_local_device key and associated parameters handling in UICC Hosting Device

One key (i.e. Ks_local_device) shall be established per UICC Hosting Device and Remote Device pair. One established Ks_local_device key shall only be shared between one specific UICC Hosting Device and one specific Remote Device.

NOTE:
Further key derivations from the Ks_local_device are allowed to be used at e.g. application layer, to be able to differentiate the keys to be used by different applications (see example in Annex <x>). 
The lifetime of Ks_local_device key in the UICC Hosting Device shall not exceed the lifetime of the Ks_(ext)_NAF key.

The UICC Hosting Device shall delete the Ks_local_device key and the corresponding parameters when the key lifetime of the Ks_local_device expires.

The UICC Hosting Device shall handle the Ks key and the NAF specific keys (i.e. Ks_NAF, Ks_ext_NAF and Ks_local_device) and related parameters as described in clause 4.4.11 of TS 33.220 [3]. This means that the Ks_local_device key shall be handled in the same way as the Ks_(ext)_NAF key is handled in clause 4.4.11 of TS 33.220 [3], i.e. as a NAF specific key.

**** NEXT CHANGE

****

4.5
Procedures
4.5.1
Initiation of key establishment between a UICC Hosting Device and a Remote Device

If the Remote Device has a Ks_local_device key stored for a particular UICC Hosting Device, then the Remote Device should attempt to use the Ks_local_device key or the derived key material from it, with the UICC Hosting Device. If this fails due to the UICC Hosting Device not sharing the same Ks_local_device key, then the Remote Device shall initiate a new request to the UICC Hosting Device to initiate a new key establishment procedure as described in clause 4.5.2 in order to establish a new Ks_local_device key.

If the UICC Hosting Device has a Ks_local_device stored for a particular Remote Device then the UICC Hosting Device should attempt to use the Ks_local_device key or the derived key material from it, with the Remote Device. The UICC Hosting Device does not know whether the Remote Device has deleted the Ks_local_device key or not. If the UICC Hosting Device receives an error due to the Remote Device not sharing the same Ks_local device key, then the UICC Hosting Device should trigger the Remote Device to send a new request to the UICC Hosting Device to establish a new Ks_local_device key.
NOTE:
The UICC Hosting Device needs a unique way to distinguish or map different Ks_local_device keys to different Remote Devices and vice versa. This is out of the scope of this specification.
**** NEXT CHANGE

****

Annex A (normative):
Platform specific key (Ks_local_device): Key Derivation Function definition

A.1
Ks_local_device key derivation in key establishment
The description of this key derivation function KDF and input parameter encoding can be found in TS 33.220 [3]. The key derivation function KDF in this document shall be implemented as defined in TS 33.220 [3].

A.2

Input parameters for Ks_local_device key derivation

In the key establishment between a UICC Hosting Device and a Remote Device, the input parameters for the key derivation function shall be the following:

-
FC = 0x01,

-
P0 = Device_ID,

-
L0 = length of Device ID is variable (not greater than 65535),

-
P1 = B-TID,

-
L1 = length of B-TID is variable (not greater than 65535),

-
P2 = NAF_ID,
-
L2 = length of NAF_ID is variable (not greater than 65535).
The input parameter Key to the key derivation function defined in TS 33.220 [3] shall be the Ks_ext_NAF or the Ks_NAF key.

A character string shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [24].
                                      **** NEXT CHANGE

****
Annex <x> (informative):
Application specific key (Ks_local_device_appl)
This Annex gives an example on how the applications in the UICC Hosting Device and Remote Device could derive further key material (Ks_local_device_appl) from the Ks_local_device key.

<x>.1
Example of Ks_local_device_appl key derivation in key establishment
The applications in the UICC Hosting Device and Remote Device could use the Ks_local_device key to derive further key material, which is application specific, to ensure that different applications in the UICC Hosting Device and Remote Device use different keys.

Application specific key material could be computed in the UICC Hosting Device and the Remote Device as: 
Ks_local_device_appl =  KDF (Ks_local_device, B-TID, Appli_ID), where KDF is the key derivation function as specified in Annex <y>, and the key derivation parameters consist of the Appli_ID and the B-TID.   

NOTE: The definition of the Appli_ID is out of the scope of this specification. The Appli_ID could be defined in an application specification utilising the key establishment procedure. The Appli_ID could also be exchanged on the Local Interface between the applications to initiate the key derivation of the application specific key matereial.  
**** NEXT CHANGE

****

Annex <y> (informative):
Application specific key (Ks_local_device_appl): Key Derivation Function definition

<y>.1
Ks_local_device_appl key derivation in key establishment
The description of this key derivation function KDF and input parameter encoding can be found in TS 33.220 [3]. The key derivation function KDF in this annex is implemented as defined in TS 33.220 [3].

<y>.2

Input parameters for Ks_local_device_appl key derivation

When the application specific key (i.e. Ks_local_device_appl) is computed, the input parameters for the key derivation function could be the following:

-
FC = 0x01,

-
P0 = Appl_ID,

-
L0 = length of Appl_ID is variable (not greater than 65535),

-
P1 = B-TID,

-
L1 = length of B-TID is variable (not greater than 65535),
The input parameter Key to the key derivation function defined in TS 33.220 [3] shall be the Ks_local_device key.

A character string shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [24].
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